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1. Preface

1.1 About This Document

Rev.1.4.3

This document describes the installation process and usage instructions for the SanDisk SSD Dashboard.

1.2 Typographical Conventions

This document follows these conventions:

Convention Usage Examples
Note: Important additional information or further Note: A weekly backup is
’ explanation of a topic. recommended.
The task or operation might have serious
P . & . . Warning! Do not change
. consequences if conducted incorrectly or without . .
Warning! . . configuration
appropriate safeguards. If you are not an expert in the
. . . parameters.
use of this product, consult SanDisk for assistance.
Bold A command or system input that you type, or text ora | Click HELP for details on disaster
button displayed on a screen. recovery.
Italic font indicates any of the following:
e Aterm with a specific meaning in the context of Detailed information on disaster
Italic this document. recovery methods is available in the
. I . Administrator Guide.
e Emphasis on specific information.
e Reference to another document.
. . For more details, see Error!
Hyperlinks are underlined; cross references to -
Blue text ; . L . eference source not found., or visit
information within this document are not. .
www.sandisk.com.
SanDisk —a Western Digital brand 1 July 2016
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2. Introduction

2.1 Minimum System Requirements

Rev.1.4.3

The SanDisk® SSD Dashboard is a Windows application. It can be installed on 32 or 64 bit Windows Vista,
7, 8, or 8.1 environments. Admin rights are required for installation and execution of the application.

Supported Operating Systems

Windows Vista (32/64 bit)
Windows 7 (32/64 bit)
Windows 8 (32/64 bit)
Windows 8.1 (32/64 bit)

Additional Requirements

.NET 4.0 or above
Internet Explorer 9 or above

2.2 Supported Languages

17 languages are supported:

Czech

Danish

Dutch

English

French

German

Italian

Japanese

Korean

Polish

Portuguese
Russian

Simplified Chinese
Spanish

Swedish
Traditional Chinese
Turkish

Cestina
Dansk
MNedearlands

QIS
Francais
Deutsch
ltaliano
=E
520
Polski
Portugués
Pyccrmia

W iF
Espariol
Svenskt

TR

Tirkge

SanDisk —a Western Digital brand

July 2016
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2.3 Installation

You may download the current version of the SanDisk SSD Dashboard software from
http://www.sandisk.com/ssddashboard. Once it has been downloaded, double-click on the
SanDiskSSDDashboadSetup.exe file icon to launch the installation program.

Select a language and then click on the Install button to proceed with the installation. Otherwise, click
on the red button in the upper right-hand corner to cancel the installation.

Cestina
Dansk

8 SanDisk SSD Dashboard e e | ?Hdﬁ

Thank you for downloading the Sa SSD Dashboard. FFEIFH;EIS
This software includes tools that can help you to get the DE':JtS ch
most out of your SanDisk SSD(s). ltaliano

=¥
S+ 0f

K2 Paolski
Portugués
Pyccrmi
8 i A
Espariol
Svenskt

RPN

Tirkce

View Release Notes

Install

San)isk

a Western Digital brand

Figure 1: Begin Installation

When the installation has completed successfully, click on the Finish button. This will automatically
launch the SanDisk SSD Dashboard and load the Status section.

. SanDisk S5D Dashboard = 2

SanDisk SSD Dashboard version 1.4.3 was successfully
installed.

Click on the Finish button to run the application.

View Release Motes

San)isk’ i

a Western Digital brand

Figure 2: Installation Successful

Note: To perform an Application Update, see section 6.1.

SanDisk —a Western Digital brand 3 July 2016
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2.4 Usage

The SanDisk SSD Dashboard will automatically scan for SanDisk SSDs when it loads.

& SanDisk® SSD Dashboard

Sanisk

factern Digital bran

Figure 3: Scanning for SanDisk SSDs

Rev.1.4.3

If a SanDisk SSD was not connected to the system when the application was loaded, or a specific one is
not appearing in the SanDisk SSD Dashboard, you may (re)connect it, then click the Refresh icon to

rescan the system for SanDisk SSDs.

\

Capacity Total: 238.47GB

«ic: @ SanDisk X300 MSATA 256G8 (1
& x3520012

@ B 7]

Status Performance Tools Settings Help

1213468
W Used: 117.13GB

Unallocated: 0.00GB
Other: 0.00GB

Disk 0

fe Remaining 9 | Tempersre 7 Interface Speed

m SSD Capability: 6.0 Gb/s
Not Supported Connection: 6.0 Gb/s

Figure 4: Rescan for SanDisk SSD(s)

Once all of the SanDisk SSD drives have been detected, you may select the specific drive you would like

to examine by using the Select drive menu.

SanDisk —a Western Digital brand 4
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= =

Vot @ SanDisk X300 MSATA 256G8 Select drive * aIDlSk
Firmare versiore @ X3520012 » SanDisk X300 MSATA 256GB (Disk 0) : o
% © Normal @ » SanDisk X300s Solid State Drive (Disk 1) Everything You Do

Computer - Faster:
Boost your PC's performance
by up to 28x over a typical

securtty @ None
7 hard drive with a SanDisk
i g e

Status Performance Tools Settings elp

Select drive ~

Capacity Total: 238.47GB Volumels)
» 5anDisk X300 MSATA 256GB (Disk Q)

Free: 121.34GB - - - "
N » SanDisk X300s Solid State Drive (Disk 1)
W Unallocated: 0.00GB
Other: 0.00GB
| Ful - |
50K (C)

Disk 0
Life Remaining ? Temperature [ Interface Speed » °
m SSD Capability: 6.0 Gb/s Shortcuts
Not Supported Connection: 6.0 Gb/s
Windows Disk Management

Viindows System Properties

Windows Device Manager

Figure 5: Select drive

SanDisk —a Western Digital brand 5 July 2016
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3. Status

The Status section displays the overall state and health of the drive.

et @ SanDisk X300 MSATA 256G (7 seiectarie © O SaIDlSk
mware Ve @ x3520012  Vastern Digital bramd b
e Healtr: @ Normal (&
Notificat @ None '
s R ris

v @ Nome

= ' |

Status Performance Tools Settings Help
Capacity Total: 238.47GB z volimeER & _. |
§ \ |
W Frem 1213468 {
W Used: 1171368 1
0.00GB

Other; 0.00GB |
" -— I
Disk (C) '

Disk 0 i

ing )

m SsD Capab\ﬁ[y 6.0 Gb/s
4 Not Supported Connection: 6.0 Gb/s

Figure 6: Status

3.1 Model

Product model of the selected SanDisk SSD.

3.2 Firmware Version

Version number of current firmware installed on the selected SSD.

3.3 Drive Health

Drive Health summarizes the current condition of the SSD based on S.M.A.R.T. attributes.
Normal The drive is in good condition.

Poor The number of spare blocks has reached the minimum threshold. It is suggested to
replace this drive with a new SSD.

3.4 Notifications

Any notifications, such as software or firmware updates available or S.M.A.R.T. attribute warnings, will
be displayed in this area.

3.5 Security

If the selected drive supports security, this area will be visible.

SanDisk —a Western Digital brand 6 July 2016
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It will display “Not Activated” if the security protocol is not active. Otherwise, it will display the name of
the active security protocol, such as TCG Opal 2.0.

3.6 Capacity

Displayed capacity is based on Windows® total reported capacity.
Green Free space

Blue Used space

Gray Unallocated space

Yellow Other

3.7 Volumes

The chart displays any drive volumes recognized by Windows.

Green Free space
Blue Used space
Red No free space

3.8 Life Remaining

The Life Remaining percentage represents the remaining writes that the drive can perform in its lifetime.

Note: If this feature is not supported by the drive, a “Not Supported” message will be displayed.

3.9 Temperature

The temperature display is reported by the drive.
Green Normal operation

Red Drive is currently overheating

3.10 Interface Speed

SSD Capability is the fastest speed supported by the drive.

Connection Speed is the actual speed negotiated with this system. If the Connection Speed is lower than
the SSD Capability, try connecting the drive to a faster port for better performance.

SanDisk —a Western Digital brand 7 July 2016
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4. Performance

4.1 Performance Chart

Rev.1.4.3

The Performance chart has the ability to show two different real time performance metrics. The chart
will scroll from right to left showing a moving 5 minutes time line on the horizontal axis. The vertical axis
of the chart will show either Mega Bytes per second or I/O operation count per second.

Transfer Speed MB/s

The disk read and writes are shown in the chart with green and blue indicators, respectively.

i @ SanDisk X300 MSATA 25668 7
@ x3520012

site @ Normal O

w: @ None

v @ Neooe

m 23]

Performance Tools Settings Help

madal n |
!

05:1900PM 052000PM 05:2100PM 05220001

Show Color Vakse Max
— %
-4

05:2300PM

Figure 7: Transfer Speed MB/s

SanDisk —a Western Digital brand 8
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Transfer IOPS

The disk 1/0 read and writes are shown in the chart with orange and purple indicators, respectively.

Seaonl
. @ SanDisk X300 MSATA 256G8 (7 seloct e~ C! San)lSk' [
: X o Vst D s
@ Everything You Do On Your
Computer - Faster |

i 31} |
Status Performance Tools Settings Help |
i |
|
Monitoring 8 3, 1‘
Performance Chart 7 |
Optimization 6 |
TRIM 3 l
4 [
3 |

2 |
1 nmaal p ' l
MM A ) ! I/ e |
0512009M 052000PM 05210000 05220000 05:2300PM !

°
Show Color Vakio Max

® Trarafer Speed /2 Shortouts:

= ®
>k Management
3 o 93
© Tramafer 30PS
D5k Wines - o e
D Reuch ) =

Figure 8: Transfer IOPS
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4.2 TRIM

TRIM frees up space on the SSD used by files that have since been deleted.

\ o

Status
Maritaring
Performance Chart
Optienization
TRIM

@ SanDisk X300 MSATA 256G8 (© Sekctdme s C SarDiSk
 Werter Dapta brard

@ x3520012

g Normal Step Up To SSD Speeds:
None

@ None Trject new life

]
Performance Tools Settings Help

TRIM allows the operating system to request the selected SSD 1o free up the space used by
files that have since been deleted.

¥ Enable Windows TRIM

Figure 9: TRIM

Use the Run TRIM Now button to manually run TRIM.

It is recommended to run TRIM weekly. Select the frequency to be weekly.

Rev.1.4.3

To view SanDisk SSD Dashboard scheduled TRIM tasks, click the Windows Task Scheduler button to
schedule the task. Each TRIM task is specific to a drive, so multiple drives can be scheduled differently

for TRIM.

Task Scheduler

[= 5 il

File Action View Help

«= @ aE

& Task Scheduler Library

Task Scheduler Summary (Last refreshed: 5/29/2014 10:36:21 AM) Actions

=+ | Task Scheduler (Local) -

Connect to Ancthes Comp..

Summany: 0 total - 0 running, 0 succeeded, 0 stopped, 0 failed

&) Create Basic Task...
Task Hame RunResult  Run Start Run End Triggered By % Create Tosk,
Impon Task...
7 Display All Running Tasks
[ Ensble Al Tasks History

AT Service Account Confi.

View »

Refresh

Active Tasks | a
@ rep

Active tasks are tasks that are currently enabled and have not expired.

Summary: 36 total

Task Name Mext Run Time Triggers
Confighotification 5/30/2014 10:0000 AM At 1000 AM every day
SanDisk_SSD_TRIM_135012600103  6/1/2014 12:00:00 AM At 1200 AM on day 1 of lanuary |
Scheduled 6/1/2014 1:00:00 AM At 100 AM every Sunday of every
SynchronizeTime 6/1/2014 1:00:00 AM At100 AM every Sunday of every _
E
Last refreshed at 5/28/2014 10:36:21 AM Refresh

Figure 10: Windows Task Scheduler
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5. Tools

5.1 Third Party Offers

Third party offers relevant to the SSD drive will be displayed at the bottom of the Tools section. These
may include applications or services such as drive cloning, anti-virus software, theft recovery, drive
security, etc... To find out more about a particular offer, simply click on the image or third party logo.

g S0k S50 - e
ST
I 1ot @ SanDisk X300 MSATA 256G @ sakcaie v C SaIDlSk' |
| « @ X3520012 a'Westen Digtel bard |
e & Normal & Get To Know The SanDisk
= @ None Extreme® PRO SSD:
v @ None Super your PC ¢
|
- "
71| 23] |
Status Performance Tools Settings Help |

€4 The firmware is up-to-date,

Firmware Update
Secure Erase

Sanitize
Crypto Erase ¥ Show Mora Opticns W,
Disgneatics Samisk
SMART
Advanced Information ik here 0 Kam moce
Drive Details

System Details

Additional Features: 7 Gl Teft Recorey
1 1Reno & aericorn e

Figure 11: Third Party Offers
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5.2 Firmware Update

Rev.1.4.3

You may use the Update SSD Firmware button to initiate an update or click on the Show More Options
link to select additional methods to update the firmware.

@ @

i ®

]

oo @

o @

Status Performance

Drive Management
Firmware Update
Secure Erase
Sanitize
Crypto Erase AR DpNons

New vers

Disgncstics
SMART
Advarced
Drive Det,
System Detalls

O updaste

Additional Features;

€8 There is new firmware available for this drive,

B Creote bootable USS drive

No USE Oiva Found ™ C

[0 Create baotsble CO/OVD

Sanisk

@ Westorn Dt Beand

SanDisk X300s Solid State Drive (*
X2180300 ¥

sdectarne > C

Noomali) Cool New Feature:
None
Not Activated @ Re

Tools Settings Help

jon: 2210400

Subserine 12 email akicls 2

using file on my computer

Aot

LO/JIACK

Amm

Figure 12: Firmware Update

When you click on the Update SSD Firmware button, a confirmation dialog will appear.

Note: It is strongly recommended that you backup your data before updating the firmware.

Please Note

your firmware.

There is a risk of complete data loss when updating firmware. Therefore,
it is strongly recommended that you backup your data before updating

Please ensure your system is connected to wall power during the entire
firmware update process to prevent the update from failing.

Have you read this warning and do you want to proceed?

Cancel | Proceed

Figure 13: Firmware Update Confirmation
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Once the firmware has been downloaded to the drive, the power to the SSD must be turned off to
complete the firmware update process. This can usually be done by shutting down the computer then

turning it back on.

Please Note

The firmware has successfully been downloaded to the drive. The new
firmware will take affect once the power to the drive has been turned off
and then turned on again. A simple way to do this is to do a Windows
System Shutdown and then turn it back on.

QK

Figure 14: Firmware Update — System Shutdown Required

For legacy drives, SanDisk SSD Dashboard may ask to reboot the computer to run the firmware update
tool.

Please Note

SanDisk S5D Dashboard needs to reboot your computer to complete the
firmware update. Please ensure any open files are saved before proceeding.
After reboot, the firmware update tool will run. Select the 'SanDisk 55D
Dashboard' option to complete the update. The system will then automatically
reboot into Windows.

Click 'Reboot’ to proceed or 'Cancel’ to abort the firmware update.

| Cancel ‘ | Reboot |

Figure 15: Firmware Update - Legacy Drives

When the boot process is complete, select SanDisk SSD Dashboard to initiate the firmware update.
GRUB4DOS 8.4.4 2089-83-31, Memory: 636K / 511M, MenuEnd: @x4839D

SanDisk SSD Dashboard

Use the * and ¢ keys to highlight an entry. Press ENTER or 'b’ to boot.
Press 'e' to edit the commands before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 1 seconds.

Figure 16: Bootable CD/DVD - Select SanDisk SSD Dashboard

SanDisk —a Western Digital brand 13 July 2016
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The firmware update process will run, and upon successful completion, it will shut down the computer.

SanDisk Dashboard

Parsing Kernel Boot Command Options...

Found Command: ffu
Found Command: ffu

Found Parameter: 131996481387
Found Parameter: 131996481387

Run Sankit with FFU

Using Device 131996481387

Found 1319964081387
Starting Download

Firnware File Size 1117184

The firmware update process is about to begin. Please do not turn off your com

ter or disconnect the SSD during the update process.

HARNING: Power must not be removed from device during download!?

Loading Firmware: firmware.bin, Size=2182 sectors

Updating Firmware...Download Mode 8x83

Firmware update process completed successfully.

System will shutdown in five seconds_

Figure 17: Bootable CD/DVD - Firmware Update Process

You will need to turn the computer back on.

Check for Updates

Click on Check for Updates to manually check if a firmware update is available for the selected drive.

Status

Drive Management
Firmwara Update
Secure Erase
Sanitize
Crypto Erase

Diagriastics

SMART

Advanced Infarmaticn
Drive Details
Systemn Details

Additisnsl Fauturss:

wiode: @ SanDisk X300s Solid State Drive (7 Selactrive = IO

Firmuare vericn: @ X2210400

Heat: @ Nommal &
= @ None
v @ NotActivated G

@ a ]

Pefarmance Toals Settings Help

5

&R The firmwae |s up-to-date.

& Hide Options

[ ugdate using file on my compater

Saléct Fila

Virs Scan Diive Oaning Thett Rocavary
Absolte

) TREND. A\ apricomn LO/ACK

Get To Know The SanDisk
Extreme® PRO S50
S e

“windows Devioe Manager

Samisk

Figure 18: Check for Firmware Updates

If one is found, the status message will change to “There is new firmware available for this drive” and

the available update options will be displayed.

SanDisk —a Western Digital brand
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Create Bootable USB Drive

Some firmware updates may require you to create a bootable USB with the firmware update tool on it.
The bootable USB drive can also be used as a portable tool to update SSDs on multiple systems.

Click on the Select USB Drive dropdown to choose the desired USB drive and then click on the Create
USB Drive button. If it is not listed, click on the Refresh icon next to the dropdown menu to scan for the
USB drive. It is recommended to backup any existing data on the USB drive before proceeding.

Note: The USB drive must be formatted as FAT or FAT32.

iy 500K 550 Destong =143

%/ @ SanDisk X300s Solid State Drive * seioctame ~ C' Sal])lsk
i vissor. @) X2180300 New veczion wvsile Vs g ceens
Drve oot @ Noemal @ Step Up To 55D Speeds
ot @ None
secorsy: €@ Not Activated
71 53]
Status Performance Tools Settings Help

Sopws

@ There is new firmware available for this drive 2 TR

ate
Now vorsion: X2210400
Secure Erase e

Sanitize

Crypto Erase A Haa Oprions

Disgnestics i Creste baotsble USE drive 3 Samisk'
ST, = c T

2 e E{(119GB)

s
Drive Detals 0 crone B oow

System Detalls

[ Update using fe on my computer

Additional Features:

12 1REND y e—— Lente

Figure 19: Create Bootable USB Drive

Reboot the computer with the USB drive plugged in and select USB Storage Device as the boot device.

Boot mode is set to: LEGACY: Secure Boot: OFF

LEGACY BOOT:
S131000346AS
SanDisk SDSSDHP1286

CD/DUD/CD-RW Drive

SanDisk SSD Dashboard
Windows Boot Manager
UEFI: SanDisk Cruzer Micro 0.1
OTHER OPTIONS:
BIOS Setup
Diagnostics
Intel (R) Management Engine BIOS Extension (MEBx)
Change Boot Mode Settings

Figure 20: Bootable USB Drive — Select USB Storage Device
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When the boot process is complete, select SanDisk SSD Dashboard to initiate the firmware update.

GRUB4DOS 8.4.4 2089-83-31, Memory: 636K / 511M, MenuEnd: 8x4839D

SanDisk SSD Dashboard

Use the * and ¢ keys to highlight an entry. Press ENTER or 'b’ to boot.
Press 'e' to edit the commands before booting, or 'c' for a command-line.

The highlighted entry will be booted automatically in 1 seconds.

Figure 21: Bootable CD/DVD - Select SanDisk SSD Dashboard

The firmware update process will run, and upon successful completion, it will shut down the computer.

SanDisk Dashboard

Parsing Rernel Boot Command Options...
Found Command: ffu

Found Command: ffu

Found Parameter: 131996481387
Found Parameter: 131996481387
Run SanKit with FFU

Using Device 131996481387
Found 131996401387

Starting Download

Firnware File Size 1117184

The firmware update process is about to begin. Please do not turn off your com
ter or disconnect the SSD during the update process.

HARNING: Power must not be removed from device during download!?
Loading Firmware: firmware.bin, Size=2182 sectors
Updating Firmware...Download Mode 8x83

Firmware update process completed successfully.
System will shutdown in five seconds_

Figure 22: Bootable CD/DVD - Firmware Update Process

You will need to turn the computer back on.
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Create Bootable CD/DVD

You may download an ISO file which can be used with your favorite CD/DVD burning software to create
a bootable CD/DVD. This will allow you to boot from the disc and run the firmware update on an SSD.

Click on the Create ISO file button then select the folder where the ISO file will be saved.

wodit @ SanDisk X300s Solid State Drive seectame > C SaIDiSk.
0 Vet Digh caund

on: @ X2180300 New wersion yailable

Cool New Feature:

] [ Browse For Folder B ReSESees
Status Performance Help
VN ieedgerient @ Thereisn|| | B Desktop B
Firmware Update » 74 Libraries
Secure Erase How vecsia > [B andrew Updane 55
Sanitize b 18 Computer =
Crypto Erase » € Network
Disgnosties i Creste bo 3 @j Control Panel 3
& Recycle Bin L4
SMART. of || SRECYCLEBIN Craato USE Drive
Advarced Informatio » ) 2014 FOCUS A kot o s
Drive Detalls @ cesteta
System Details VakeNewFoder | [ ok | [ concel | .
[ Update usingw= Ty o d g

Selact Fie

Windows Duvics Sanager

Figure 23: Create Bootable CD/DVD Using ISO File

Next, use your favorite CD/DVD burning software to select the downloaded ISO file and burn it to a disc.

Express Burn (Unlicensed) Non-commercial home use only ‘ = |6 P |
Audio l video Data 150 Tools RESEO-e -

@ e (& ':1} T &a ﬁ
Audio CD MP3CD MP3 DVD

Add File(s)  Add Folder MNew Disc Copy Disc Buy Online MNCH Suite
Edit with WavePad co-Tey [ fization: |Disabled
I = - = ] [@ Express Burn u = hd
Source File Duration

|0\ The image file has been successfully written.

Ne disc in D: drive
P Play ||B Stop | « ’ Totsl Time:  0:00:00 aBurn Audio CD ‘

Express Burn v 4,68 © NCH Software

Figure 24: Create Bootable CD/DVD

SanDisk —a Western Digital brand 17 July 2016



SanDisk SSD Dashboard User Manual Rev.1.4.3

Reboot the computer with the disc in the CD/DVD drive and select CD/DVD Drive as the boot device.

e the pointer to the desired boot de
> boot or ESC to Cancel. (* = Password Required)

Boot mode is set to: LEGACY: Secure Boot: OFF

LEGACY BOOT:
S131600346AS
SanDisk SDSSDHP1286
CD/DUD/CD-RU Drive

UEFT BOOT:
SanDisk SSD Dashboard
Windows Boot Mamager
OTHER OPTIONS:
BIOS Setup
Diagnostics
Intel ) Management Engine BIOS Extension (MEBx)
Change Boot Mode Settings

Figure 25: Bootable CD/DVD - Select CD/DVD Drive as Boot Device

When the boot process is complete, select SanDisk SSD Dashboard to initiate the firmware update.

GRUB4DOS B.4.4 26889-83-31, Memory: 638K / S11M, MenuEnd: 8x4839D

SanDisk SSD Dashboard

Use the * and ¢ keys to highlight an entry. Press ENTER or 'b’ to boot,
Press 'e' to edit the commands before booting, or 'c' for a command-line.

The highlighted entry will be booted automatically in 1 seconds.

Figure 26: Bootable CD/DVD - Select SanDisk SSD Dashboard

The firmware update process will run, and upon successful completion, it will shut down the computer.

SanDisk Dashboard

Parsing Kernel Boot Command Options...
Found Command: ffu

Found Command: ffu

Found Parameter: 131996481387
Found Parameter: 131996401387
Run Sankit with FRU

Using Device 131996481387
Found 131996481387

Starting Download

Firnvare File Size 1117164

The firmware update process is about to begin. Please do not turn off your com
ter or disconnect the SSD during the update process.

HARNING: Power must mot be removed from device during download!
Loading Firmware: firmware.bin, Size=2182 sectors
Updating Firmware...Download Mode 8x83

Firmware update process completed successfully.
System will shutdown in five seconds_

Figure 27: Bootable CD/DVD - Firmware Update Process

You will need to turn the computer back on.
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Update Using File on My Computer

Rev.1.4.3

If there is a specific firmware file already downloaded that should be used for the update, click on the

Select File button.

Dirive Management

Status

Firmware Update
Secure Erase
Sanitize
Crypto Erase
Disgneatics
SMART.
Adhvanced Iformatian
Drive Detals
System Datails

Additional Features:
These: de tor it

st & SanDisk X300s Solid State Drive (7 Sakect drive O
& 2210400
S Narmal &
Hotitcancnz @ Hone
securty: ) Mot Activated (2

m & a8
Performance Tools Settings Help

i@ The firmware is up-to-data,

Chack for Updatos

A Hida Dpeices

[ Update using file an my computer

Vinus Szn Crive Claning Theft Recovery
(2 1nene £ Armicomn LOACK

anJisk

atwester Digtul bard

Everything You De On Your
Computer - Faster:

Shortcuts:

AN Dk Maragarnant

Windoiws Systam Properis:

Winclowws Disico Maniges

Figure 28: Firmware Update Using File on My Computer

A confirmation dialog will appear before you may proceed to select the file.

Warning

Please ensure that you have a compatible firmware update file that you
received from SanDisk. The drive could be damaged if you use an invalid
firmware udpate file.

‘ OK Cancel |

Figure 29: Firmware Update Warning

Note: Only compatible firmware update files may be used for this process.
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5.3 Secure Erase

Rev.1.4.3

Secure Erase will erase the drive and can only be performed on SSD drives that are not the boot drive.

Click Erase Now to erase the drive and leave it in an unformatted state.

b & SanDisk X3008 Solid State Drive (1 Salect drive ¥

S 2210400
e & Normal

n: @ Nane

v @ Mot Activated (@

1] & =

Status Performance Tools Settings Help

L + ModelString SanDisk SD7UB3Q12861122
Firmware Update + Senal Number 1520084001152

Secure Erase
Secure Drase will erase all the dats on the drive.

Disgnestics
SMART.

Acvarced Irformation
Drive De\alls. W Creste a boatable USH orive 1o pertorm Secure rase,
System Details

Mo USE Drive Fonand <

tcdditional Features: Vs Sean Dive Claring Theft Recowery
e e S s O Hot B = A
i fInEne & arrcoRn LO/IACK

c

Sanitize :
e fe

San)isk

‘2 Westarn Cagtal basst

Step Up To S50 Speeds:

Shortcuts:

\Winckows itk Managanant

Windows

WWinvciows Dosice Manige

Figure 30: Secure Erase

If the SSD is the boot drive, you may create a bootable USB drive with the Secure Erase tool on it. The
bootable USB drive can also be used as a portable tool to erase SSDs on multiple systems.

Click on the Select USB Drive dropdown to choose the desired USB drive and then click on the Create
USB Drive button. If it is not listed, click on the Refresh icon next to the dropdown menu to scan for the
USB drive. It is recommended to backup any existing data on the USB drive before proceeding.

Note: The USB drive must be formatted as FAT or FAT32.

@ SanDisk X300 Salid State Brive 7
@ x2210400
‘ @ Momal (¥
& None
securit: @ Mot Activated

1] 2] &
Status Perfarmance Taols Settings Help
Drive Management « Medsl Sting: SanDisk SDTUBIQLIBG112Z

Firrnware: Uprate
Secure Erase
& it Secure Erase will erase all the data on the drive.
Sanitize
Cryplo Frase
Diagreastics

SMART,

Advanced Informaticn

Drive Details Wi Creats 2 buotable USE drive to perfom Secure Erase.
Systern Details

Thett Recovarny
DD?OLIIQ
LO/IACK

Selact diive

B W
Shorbouts:

Samisk

Everything ¥ou Do On Your
Computer - Faster:

Click ham 1o lrarn moe

Wirdws Diak Management
Wincws Syslem Properties

Wiindews Devios Mamager

Figure 31: Create Bootable USB Drive for Secure Erase
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5.4 Sanitize

Rev.1.4.3

Sanitize will explicitly erase all of the data on the drive and can only be performed on SSD drives that are

not the boot drive. Click Erase Now to erase the drive and leave it in an unformatted state.

Diive Marsgement

Status

Firmware Update
Secure Erase
Sanitize
Crypto Erase
Jiagnostics
SMART.
Achvanced [nformation
Drive Details
Systern Datails

Asdditional Features:
-

& SanDisk X5005 Sclid State Drive (7 Sakat diive
@ X2210400

& HNormal

@ Hone

awestern Digtad brara

Stop Upp To S50 Speeds

tp @ Mot Activated (7
Performance Tools Settings Help

+ Maiél S SanDisk SD7UB3QL28GL122
+ Sirial Burbssr: 152068401152

Zansize will erase all the data on the drive.

W Creste aboatsble USD ceive 10 perfom Saritize.

L ]
Ma LISB Crive Found [ @
Shortouts:

Winckows Gisk Maragement

Vinus Sean Dten Elanng Thah Recorery “Windaws Sysbem Froperies
= Abeck

TREND.
o IREND. I\ armscorRn LO/JACK Windows Device Mansge:

SanJisk’

Figure 32: Sanitize

If the SSD is the boot drive, you may create a bootable USB drive with the Sanitize tool on it. The

bootable USB drive can also be used as a portable tool to erase SSDs on multiple systems.

Click on the Select USB Drive dropdown to choose the desired USB drive and then click on the Create
USB Drive button. If it is not listed, click on the Refresh icon next to the dropdown menu to scan for the

USB drive. It is recommended to backup any existing data on the USB drive before proceeding.

Note: The USB drive must be

Status

Crive Management
Firmware Update
Secure Erase
Sanitize
Crypto Erase

Ciagnastics

SMART,

Advanced Information
Drive Details
System Details

Additional Fantures:

formatted as FAT or FAT32.

Seiectdrive v C ‘SV_QIDiSk

Cigtal bracdt

Get To Know The SanDisk
Extreme® PRO S50z

secunty. @ Not Activated

@ =
Performance Tools Settings Help

« Model Sinng: SanDisk SDTUBIQL2861122
« Serial Number: 152068401152

Sanitize will erase all the dta on the drive.

@ Create s bootable USS drie to perform Sanitize.

(CEE) ] C

Select USB Drive
G (281GB)
H{97GE;
- Abschte
APRICORN 1l
1 TREND A LO/ACK

Figure 33: Create Bootable USB Drive for Sanitize
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5.5 Crypto Erase

Crypto Erase is used to revert an OPAL-activated or eDrive-activated SanDisk SSD back to its factory
default state. After a Crypto Erase, all security keys will be deleted, rendering the user data
unrecoverable. Also, OPAL or eDrive security will be deactivated so that the drive can be reused with
any compatible security application.

Crypto Erase can only be performed on security enabled SSDs that are not the boot drive. The drive’s
unique Physical Security ID (PSID), which is printed on the drive’s label, is required to perform a Crypto
Erase. Click Erase Now to erase the drive and leave it in an unformatted state.

" i Dashboard - 3 a
© SanDisk X300s Solid State Drive selectdrive ~  C' SaIDlSk
@ x2210400 S e
v @ Normal

Step Up To SSD Speeds:

11 [

Status Performance Tools Settings Help

e = cure Erase will erase all the data on the drive. )
iagnos Sandisk

SMART

i i a2 ¢ N .
Delve Detalls @il Create 3 bootable USB drive to perform Secure Erase 2 °
System Details

No USB Drive Found M C

Additional Features:

ITREND A Arriconn Fsre

Figure 34: Crypto Erase

If the SSD is the boot drive, you may create a bootable USB drive with the Crypto Erase tool on it. The
bootable USB drive can also be used as a portable tool to erase SSDs on multiple systems.

Click on the Select USB Drive dropdown to choose the desired USB drive and then click on the Create
USB Drive button. If it is not listed, click on the Refresh icon next to the dropdown menu to scan for the
USB drive. It is recommended to backup any existing data on the USB drive before proceeding.

Note: The USB drive must be formatted as FAT or FAT32.
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Status

Drive Management
Firmware Update
Secure Erase
Sanitize
Crypto Erase

Diagnastics
SMART.

Advanced Information
Drive Details
System Details

Additional Features:

& SanDisk X300s Solid State Drive 7
& x2210400

@ Normal

& None

security: € Not Activated (7

Notific

]

+ Model String: SanDisk SD7UB3Q12861122
- Serial Humber: 152088401152

Secure Erase will erase all the data on the drive.

W Create a bootable USB drive to perform Secure Erase.

D (59GB) [
Selact US

r‘)JII,;g;gg A Apricorn

—
wase- ¢ SAIISK
bt
Step Up To SSD Speeds:

Inject new life into your
laptop or deskrop PC with a

fast, durable solid state drive.

Performance Tools Settings Help

20

Erase Now

Sanisk
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Shortcuts:

Disc Management
Theft Recovery
Absolute
LO/JACK Windows Device Manager

System Properties

Figure 35: Create Bootable USB Drive for Crypto Erase
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56 S.M.AR.T.

Rev.1.4.3

S.M.A.R.T. is an industry standard and is an acronym for Self-Monitoring, Analysis and Reporting

Technology.

Status

Secure Erase
Sanitize
Crypto Erase

System Details )

Additional Features:

Performance

'5‘555'.«9 2

st @ SanDisk X300 MSATA 256GB (7
o @ X3520012

1] 3%

Settings

Tools

o The SMART. Disgnostic Short Test may take
complete.

Drive Powar Cycle Court
LECCC

Ultrall
Saad s S

Diagnostic Short Test

Figure 36: S.M.A.R.T.

The S.M.A.R.T. Diagnostic Short Test is automatically run every time the application is launched. It is a
quick drive health test as defined in the S.M.A.R.T. specification.

Diagnostic Extended Test

The S.M.A.R.T. Diagnostic Extended Test is an extended drive health test as defined in the S.M.A.R.T.
specification. When this test is running, you will not be able to do anything else within the SanDisk SSD
Dashboard. However, you can cancel the test at any time.

In Progress

The S.M.A.R.T. Diagnostic Extended Test may take 10 minutes

or longer to complete.

Cancel

Figure 37: S.M.A.R.T. Diagnostic Extended Test

If the test is successful, the description text will change to a green success message. Otherwise, a link
will be displayed to go the details of the test.
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The S.M.A.R.T. Diagnostic Extended Test was successful.

No problems were detected.

Run SMART. Extended Test |

Figure 38: S.M.A.R.T. Diagnostic Extended Test Successful

5.7 Drive Detalils

Status Performance

Drive Management Drive Summary
Firmware Update

+ Model Name: SanDisk X300 MSATA 25668
+ Model String: SanDisk X300 MSATA 25668

@ SanDisk X300 MSATA 25668 (* Selectorve » C

i 53]

Tools Settings Help

Secure Erase
%3 » SATA Revision 3.0 (6 Gb/s)
Sanitize "
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Crypto Erase it
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SMART. _1 o _w“ .
3 * of Heads 1%
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Vinse Sean Dive Cloning s o
Y IREND A Apricoan 10/1ACK

= 3

Samisk

Cool New Feature:

Figure 39: Drive Details

Drive Details displays the following information for the selected drive:

Model Name
Model String
SATA Revision
SATA Link Speed
Serial Number
Maximum LBA

For additional information, click on Show

SanDisk —a Western Digital brand
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5.8 System Details
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Figure 40: System Details
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System Details displays information about the operating system, computer hardware, and ATA
controller(s) used in the system on which SanDisk SSD Dashboard is installed.
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6. Settings

6.1 Application Update

If a newer version of the application is available, a message will be displayed in the Notifications area.

Clicking on the New Application Available link will take you to the Settings section, which will display
the number of the new version available. Click on Update SanDisk SSD Dashboard to initiate the update.

SanDisk SSD Dashboard -

sode: @ SanDisk X300 MSATA 256GB (7 Select arive ~ C' San)isk
Firmware Ve & x3s520012
Drive 2. Z Step Up To SSD Speeds:
Net wailable
A ~ Inject ur
a e dri

53] 7]

Status Performance Tools Settings Help

Software Settings
P Ti A new version of SanDisk 58D Dashboard is available.
Application Update
Options New version: 143 View Release Notes Update Now

Email Alerts

Shortcuts:

Figure 41: Application Update Notification

Click on OK to confirm and proceed with the application update (see figure 6). After the update has
finished downloading, the installation process will begin (see section 2.1).

Please Note

SanDisk SSD Dashboard will install the new version. Please click the OK
button to start.

Cancel oK

Figure 42: Application Update Dialog
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6.2 Options
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Figure 43: Options

Start SSD Dashboard with Windows Startup

To have the application start when Windows starts, check Start SSD Dashboard with Window startup.

Additionally, selecting the Start minimized checkbox will make the SanDisk SSD Dashboard start in a
closed state in the Windows System Tray.

Windows Write-Cache Buffer Flushing

This Option is primarily meant to be used when running performance benchmarks on Windows 8 that
will be compared against Windows 7.

Check Turn off Windows write-cache buffer flushing to disable this feature. It is recommended to be

left unchecked otherwise.

Select Language

Use the dropdown menu to select the display language of the SanDisk SSD Dashboard.
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6.3 Email & Text Alerts

The SanDisk SSD Dashboard can be configured to send notifications via email or SMS text message. To
send a text message, use the corresponding gateway email address of your phone for your mobile
carrier.

NOTE: Mobile phone carriers allow sending text messages to phones using gateway email addresses,
e.g. 5105551234@mms.att.net would be the email address to send a text message to (510) 555-1234 on
AT&T. Some carriers may have more than one gateway email address. Contact your mobile carrier for
more information on your phone’s gateway email address.

Perform the following steps to configure the SSD Dashboard to send notification alerts:

STEP 1: Go To Email Alerts Section

Go to Settings and click on Email Alerts on the left hand navigation pane.

i 530X 550 Dazhbourd -
© SanDisk X300 MSATA 256G8 sakadive v C SarDlSk
aeo versice: @ X3520012 A O .
cHeot € Normal @ Get To Know The SanDisk
oaiica © None Extreme® PRO SSD:
ecunty: @ None S e PC ¢
1] 3
Status Performance Tools Settings Help
. oo ©1 Check this checkbox to receive Alerts viz email from SanDisk when the S5 Dashboard
Application Update requires your attention (for example, firmware updates).
Options
Emall Alerts If you prefer to raceive Alerts via text message instead of email then enter your email-to-

text message gateway address (see tooltip for examples), Message and data rates may
apply, contact your wireless carrier.

You may unsubscribe by unchecking this checkbox or by following instructions in the
Alerts. Cick it 20 Karm 006

Thave reads the S
these Alerts are or my

2€ 10 the frg et Licanzs Agrasment, 3nd understand that

corenience only. .

Figure 44: Email & Text Alerts
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STEP 2: Review the Privacy Statement and EULA

Rev.1.4.3

Review the Privacy Statement and End User License Agreement displayed and then check the checkbox

to receive alerts via email from SanDisk when the SSD Dashboard requires your attention.

i 3% [ s
Status Performance Tools Settings He ¥
SR @e(k this checkbox to recaive Alerts via emad from SanDisk when the SST
Application Update fequires your attention (for example, firmware updates)
Options

Email Alerts 1f you prefer to receive Alerts via text message instead of email then enter your email-to-
text message qateway address (see tooltip for examples). Message and data rates may
apply. contact your wireless carrier,

You may unsubscribe by unchecking this checkbox or by following instructions in the
Alerts,
1 have read the Brivacy Statemant and agree to the End User Lizerse SQoe

oy L L s0r, and understand that
these Alerts are for my persanal use and convenisnce only.

Jei @ SanDisk X300 MSATA 256G8 7 Select drive ~

B
Sandisk
Lanal

Everything You Do On Your

Computer - Fasts
Boast your PC

Figure 45: Enable Email/Text Alerts

STEP 3: Enter Your Email Address or Text Address

Enter your email address and then click on the Subscribe button. Optionally, you can click on the Sign up

for SanDisk news and promotions link to receive those notifications as well.

To send the alerts as text messages to your mobile phone, use the appropriate text gateway email

address for your mobile carrier. Some examples are:

AT&T: 5105551234@mms.att.net
Verizon: 5105551234 @vzwpix.com
T-Mobile: 5105551234@tmomail.net
Sprint: 5105551234 @messaging.sprintpcs.com

NOTE: Replace 5105551234 with your own phone number.

Please Note

The SanDisk SSD Dashboard will send a confirmation email/text to:

1234567890@mms.att.net

check your email address that you entered in the SanDisk SSD
Dashboard.

OK

If you do not receive this email in the next few minutes, please double

Figure 46: Alert Subscription Confirmation Dialog

An email confirmation will be sent, which will look similar to the following:

From: ssddashboard-noreply@sandisk.com [mailto:ssddashboard-noreply@sandisk.com]

Sent: Wednesday, April 01, 2015 8:00 AM
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To: John Doe
Subject: The SanDisk SSD Dashboard requires your attention!

Hello,

You have successfully configured the SanDisk SSD Dashboard to send you email alerts.

Thank you!
SanDisk

Please do not reply to this email. If you no longer want to receive email alerts, you may
unsubscribe by un-selecting the checkboxes on the Settings - Email Alerts page in the SanDisk
SSD Dashboard or Unsubscribe here. Please reference the SanDisk SSD Dashboard FAQs for more
information. Please feel free to submit a support request to support@sandisk.com.

Mailing Address: Western Digital Technologies, Inc., 951 SanDisk Drive, Milpitas, CA 95035-7933 USA
Terms of Use | Trademarks | Privacy Statement | Cookie Statement
Copyright © 2016 Western Digital Corporation or its affiliates. All right reserved

If instead you had set it up as a text notification, you should receive a text message on your phone
confirming your subscription.

00000 AT&T = 4:23PM @ 7 0 & 100% .

¢ ssddashboard-noreply... Details

Hello

You will now receive
SanDisk SSD Dashboard
text alerts.

To unsubscribe:
downloads.sandisk.com/
us.htm

Send

QIWIEIRITIYJULI JO|P
A|SID|F|GIH]JIK|L
4 ZXCVBNM

123 0 space return

Figure 47: Text Notification Confirmation

STEP 4: Advanced Alert Options

Once you have subscribed to alerts, you may modify the subscription options by clicking the Advanced
Alert Options button.
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Figure 48: Accessing Advanced Alert Options

A dialog will then appear where you can turn off/on notifications for:

Application Updates

Firmware Updates

SSD capacity near full

SSD temperature above normal
SSD S.M.A.R.T. attribute alerts

Advanced Alert Options

Check which alerts you would like to be notified by email or text
message.

Application Updates

Firmware Updates

SSD capacity near full

SSD temperature above normal
SSD S.M.ART attributes alerts

R EEE

Figure 49: Advanced Alert Options Dialog
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7. Help

7.1 Online Support
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Figure 50: Online Support
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The Online Support section contains links to the SanDisk SSD Support Page, User Forums, and the
current version of this User Manual. In addition, it has links to Chat Live and Ask a Question, where

interactive support may be found.

7.2 Disable eDrive

Disable eDrive
Feporting

Generate Report
Software Infarmation

About SSD Dashboard
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where
“San(H
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Samisk |
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Figure 51: Disable eDrive

Disable eDrive will prevent Self-Encrypting Drives (SEDs) from being placed into eDrive mode when
installing Windows 8 or higher. Simply plug in and select a USB drive with the dropdown list, then click
on Create USB Drive. Then follow the instructions in the README.txt file under the SanDisk SSD

Dashboard folder on the drive.
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7.3 Generate Report
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Figure 52: Generate Report File

Click on the Generate Report File button to create and save a full system report, which can provide
more detailed information required for certain support cases. The two files generated are:
SSD_Dashboard_Report.csv and SSD_Dashboard_Report_msinfo.txt.

7.4 About SSD Dashboard

The About SSD Dashboard section contains the version number of the SanDisk SSD Dashboard currently
being run, as well as links to the End User License Agreement (EULA), third party notices, and the

SanDisk Privacy Statement.
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