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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User's Guide for a series of products. Not all products support all features. Screenshots and
graphics in this book may differ slightly from what you see due to differences in release versions or your

computer operating system. Every effort has been made to ensure that the information in this manual is
accurate.

Related Documentation
* Quick Start Guide

The Quick Start Guide shows how to connect and set up the PLA in your network.
¢ More Information

Go to support.zyxel.com to find other information on the PLA.
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CHAPTER 1
Introducing the PLA

1.1 Overview

This chapter intfroduces the main applications and features of your Zyxel HomePlug AV compliant
powerline adapter, which is called "“PLA" in this guide. The following generic icon is used to represent all
PLA models.

In this User’'s Guide the electrical wiring network is referred to as the “powerline network”. The HomePlug
AV standard specifies how network devices communicate using standard electrical wiring.

This User's Guide covers the following models:

Table 1 PLA Comparison Table 1

PORT/FEATURE PLA4101 PLA4111 PLA4201 PLA4201 v2 | PLA5205 PLA5215
I:)(z)/rl((i()) Base-T Ethernet ‘/ ‘/ ‘/ ‘/

Gigabit Ethernet 1 !
port(s)

AC Pass-Through ‘/ ‘/
Reset/Encrypt Button ‘/ ‘/ ‘/ ‘/

Reset Button ‘/ ‘/
Encrypt Button ‘/ ‘/
Maximum PHY Rate 200 Mbps 200 Mbps 500 Mbps 600 Mbps 600 Mbps 600 Mbps

over Powerline

Table 2 PLA Comparison Table 2

PORT/FEATURE PLA5206 PLA5405 PLA5256 PLA5456 PLA5206 v2 | PLA5405V2

10/100 Base-T Ethernet
port(s)

Gigabit Ethernet

port(s) 1 1 2 2 2 1

AC Pass-Through

v v
Reset/Encrypt Button ‘/ ‘/ \/ \/ \/

Reset Button ‘/

Encrypt Button v

Maximum PHY Rate 1000 Mbps 1200 Mbps 1000 Mbps 1800 Mbps 1000 Mbps 1300 Mbps
over Powerline

PLA Series User's Guide
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Chapter 1 Infroducing the PLA

Note: In this guide RESET/ENCRYPT also refers to the ENCRYPT button in PLAs that have
separate RESET and ENCRYPT buttons.

You can directly plug an electrical device (such as a router or computer) intfo PLAs with an AC power
pass-through socket to supply power to the device.

There are two types of hardware for each of the PLA4101 and PLA4201 v2 models:

* One has an Ethernet port on the top and a power plug at the bottom of the rear panel.

* One has an Ethernet port on the bottom and a power plug at the top of the rear panel.

The power plug varies depending on your region.

1.2 LEDs

The following sections describes the lights on the PLA.

The following figure is the front panel of the PLA. Use the lights fo determine if the PLA is behaving
normally or if there are some problems on your powerline network.

Figure 1 PLA Lights

5 [0 G

The following table describes the behavior of the lights on the PLA.

Table 3 LEDs: 200 Mb

s Models

LIGHTS

ICON

COLOR

STATUS

DESCRIPTION

POWER

O

Green

On

The PLAis on and receiving power.

It also indicates a successful connection using the RESET/
ENCRYPT button.

Blinking

Itindicates the PLA s trying to connect with another device using
the ENCRYPT function.

The Power LED blinks when it is in standby mode. Refer to Section
1.3 on page 8 for details on this feature.

Off

The PLA is notf receiving power.

PLA Series User's Guide
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Chapter 1 Infroducing the PLA

Table 3 LEDs: 200 Mbps Models (continued)

LIGHTS ICON | COLOR STATUS DESCRIPTION
HomePlug Green On The PLA detects another powerline adapter. The data transfer
é rate is greater than 40 Mbps.
Amber The PLA detects another powerline adapter. The data fransfer
rate is between 12~40 Mbps.
Red The PLA detects another powerline adapter. The data transfer
rate is between 0~12 Mbps.
Green/ Blinking The PLA is communicating with another powerline adapter. Data
Amber/ is being transmitted and/or received.
Red
Off The HomePlug port does not detect another powerline adapter.
ETHERNET oo Green On The Ethernet connection is up.
Blinking The PLA is communicating with a networking device connected
toit.
Off The PLA does not detect any devices connected to its ETHERNET
port.

Table 4 LEDs: 500 / 600 / 1000 / 1200 / 1300 / 1800 Mbps Models

LIGHTS ICON | COLOR STATUS DESCRIPTION

POWER d) Green Oon The PLA is on and receiving power.

It also indicates a successful connection using the RESET/
ENCRYPT button.

Blinking Itindicates the PLA s trying to connect with another device using
the ENCRYPT function.

The Power LED blinks when it is in standlby mode. Refer to Section
1.3 on page 8 for details on this feature.

Off The PLA is not receiving power.
HomePlug Green On The PLA detects another powerline adapter. The data transfer
é rate is greater than 80 Mbps.
Amber The PLA detects another powerline adapter. The data fransfer
rate is between 20~80 Mbps.
Red The PLA detects another powerline adapter. The data transfer
rate is between 0~20 Mbps.
Green/ Blinking The PLA is communicating with another powerline adapter. Data
Amber/ is being transmitted and/or received.
Red
Off The HomePlug port does not detect another powerline adapter.
ETHERNET oo Green On The Ethernet connection is up.
Blinking The PLA is communicating with a networking device connected
toit.
Off The PLA does not detect any devices connected to its ETHERNET
port.

1.3 Standby Mode (Power Saving Mode)

Your PLA is a certified green product. It goes info standby mode when there is no Ethernet connection.

PLA Series User's Guide
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Chapter 1 Infroducing the PLA

When you plug the PLA info an electric socket, it waits for an Ethernet connection. When no connection
is detected after three minutes, the Power LED blinks indicating that it is going info standby mode.

The same process occurs when you disconnect the PLA from a previously working Ethernet connection.
Three minutes affer disconnecting the Ethernet cable, the PLA’s power LED blinks signalling that it is
going into standby mode.

The Ethernet and HomePlug LEDs are turned off in standby mode.
While in standby mode, you cannot use the RESET/ENCRYPT button. To enable the RESET/ENCRYPT button

again, you have to connect the PLA's Ethernet cable to a computer/notebook or modem/router first.
The PLA wakes up from standby mode and you can start using the RESET/ENCRYPT button.

1.4 Ways to Manage the PLA

Use the RESET/ENCRYPT button to add powerline devices to your powerline network if they have this
button. See Chapter 2 on page 12 for instructions on using the ENCRYPT feature.

Use the Zyxel PLA Series Configuration utility (or utility, for short) to manage the PLA. See Chapter 3 on
page 19 for instructions on installing the utility.

1.5 Expand Your Network with the PLA

The PLA plugs into an ordinary power outlet fo easily extend a cable or DSL broadband connection or
existing Ethernet (LAN) network to any other electrical outlet in any room of a house, all without the
need for any new cabling. Devices can securely communicate with each other at high data fransfer
rates. The PLA uses 128-bit Advanced Encryption Standard (AES) to ensure safe transfer of information.

Figure 2 Expand Your Network with the PLA

L Internet

PLA PLA

Connect your PLA to an Internet gateway such as a modem and plug it intfo an ordinary power outlet in
your home. Plug a second PLA into another power outlet and connect a computer to the PLA for
Internet access. Your network can be further expanded by plugging additional PLAs into other outlets in
your home and connecting other computers or network devices (for example, a printer) to them.

PLA Series User's Guide
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Chapter 1 Infroducing the PLA

Refer to your Quick Start Guide for hardware connection information.

1.6 Security

Since your powerline network may extend outside your premises, it is important to set up security on your
PLA.

1.6.1 Passwords

You use two types of passwords in the HomePlug AV powerline network. The following table describes
the differences between the passwords.

Table 5 Password Summary

PASSWORD DESCRIPTION

Network Name All powerline adapters that follow the HomePlug AV standard are shipped with the
same powerline network name “HomePlugAV". Change the network name via the
Zyxel PLA Series Configuration utility or RESET/ENCRYPT button to create a private
network. See Section 4.4 on page 32.

DAK (Data Access Key) In order to manage the powerline adapters on your powerline network you must enter
Password the adapters’ DAK password in the Zyxel PLA Series Configuration utility. This password is
prinfed on the powerline adapter itself.

You don't need to add the password for the powerline adapter directly connected to
the computer running the configuration utility (local powerline adapter), you only have
to add the remote powerline adapters’ passwords (those on your circuit, but not
directly connected to your computer).

1.6.2 Setting Up Security

The ENCRYPT feature automatically sets up security on your powerline network. Use this feature if your
powerline devices have the RESET/ENCRYPT button.

Alternatively, use the Zyxel PLA Series Configuration utility fo set up security on the PLA. Although the PLA
is a "plug-and-play” network expanding solution there are several reasons for enabling security on the
powerline network in your home.

1 It's easy and only requires you to change a network name.

2 It's a good idea to ensure privacy of your communication. When you use the PLA and other powerline
adapters, the electrical wiring in your home becomes an extension of your Ethernet network. Your
network traffic flows freely within the electrical circuit of your home and is bounded in most cases by a
power meter.

Without security (encryption) your information is accessible to anyone using a powerline adapter on the
same electrical circuit. In some cases, a circuit can be shared by more than one household.

To prevent compromising your network security, you can create a private network. A private network
uses a secret password (Network Name) to make sure that only permitted powerline adapters can
communicate in your network. See Section 4.4 on page 32 for information on sefting up a private
network.

PLA Series User's Guide
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Chapter 1 Infroducing the PLA

3 You may need to change the Network Name fo create multiple powerline networks. See the next
section for more information on how to set up a multiple network.

1.7 Multiple Networks

Multiple powerline networks can coexist on a single powerline circuit. You might want to implement
multiple powerline networks in a small office environment where you have two separate Ethernet
networks.

1 Connect one powerline adapter to arouter or switch on the first Ethernet network and assign a Network
Name (for example “Password1”) to this powerline adapter. Add additional powerline adapters to your
network by plugging them into your powerline outlets and assigning them “Password1”. This completes
the configuration of your first powerline network.

2 Connect another powerline adapter to a router or switch on the second Ethernet network and assign a
different Network Name (for example "“Password?2"”) to this powerline adapter. Again, add additional
powerline adapters and assign them “Password?2”.

You now have two private networks on your powerline circuit. Information is not shared between the
two networks as only powerline adapters with the same Network Name can communicate with each
other.

PLA Series User's Guide
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CHAPTER 2
The RESET/ENCRYPT Button

Use the RESET/ENCRYPT button to automatically set up a secure powerline connection between your
powerline devices.

Note: In this guide RESET/ENCRYPT also refers to the ENCRYPT button in PLAs that have
separate RESET and ENCRYPT buttons.

2.1 RESET/ENCRYPT Button Overview

The RESET/ENCRYPT button allows you to set up a secure powerline connection with other HomePlug AV
compliant powerline devices which also support the ENCRYPT feature. No other powerline setfing
changes are required to connect.

You can use the RESET/ENCRYPT button to:

* sef up a new powerline network.
* separate an existing powerline network info multiple networks.

¢ resetf the PLA to the factory defaults.

2.2 Adding Devices to a Powerline Network

You can connect a number of PLAs on a powerline network, but you can use the RESET/ENCRYPT button
on only two PLAs at a fime.

Place a powerline device close to another powerline device so you have time to set up each one. After
you set up the first powerline device, you have 120 seconds o set up the second powerline device.

Note: Your PLA must be connected to a networking equipment for the RESET/ENCRYPT button
to work. Refer to Section 1.3 on page 8 for more details.

Follow the steps below fo set up your HomePlug AV Network:

1 Press the RESET/ENCRYPT button at the side of your powerline device for 0.5 to 3 seconds. The power
(¢Yy) light will blink as the powerline device tries to set up a connection with a new random network
name.

PLA Series User's Guide
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Chapter 2 The RESET/ENCRYPT Button

Figure 3 ENCRYPT Connection Procedure

=)

*

PLA

PL

press 0.5 ~ 3 seconds press 0.5 ~ 3 seconds
Y. é
within 2
minutes

Note: The RESET/ENCRYPT button's location varies for each Powerline model.

Note: Check the lights on the two powerline devices. The power ((ly) and HomePlug (&)
lights should be on while the devices are connecting. Wait for about two minutes while
your powerline devices connect.

If the power (¢}y) light does not blink when you press RESET/ENCRYPT, you have probably pressed
the RESET/ENCRYPT button for too long. Try again, pressing the RESET/ENCRYPT button for 0.5 fo 3
seconds.

If the HomePlug (&) lights on both powerline devices do not light up, the powerline devices
are not connected. Repeat step 1 in this section. If that doesn’t work, see the Troubleshooting in
Section 6.4 on page 48 for suggestions.

2 To add more powerline devices to your network, use any powerline device (A or B) you have
connected to set up a connection with the powerline devices you want to connect (C and D).

3 Press the RESET/ENCRYPT button on both powerline devices (A and C, or B and C) for 0.5 to 3 seconds to
add powerline device C. This must be done within 2 minutes (120 seconds) of pressing the RESET/
ENCRYPT button on the PLA.

4  Press the RESET/ENCRYPT button on both powerline devices (A and D, B and D or C and D) for 0.5to 3
seconds fo add powerline device D. This must be done within 2 minutes (120 seconds) of pressing the
RESET/ENCRYPT button on the PLA.

PLA Series User's Guide
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Chapter 2 The RESET/ENCRYPT Button

Figure 4 Adding More Powerline Adapters to Your Network

- 4
AORBORC ¢

~~.~ 4
’

-

\‘ "¢
~
Co‘------

This sets up your powerline network between your powerline devices.

~

~

2.3 Removing a Device from a Powerline Network

Suppose you want to remove PLAs (C) and (D) from the following powerline network.

Figure 5 Removing Devices From an Existing Powerline Network

&0

1 Press the RESET/ENCRYPT button on powerline device C for 5 to 8 seconds and then release it. This
disconnects C from the current network.

2 Press the RESET/ENCRYPT button on powerline device D for 5 to 8 seconds and then release it. This
disconnects D from the current network.

Nofte: If C or D are models with a separate ENCRYPT button, press the button for more than 10

seconds and then release it.

PLA Series User's Guide
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Chapter 2 The RESET/ENCRYPT Button

2.4 Multiple Separate Powerline Networks

You can use the RESET/ENCRYPT button to create multiple separate powerline networks. Use the RESET/
ENCRYPT button on only two PLAs at a time.

1 Press the RESET/ENCRYPT button on powerline devices E and F for 0.5 to 3 seconds. This must be done
within 2 minutes (120 seconds) of pressing the RESET/ENCRYPT button on the first PLA.

2  Wait for about one minute while powerline devices E and F connect.

3 Now pair two different PLAs. Press the RESET/ENCRYPT butfton on powerline devices G and H for 0.5 to 3
seconds and within two minutes of each other.

4  Wait for about one minute while powerline devices G and H connect.
5 When the power (d)) and HomePlug ( & ) lights shine steadily, the devices are connected.

Figure 6 Two Separate Powerline Networks
E F

--------1

If the HomePlug (&) lights on both powerline devices do not light up, the powerline devices
are not connected. Repeat the connection process, making certain you press the RESET/
ENCRYPT buttons for the correct time and within two minutes of each other. If that does not work
see Section 6.4 on page 48 for suggestions.

2.5 PLAs With One Combination RESET/ENCRYPT Button

Refer to Table 1 on page 6 to see which models have a combination RESET /ENCRYPT button.

PLA Series User's Guide
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Chapter 2 The RESET/ENCRYPT Button

The following table summarizes the actions that occur when the RESET/ENCRYPT button is pressed for
specific lengths of fime.

Table 6 RESET/ENCRYPT

TIME

ACTION

POWER LIGHT BEHAVIOR

HOMEPLUG LIGHT BEHAVIOR

0.5t03
seconds

Create a powerline network
with a new random network
name.

Join an existing powerline
network by sharing the same
network name as other
devices on the network.

The power (d)) light blinks until
the device is connected. This
may fake a minute.

The HomePlug ( f:-} ) light furns on
if your device is connected to
another powerline device or a
powerline network.

5t08
seconds

Remove the device from any
network it is associated with
and its network name assumes
arandom value.

The power ((!y) light blinks and
then shines steadlly.

The HomePlug ( fQ_ ) light turns off
when it disconnects from the
powerline network.

10to 15
seconds

Clear all user-entered
configuration information and
return the device to its factory
defaults.

The power ((1y) light blinks and
then shines steadlly.

The HomePlug ( f:-} ) light turns off
when it disconnects from the
powerline network.

Note: The network name is unknown when you use the RESET/ENCRYPT button.

2.6 PLAs with Separate RESET and ENCRYPT Buttons

Refer to Table 1 on page 6 to see which models have separate RESET and ENCRYPT buttons.

2.6.1 ENCRYPT Button Behavior

The following table summarizes the actions that occur when the ENCRYPT button is pressed for specific
lengths of time.

Table 7 ENCRYPT

TIME

ACTION

POWER LIGHT BEHAVIOR

HOMEPLUG LIGHT BEHAVIOR

less than 3
seconds

Create a powerline network
with a new random network
name.

Join an existing powerline
network by sharing the same
network name as other devices
on the network.

The power () light blinks until
the device is connected. This
may take a minute.

The HomePlug (Q ) light turns
on if your device is connected to
another powerline device or a
powerline network.

more than
10 seconds

Remove the device from any
network it is associated with
and its network name assumes
arandom value.

The power ((}y) light blinks and
then shines steadily.

The HomePlug ( £& ) light blinks
red one fime and then turns off
when it disconnects from the
powerline network.

PLA Series User's Guide
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Chapter 2 The RESET/ENCRYPT Button

2.6.2 RESET Button Behavior

Use a pointed device such as a pin to reset the Network Name back to default HomePlugAV.

Table 8 RESET Button

TIME

ACTION

POWER LIGHT BEHAVIOR

HOMEPLUG LIGHT BEHAVIOR

1to3
seconds

Clear all user-entered
configuration information and
return the device to its factory
defaults.

The power ((ly) light blinks and
then shines steadily.

The HomePlug (Q ) light turns
off when it disconnects from
the powerline network.

See Troubleshooting in Chapter 6 on page 48 for suggestions on problems with the RESET/ENCRYPT
button and the lights.

PLA Series User's Guide
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CHAPTER 3
Installing the Utility

This chapter guides you through the installation of the configuration ufility for your PLA.

3.1 Windows

This section uses the Windows XP screens as an example to show you how to install the Windows vesion
of the Zyxel PLA Series Configuration ufility.

3.1.1 System Requirements

At the time of writing, the Zyxel PLA Series Configuration utility is compatible with:

Windows XP (32-bit version)
Windows XP (64-bit version)
Windows Vista (32-bit version)
Windows Vista (64-bit version)
Windows 7 (32-bit version)
Windows 7 (64-bit version)
Windows 8 (32-bit version)

( )

Windows 8 (64-bit version

Note: To check for your Windows operating system version, right-click on My Computer >

Properties. You should see this information in the General tab.

Microsoft’s .NET Framework version 4 and WinPcap 4.1.3 software are necessary for the installation of the
Zyxel PLA Series Configuration utility. The utility automatically installs WinPcap 4.1.3 and .NET Framework
version 4 on all supported operating systems (if it's not already installed on your computer).

3.1.2 Installing the Utility

Follow the steps below to install WinPcap 4.1.3, .NET Framework version 4 and the Zyxel PLA Series
Configuration ufility on your computer.

1 Go to the Zyxel Download Library and download the utility to your computer. Double click the utility
setup.exe file.

If WinPcap 4.1.3 is already installed on your computer, the following screen appears. Click Cancel and
go to step 5.

PLA Series User's Guide
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Chapter 3 Installing the Utility

WinPcap 4.1.3 Setup

‘WinPcap 4.1.3 iz already installed on this machine.
. Press Ok if you want to force the installation, or Cancel if you want to abort the installation.

l (0] 8 H Cancel I

Otherwise, the WinPcap setup wizard runs automatically. Click Next to continue.

8 WinPcap 4.1.3 Setup - ] g
Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire \WinPcap
installation,

For more information or support, please visit the WinPcap
home page.

htkp: e, winpcap.org

l ek = ] I Cancel I

2 Review the license agreement, and click | Agree o proceed.

8 WinPcap 4.1.3 Setup o i g

ll) » License Agreement
- ln caP Please review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement.

“opyright (c) 1999 - 2005 MetGroup, Politecnico di Torino {Tkaly), ~
Copyright {c) 2005 - 2010 CACE Technologies, Davis {California), 1
Copyright {c) 2010 - 2013 Riverbed Technology, San Francisco {California),

All rights reserved,

Redistribution and use in source and binary Forms, with or without modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the fFollowing disclaimer
2, Rx_edistributi_oljs in b__inary Fo_rm_must repr_odu_ce the above cop\_f_right natice, this _Iist of Rl

If you accept the terms of the agreement, click I Agree to continue, You must accept the
agreement to install WinPcap 4.1.3,

I < Back “ I Agree ] I Cancel I

3 Select Automatically start the WinPcap driver at boot time if you want to start WinPcap automatically
when the computer boots. Click Install to install WinPcap.
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8 WinPcap 4.1.3 Setup o i 8

&l) > Installation options
’ ln caP Please review the Following options before installing WinPcap
1.

4.1.3

Automatically start the WinPcap driver at boot time

I < Back ” Install ] I Cancel I

4  Select | want to manually reboot later, and click Finish fo exit the wizard.

8 WinPcap 4.1.3 Setup - X

Completing the WinPcap 4.1.3
Setup Wizard

An old version of WinPcap was present on the system, You
should reboat the system in order For the new version ko
work properly,

() Reboot now

(®) T wank ko manually reboot later

5 A prompt appears asking you fo install the .NET Framework version 4. Review Microsoft’s License
Agreement, select | have read and accept the license terms. and click Intall fo proceed.

Note: If you already have .NET Framework version 4 installed on your computer this step can
be skipped.
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5 Hicrosoft .HET Framework 4 Setup e :ﬁ:
.NET Framework 4 Setup N
Please accept the license terms to continue, Micraslt

MICROSOFT SOFTWARE [v]
[]1 have read and accept the license terms. ﬂ E

Download size estimate: 0 MB
Download time estimates: Dial-Up: O minutes

Broadband: O minutes

[]es, send information about my setup experiences ko Micrasoft Corparation,

For more information, read the Data Collection Policy,

[ Install ][ Cancel ]

6 The next screen allows you to see the progress of the installation.

5 HMicrosoft .HET Framework 4 Setup - ] '?'

Installation Progress y
Flease wait while the .WET Framework is being installed, Micraslt

.NET

File security verification:

All Files were verified successFully,

Installation progress:
111

Installing .MET Framewark ¢ Client Profile

Cancel

7 Click Finish to close the window.
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E& Hicrosoft .HET Framework 4 Setup - 5
Installation Is Complete
N JMET Framework 4 has been installed,
Microsoft®
-
Check for more recent versions on
- S

The ufility installation wizard runs automatically. Click Yes or Next to continue through the initial screen.
Click Cancel only if you want to abort the installation.

Welcome to the InstallShield Wizard for 2yXEL
PLA Series Configuration

The InstallshieldiR) Wizard will install ZyXEL PLA Series
| Configuration on your computer, To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties,

< Back [ ek = ] [ Cancel ]

Click Install to install the utility to the default folder.
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10

11

Figure 7 Install Destination Folder

i'-.%‘ ZyXEL PLA Series Configuration - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

Current Settings:

Setup Type:
Typical

Destination Folder:

C:\Program FilesiZyXEL Communications Corp \ZyXEL PLA Series Configuration’,

User Information:
Mame: ZyrEL
Company: ZyXEL

InstallShield

[ < Back ][ Install ] [ Cancel ]

The screen shows you the progress of the installation.

Figure 8 Utility Installation Process

i'-.%‘ ZyXEL PLA Series Configuration - InstallShield Wizard
Installing ZyXEL PLA Series Configuration

The program Features you selected are being installed,

Flease wait while the InstallShield Wizard installs ZyXEL PLA Series
Configuration. This may take several minutes,

Status:

Allocating registry space

InstallShield

Click Finish to exit the wizard.
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Figure 9 Installation Complete

i'-.% ZyXEL PLA Series Configuration - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed ZyxEL PLA
Series Configuration, Click Finish to exit the wizard,

Note: You may be asked to restart your computer when the installation is complete. Click
"Yes" to restart your computer. If you select “No, | will restart my computer later”, you
will not be able to launch the utility until after a restart of your computer.

3.2 Macintosh (Mac)

This section uses the Mac OS X 10.8 screens as an example to show you how to install the Mac vesion of
the Zyxel PLA Series Configuration ufility.

3.2.1 Supported OSs

At the fime of writing, the following Mac operating systems support the Zyxel PLA Series Configuration
ufility:

e Mac OS X 10.6
* Mac OS X 10.7
e Mac OS X 10.8

3.2.2 Installing the Utility
Follow the steps below to install the Zyxel PLA Series Configuration utility on your Mac computer.

1 Go to the Zyxel Download Library and download the utility to your computer..

2 Double-click the PLA Utility 1.0.0.mpkg file to run the installation program. When it opens, follow the on-
screen instructions.
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] PLA MAC Utility v1.00 b2

< £~ = a5

1 [6] i Hx 10.8 crash A

BiFHE

B mmpats <%

? AirDrop \‘
oy EEER PLA Utility 1.0.0
|Z| = b2.mpkg
M s

© THme

B =r

JI B®

@ |4
K

©) mekm

2] oA

[ cAsperuse A

| CASPERUSB * [ | PLA MAC Utility v1.00 b2 » s PLA Utility 1.0.0 b2.mpkg

3 Click Install to install the utility to the default folder, or click Change Install Location ... to specify a
different location on your computer.

800 & Install PLA Utility

Standard Install on “HD2-10.8"

& Introduction

@ Destination Select This will take 10.5 MB of space on your computer.
© Installation Type Click Install to perform a standard installation of
® Installation this software on the disk "HD2-10.8".

® Summary

-
-

| Change Install Location...

. t ]
Go Back

4 When the installation is finished, a screen appears to confirm the PLA Series Configuration Utility has
been successfully installed to your computer. Click Close.
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w Install PLA Utility

The i llation was cc d successfully.

& Introduction
© Destination Select

© Installation Type

© Installation

© Summary The installation was successful.

Nk

5 Afterinstalling the utility, you can find the ufility icon in your Applications folder.

The software was installed.

-
-
-

806 [#] Applications "
EN (am] (@ "
FAVORITES Image Capture iTunes Launchpad Line
ﬁ kevin
[_] Dropbox ca _—
£ All My Files ; ) \x
@ AirDrop =" W
,ﬁ\. Ap;;.l.i.cati-.,. Mail Maps Messages Microsoft
Communicator
[&] Desktop
@ Documents
€ Downloads ’
H Movies g
- Microsoft Microsoft Office Microsoft Mission Control
J3 Music Messenger 2011 Silverlight
Pictures
(] ZyXEL g -
DEVICES
= KevinffiMa... Photo Booth Pixelmator
|2 Macintosh...
|Z| BOOTCAMP st
[©) MacBa... & m Q
@ Remote Disc -
Q 05 X Mave. .. Preview QuickTime Player Reminders Remote De;klop
Connection
SHARED |2 Macintosh HD » (] Applications » & PLA Unility
1 of 56 selected, 245.89 GB availably —_——

If you are running Mac OS X 10.7 or later, you can also see the utility icon in the Launchpad screen.
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CHAPTER 4
The Configuration Utility

4.1 Overview

This chapter shows you how to use the Zyxel PLA Series Configuration utility (or utility) to secure, manage
and set up Quality of Service (QoS) on your powerline network.

The PLA is designed as a plug-and-play network expanding solution. This means that once you
complete your hardware connections, the PLAs in your network (without additional configuration) are
able to communicate with each other by sending and receiving information over your home'’s
electrical wiring (A).

Figure 10 Example Network Setup

¢

PLA PLA

All HomePlug AV compliant powerline adapters within range can join your network. The range varies
depending on the quality of your home's wiring.

See Section 4.1.1 on page 28 for more information on enhancing your powerline network security.

Nofte: It is recomended o use the Zyxel PLA Series Configuration with PLA5206 independently.

4.1.1 Powerline Network Security

When the PLAs communicate with each other, they use encryption to protect the information that is
sent in the powerline network. Encryption is like a secret code. If you do not know the secret code, you
cannot understand the message. The HomePlug AV standard uses 128-bit AES (Advanced Encryption
Standard) to safely transmit data between powerline adapters.

For the powerline adapters to communicate with each other they all need to use the same network
name. This network name allows the powerline adapters to understand the encrypted information sent
in the powerline network.
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By default the PLAs are all configured with the network name HomePIlugAYV, this allows you to simply
plug the devices in and not worry about setting up security. If you want fo enhance the security on your
powerline network, you can change the network name on the powerline adapters you want to allow to
communicate in your powerline network.

4.1.2 Device Access Key (DAK)

In order to manage the powerline adapters on your powerline network you must enter the adapters’
password in the Zyxel PLA Series Configuration utility. This password is called the DAK (Device Access
Key) password. This password is printed on the powerline adapter itself.

You don't need to enter the DAK password for the powerline adapter directly connected to the

computer running the ufility (local powerline adapter), you only have to add the remote powerline
adapters’ passwords (those in your powerline network, but not directly connected to your computer).

4.2 Starting the Configuration Utility

In Windows, to launch the Zyxel PLA Series Configuration utility simply double click on the ufility icon on
your desktop.

Figure 11 Zyxel PLA Series Configuration Ufility Icon (Windows)

Z

e o T TR

il LA ][

Alternatively, start the utility by browsing to it from the start menu. Click Start > Programs > Zyxel PLA
Series Configuration > PLA Series Configuration.

In Mac OS X, open the Applications folder and double-click the PLA Utility icon.

Figure 12 Zyxel PLA Series Configuration Utility lcon (Mac)

PLA Utility

4.3 Network Info Screen

Use the Network Info screen to see the rates at which a specific PLA is communicating with other
powerline adapters on your powerline network.

You can select fo view the connection status represented by icons (Hgaiizly) or view transmission/
receiving rates in a list (YENEY)-
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4.3.1 Icon View

Use the up/down arrow or just click a device icon at the left side to select a powerline adapter in your
network. The screen shows you the network connection status of the selected device. Click Refresh to
update the screen immediately.

Figure 13 Network Info Screen (Icon)

=

VBT Configuration ¢ Advanced

[ #E icon JE

The connection status icon (g, w. . or ) indicates the current data rate of the powerline adapter,
and is equivalent to the HomePlug LED. See Chapter 1 on page 7 for more information.

In this mode, you can click a device's Info button o open a screen, where you can change the
device's descriptive name that displays in this screen and view it's MAC address and firmware version.
The Info screen also shows you how fast the selected powerline adapter sent information to or receive
information from this device. For example, if the Local powerline adapter is selected, a Remote
powerline adapter’s Info screen also displays the rates of transmission from the powerline adapter
connected to the computer running the configuration utility to all the Remote powerline adapters.
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Figure 14 Network Info Screen (Icon) > Info

MAC Address: CC:SD:4E:38:5D:3E

Transmit: |2 Mbps

MNode Mame: ]Remote I Save I

400

300

200

100

Firmware version:  INT7400-MAC-5-2-5203-00-907-20110320-FINAL-B

Receive: !9 Mbps

4.3.2 List View

Figure 15 Network Info Screen (List)

S

Configuration :

Adapter: Broadcom Metxtreme Gigabit Ethernet Driver
Central coordinatar MAC: ECi43iFa:C8:FaiF3

Advanced

EC:43iF6:C8:F6:F3 - Local

||

Site MAC Address

| Transmit Rate (Mbps) | Receive Rate (Mbps) |

Remate

(500 4E:35:50:3E

el

el

PLA Series User's Guide

31



Chapter 4 The Configuration Ufility

4.4

The following table describes the labels in this screen.

Table 9 Network Info Screen (List)

LABEL DESCRIPTION

Adapter This field identifies which powerline network information is displayed. Different powerline
networks are identified by the Ethernet interface (network card) connected directly to the PLA.
Typically there is only one connection, however, if your computer has two network cards and
both are connected to a PLA, then you have two powerline networks.

Central The Central Coordinator of the powerline network is the powerline adapter which keeps track

Coordinator of which devices are part of the network as well as synchronizes communication within the

MAC powerline network. If the Central Coordinator is removed from the powerline network then

another powerline adapter takes its place. This field displays the MAC address of the PLA which
is the Central Coordinator of the powerline network. The powerline adapters in your powerline
network automatically select the Central Coordinator.

Select a powerline adapter from the drop-down box.

The information provided in the following fable reflects tfransmission rate information about the powerline adapters
which communicate in your powerline network.

The powerline adapters listed in this table are all the powerline adapters in your powerline network except the
selected powerline adapter. In other words, if the Local powerline adapter is selected, then this table will display
the rates of transmission from the powerline adapter connected to the computer running the configuration utility to
all the Remote powerline adapters.

Site

This field displays:

* Local, ifitis the PLA directly connected to the computer running the configuration utility.

* Remote, ifitis a PLA in your powerline network but not directly connected to the computer
running the configuration utility.

MAC Address

This field displays the MAC address of your powerline adapter. The MAC address of your
powerline adapter can be found by looking at the label on your device. It consists of six pairs of
hexadecimal characters (hexadecimal characters are “0-9” and "“a-f). In the case of the PLA,
this label is on the bottom of the device.

Transmit Rate
(Mbps)

This field displays how fast information is sent from the selected powerline adapter to this
powerline adapter. The rate is given in the following format: “application data transmission rate
/ raw data transmission rate”. Application data reflects more accurately how fast devices are
fransmitting application relevant traffic (for example Internet Protocol (IP) fraffic). Raw data
refers to the whole payload of the packets transmitted across the powerline network.

Receive Rate
(Mbps)

This field displays how fast information is received from the selected powerline adapter to this
powerline adapter. The rate is given in the following format: "application data transmission rate
/ raw data transmission rate”. Application data reflects more accurately how fast devices are
fransmitting application relevant traffic (for example Internet Protocol (IP) fraffic). Raw data
refers to the whole payload of the packets transmitted across the powerline network.

Configuration Screen

Use the Configuration screen to see which devices are recognized by your powerline network, to
configure your PLA and to set up a secure powerline network by changing the powerline network
name. This screen opens up when you launch the utility.
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Figure 16 Configuration Screen

o= o

i Network Info Advanced

Configuration

Metwork Topology
|D, Broadcom Metxtreme Gigabit Ethernet Driver (00:21:85:0C:44:48) j
Sike MAC Address | FW wersion | DAK Password | [ Scan ]

EC:43:FeCEiF6iFS
(500 4E:35:50:3E

Local
Remate

MAC-QCAB410-1.0....

INT7400-MAC-5-2-...  RMTM-AHDC-MPRW-Z. ..

DAK Password: | - | - - | Save

Mote: ou can find your MAC Address and DAK Password on your device's back label,

Metwork Mame(MME): | Wite:

(* Set MMK to this device
" Set MMK ta all device

The following table describes the labels in this screen.

Table 10 Configuration Screen

LABEL DESCRIPTION
Network Use this to select which powerline network information is displayed. Different powerline networks
Topology are identified by the Ethernet interface (network card) connected directly to the PLA. Typically

there is only one connection, however, if your computer has two network cards and both are
connected to a powerline device then you have two powerline networks.

The fields described below are used to identify the powerline adapters recognized on the powerline network. The
configuration utility automatically updates this information every 10 seconds.

Note: Only devices which share the same network name are displayed in this table.

Site

This field displays
e Local, if it is identifying the powerline adapter directly connected to the computer running
the configuration utility.

e Remote, if it is a powerline adapter in your powerline network but not directly connected to
the computer running the configuration ufility.

MAC Address

This is a read-only field which shows the MAC address of the powerline adapter you are
configuring. You can find the MAC address of your PLA displayed on a sticker on the bottom of
your device.

FW version

This is a read-only field which shows the firmware version of the powerline adapter in your
network.

DAK Password

This is a read-only field which shows the DAK (Device Access Key) password of the remote
powerline adapter.

Scan

Click Scan to refresh the information in the table (immediately).

DAK Password

DAK (Device Access Key) password is used to verify that you are authorized to perform changes
on aremote device. You can find the DAK password printed on a sticker on the bottom of your
PLA.

Select the remote powerline adapter you want to manage by clicking the MAC address which
corresponds to it in the MAC Address column. Enter the DAK Password value and click Save.

Note: You must enter the DAK Password value exactly as it is printed on the label (all
caps and with dashes “-").
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Table 10 Configuration Screen (continued)

LABEL DESCRIPTION
Network Name The default network name (sometimes called a network password or network membership key
(NMK) (NMK)) of the PLA is "HomePlugAV". HomePlug compatible devices use the same network

name to recognize and communicate with each other over the powerline network. If you
change the network name of one device on the network, it will no longer be recognized as part
of that network.

If you change the network name, make sure you change the network name for all of the
powerline adapters that you want to be part of your powerline network.

The network name can be from 8 to é4 characters in length, using “A"~"Z", "a"~"z", “0"~"9";
spaces are not allowed.

Set NMK to this Select this to apply the NMK (entered in the field above) as the network name for the powerline

device adapter directly connected to the computer running the configuration utility.

Set NMK to all Select this fo apply the NMK (entered in the field above) as the network name for all powerline

devices adapter detected by the utility.

Write Click this to apply your changes. The new Network Name is applied to the selected powerline
adapter.

Note: You must enter the correct DAK password for the selected remote powerline
adapter before you can make changes 1o it.

4.5 Advanced Screen

You can configure the powerline adapters on your network to give priority to network traffic depending
on its importance. When you set the priority of a powerline adapter, you set how quickly messages
FROM your powerline adapter are sent in your powerline network. Transmissions TO your powerline
adapter do not receive any priority.

For example, if you have a file server on your home network to deliver music and movie files to
computers in your home, you should set the priority of the powerline adapter connected fo this server to
Medium. If video fraffic is delivered too slowly, quality problems may occur.

On the other hand, a powerline adapter attached to a printer should have a low priority setting since
the slow delivery of messages will not affect the print job.

Similarly, if you want to prioritize any downloads from the Internet, set the priority on the powerline
adapter attached to your Internet gateway to High.

Allocate priority settings based on application type as follows.

Table 11 Priority Settings

PRIORITY LEVEL APPLICATION

High Voice Application

Medium Video and Audio Applications
Normal Data Applications

Low Data Applications

The figure below shows an example powerline home network connected to the Internet.
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* Device A is a printer and does not handle traffic with high importance, so the powerline adapter
connected to it can be set to low priority.

¢ Device B is afile server, delivering audio or movie files to other users on the network. The powerline
adapter attached to it should have a medium setting.

* Device C, a home computer which connects to the Internet, can receive a normal priority setting as
it usually sends simple requests for data. For example, when you surf the Internet, your computer sends
requests to open web pages.

* Device D is a modem attached to the Internet. It should receive a high priority setting if you want
faster downloading through your network.

¢ Although device E receives audio or movie files, it does not send a lot of traffic, so the powerline
adaptor attached to it can be set to a low priority.

Figure 17 Priority Settings

o

“A

Use this screen to configure priority settings for traffic from the powerline adapters on your network.
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Figure 18 Advanced Screen

{ Networklnfo : Configuration :

Adapter:  Broadcom MetXtreme Gigabit Ethernet Driver

Priority: |N0rmal j Save
Site | MAC Address [
Local EC:43:FeCEiF6iFS

Remate (500 4E:35:50:3E

Standby mode enable: ™ on 0 Off

The following table describes the labels in this screen.

Table 12 Advanced Screen

LABEL

DESCRIPTION

Adapter

This field identifies which powerline network information is displayed. Different powerline networks
are identified by the Ethernet interface (network card) on your computer which is connected
directly to a powerline adapter. Typically there is only one connection. However, if your
computer has two network cards and both are connected to a powerline adapter, then you
have two powerline networks.

Priority

Select a priority setting from the drop-down box for traffic FROM your selected device. The
options, in order of importance, are High, Medium, Normal and Low.

Site

This field displays:

* Local, ifitis the PLA directly connected to the computer running the configuration utility.

¢ Remote, if it is a powerline adapter in your powerline network but not directly connected to
the computer running the configuration utility.

MAC Address

This is a read-only field which shows the MAC address of the powerline adapter you are
configuring. You can find the MAC address of your PLA displayed on a sticker on the bottom of
your device.

Standby mode
enable

Select On to have the selected powerline adapter(s) go into standby mode when there is no
Ethernet connection. Otherwise, select Off to have the adapter(s) never go into standby mode.

Save

Click this to apply your changes. The new Priority setting is applied to the selected powerline
adapter.

4.6 About Screen

Use the About screen to view information regarding the configuration utility version of the PLA you are
connected to. Click the icon in the top right corner of the utility o view the About screen.
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Figure 19 About Screen

ZyXEL PLA Series Configuration

Copyright (c)2013, ZyXEL Communications Corp.
All rights reserved.

Utility version:  7.0.0

Releaszed:

The following table describes the labels in this screen.

Table 13 About Screen

LABEL DESCRIPTION

Utility version This field displays the software version of the configuration ufility.
Released This field displays the date when the utility was released.

Close Click the D button in upper right corner to close the About window.
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CHAPTER b5
Powerline Network Setup
Tutorial

5.1 Overview

Use this tutorial fo expand your existing powerline network.

After setting up your first home powerline network (instructions for that are in the Quick Start Guide for
your Zyxel powerline adapter) you may want to extend the network or create a new one by adding
additional powerline adapters. This tutorial shows you the following.

¢ How fo start up your new powerline adapter. You need to do this before you can begin the next
sections.

* How fo make your existing powerline network bigger by adding new powerline adapters.
¢ How to make a new network separate from your existing network with new powerline adapters.

* How fo make a new, separate powerline network with the powerline adapters you have.
The tutorial uses the Zyxel PLA Series Configuration utility to set up your powerline adapter.

If you haven't already installed the utility, see Chapter 3 on page 19 for instructions. The ufility software is
available for download at www.zyxel.com. Navigate to the powerline products section of the Zyxel
website to find this software. Follow the instructions provided by the software to install it on your
computer.

See the product specifications in the User's Guide for a list of hardware and software compatible with
the utility.

Note: The PLA in this tutorial is an example only. Your powerline adapter may be different.

5.2 Important Terms

Network Name The network name allows a powerline adapter to connect with other powerline
adapters that have the same network name. It provides security for your powerline
network. The network name uses English letters or numbers, from 8 to 64 characters
long, with no spaces allowed.

DAK Password DAK = Device Access Key.

The DAK Password lets you access the powerline adapter. You can find the DAK
Password on a label on your powerline device.
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5.3 Accessing Your Powerline Adapter

1 Plugthe powerline adapter you want to add to your network info a power socket and, if needed, switch
the power socket on.

Figure 20 Plug Your Powerline Adapter info a Power Socket

PLA

2 Connect the powerline adapter to your computer.

3 Use a LAN or Ethernet cable (shown below) to connect the LAN or Ethernet port on your adapter to the
same kind of port on your computer.

Figure 21 Connect Your Powerline Adapter to a Computer

4  Open the Zyxel PLA Series Configuration utility on your computer. See Section 4.2 on page 29 for how to
launch the utility.

5 You are now ready to extend your powerline network or set up a second network.
* See Section 5.4 on page 39 fo add a new powerline adapter to your network.
» See Section 5.5 on page 41 to set up a second network with your new adapters.

¢ See Section 5.6 on page 43 to set up a second network with your existing adapters.

5.4 Adding a Powerline Adapter

This section shows you how to add a new powerline adapter to expand your existing network.

The figure below shows the family computer with Intfernet access on a powerline network. Expand the
network by adding a new powerline adapter connected to a printer.
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3

Figure 22 Add a Printer

to Your Powerline Network

=2 O

o

\

Note: You do not nee
network.

o0&
O

d fo know the network name of the new adapter to add it to your

Connect your computer to the powerline adapter you want to add to your network and open the Zyxel

PLA Series Configuration

Go to the Configuration
appear as Local (A). Ch

ufility (see Section 5.3 on page 39).

screen. On this screen in the Site column your new powerline adapter should
eck the Local adapter’'s MAC address (B). It should match the MAC address

listed on the label on the back of your powerline adapter.

Figure 23 Adding a New Adapter

| Configuration

o Metwork Topology

|IZIJ Broadcom Metxtreme Gigabit Ethernet Driver (00:21:85:0C:44;46) _:j

MAaC Address

J FW wersion J DA Password ] LScan ]

MAC-QCABS10-1.0...,

DAK Password: I % J
Make: ¥ou can find your MAC Address and DAK Password on your device's back label,

= I Save

Tetiwork Name( MM ]

% Sek MME to this device
7 St NME to all device

Wiike

Select your adapter by selecting Local and type the network name for your existing network in the

Network Name field (C).
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Figure 24 Adding an Adapter to an Existing Network

Metwork Topology

|IZIJ Broadcom Metxtreme Gigabit Ethernet Driver (00:21:85:0C:44:46) j
Sike | MaC Address | F'# wersion | DAK Password | I Scan ]
Local EC:43:F6iC5:FAIFS MAC-QCAGG10-1.0,. .,

Dk Password: | - ] £ Save

Mate: You can find your MAC Address and DAK Password on your device's back label,

Tebwork NamelMMI: 'netwnrkname I
{* Set MME to this device
" Set MMEK to all device

4  Click Write and click OK on the pop-up.

Figure 25 Network Name Pop-up

Set Metwork Mame [MME] succeeded!
Fleaze presz scan button for update of network.

5 Your new adapter will now have the same Network Name as your existing network and so has now
joined your existing network.

6 Connect the adapter to the device you want to add to the network, for example, your Internet
refrigerator in the kitchen.

7 Plug the adapter’s power cord into a power outlet and, if required, switch the power outlet on.

8 Repeat this procedure for all additional powerline adapters that you want to add to your existing or new
powerline network.

5.5 Setting Up a New Network with a New Adapter

This section shows you how to use your new powerline adapters to set up a new powerline network
separate to your existing network.

The figure below shows two powerline networks in a house. The first network (1) shows the home
computer connected to a printer and access to the Internet. The second network (2) has no Internet
access but with a media adapter such as the Zyxel DMA-1100P you can use your TV to watch movies
and play games which are stored on a computer.
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Figure 26 Add New Adapters fo Make a Second Network

1 Connect your new powerline adapter and open the configuration utility as shown in Section 5.5 on
page 41. The screen shown below appears.

2 Type a Network Name that is different from the Network Name for your existing network. Make sure you
use the same new Network Name for all new adapters you want to add to your new network.

Figure 27 Making a New Network with the New Adapter

Configuration
= Metwark Topalogy
IIZIJ Broadcom Metktreme Gigabit Ethernet Driver (00:21:85:0C:44:48) ﬂ
Sike i MAC Address i F'# wersian i DAK Password 1 [ Scan ]
Local CECHEFECEFGIFS MAC-QCARHIN-1.0..,
DAK Password: | - | - | =] Save
Moke: ¥ou can find wo assword on your device's back label,
Metwiork Nanme(MME): lNEWnetworkname I Warite:
¥ ek MMK to this device
7 et NMK to all device

3 After you have set up a new network, you are ready to connect each powerline adapter on your new
network to devices, for example, a computer or a games console.
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5.6 Splitting a Network into Two Networks

3

This section shows you how to split your existing network into two networks. This is useful if you want to set
up a second powerline network in your home, for example, in your study connecting a laptop and
printer. See Figure 26 on page 42 for an example.

To set up your existing powerline network you had to set each powerline adapter with the same network
name. To create a second (separate) powerline network, configure the PLAs you want to add fo the
second network with a new network name.

Connect a powerline adapter fo your computer and open the Zyxel PLA Series Configuration utility (see
Section 5.3 on page 39).

The utility should open to the configuration tab as shown below. A list of powerline adapters on your
network displays. These adapters all have the same network name as the adapter you are connected
to. The adapter you are connected to will appear as Local in this table. All others are listed as Remote.

Figure 28 Local/Remote Adapters on a Powerline Network

Metwiork Topology
0, Broadcom Metxtreme Gigabit Ethernet Driver (00:21:85:0C:44:46) ﬂ
n
Site | MaC address | P version | DAk Password I | Scan I
Local ECi43:FoC8:F6:F3 MAC-QCAG410-1.0....
Reroke CCi50n4E: 533505 INT7400-MAC-5-2- .,
Reroke S4B 37 20030 INT7400-MAC-5-2-. .,
DAk Passwaord: | T | t | ¥ | Save
Mote: Wou can find wour MAC Address and DAk Password on yvour device's back label,
Metwork Mame(MMK): | it
* Set NMK ta this device
" Set WMEK ta all device

To set up a new powerline network, type the DAK Password and change the Network Name on all
powerline adapters you wish to add to your network.

* Look for the DAK Password on a label on your powerline adapter. The DAK Password lets you
access the adapter.

¢ Select the Remote adapter you want to add (A) and type the DAK Password in the DAK
Password field (B).

* Then type the new network name in the Network Name field (C).
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Figure 29 Adding an Adapter to Your New Network

Configuration

- Metwark Topology
|IZ|J Broadcom Metktreme Gigabit Ethernet Driver (00:21:85:0C:44:48) Ll

| Site | MAC Address | F'# wersion | DAK Password | I Scan J

CC504E: 535500 3E INT7400-MAC-5-2-.., |

R Tal .
Dak Passwordff[RMTM - |aHDC - [MPRW - [ZaUD Save
Moke: ¥ou can hind wour MAC Address and DA Password on your device's back label,

Mekwinrk, Name(NMK):I MNetwaorknamez I
" Sek MMK to this device
7 Set MME to all device

Click Save.

¢ |f you do not type the DAK password or type it incorrectly the following pop-up appears. Click OK and
type the DAK Password correctly in the DAK Password field.

Figure 30 Incorrect DAK or No DAK

Irvealid DAK. Password format.

 If you have correctly entered the DAK Password, click OK on the pop-up.
Figure 31 Correct DAK
PLA Utility [

Set Successful.

The adapter will disappear from the table of your existing network.

Figure 32 Adapters on Your Existing Network

Configuration

Metwark Topaology

IIZIJ Broadcom Metrxtreme Gigabit Ethernet Driver (00:21:85:0C:44;46) lJ |
Sike MAaC Address FiW wersion DAk Password Scan
Local EC:43:FEiCa:FaIFS MAC-QCAG410-1.0,. .,
Remaote CCSD4E: 3720054 INT7400-MAC-5-2-...

DAk Password: | il | I i | Save

Mate: You can find your MAC Address and DA Password on your device's back label,

Tebiwork, NamedMMI: | Wike

* Set MME to this device
" Set MMEK to all device
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6 Go back to step 3 in this section to set the same, new Network Name for all remote adapters you want
to add to your new network.

7 Check you have added the adapters correctly by changing the network name for the local adapter.
All adapters with the new Network Name now appear in the list of adapters on your network. These
adapters are now part of your new network.

Figure 33 Adapters on a New Powerline Network

MNetwaork Topology
!IZIJ Broadcom Metktreme Gigabit Ethernet Driver (00:21:85:0C:44:48) ;|
Site | M&C Address | F' wersion | DAK Password I | I Scan J
Local EC:43:F6: 08 FaiF3 MAC-QCAaG410-1.0...,
Remaote CiC50:4E:38:5003E INT7400-MAC-5-2-..,
Remate COAD4E: 3720030 INT7400-MAC-5-2-...
DAk Password: RMTM - |aHDC - MPMW - [ZAlD Save
Moke: ¥ou can find wour MAC Address and DAK, Password on your device's back label,
Metwiork Nanme(MME): |Networknam32 Write:
(* Set MME to this device
7 Set MM to all device

* If you want fo access any of your new powerline networks using the Zyxel PLA Series Configuration
ufility, change the Network Name on your local adapter to the network name for the network you
want to access. The adapters on that network will then display in the adapter table, allowing you to
select and configure each one.

5.7 Troubleshooting

The HomePlug (Q) LED (light) should light up on your adapter when it successfully connects to other
adapters on your network. If it does not, try the following measures.

* Make sure the adapter is plugged in to a power socket and the power socket is furned on.
* Check you have entered the correct network name for your network.

e Check your powerline adapter is connected to the same electrical circuit as other powerline
adapters on your network.
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Troubleshooting

This chapter offers some suggestions to solve problems you might encounter.

6.1 Power and Light Problems

The PLA does not turn on. None of the lights turn on.

1 Disconnect and re-connect the PLA.

2 Remove the powerline adapter from the outlet. Then connect an electrical device that you know works
into the same power outlet. This checks the status of the power outlet.

3 If the problem continues, contact the vendor.

The ETHERNET light does not turn on.

1 Check the hardware connections. See the Quick Start Guide.
2 Inspect your cables for damage. Contact the vendor to replace any damaged cables.
3 Check the Ethernet adapter on your computer and make sure it's enabled and working properly.

4 If the PLA is connected to an Ethernet switch or router, make sure the device is working correctly, and
that the LAN network is working and configured correctly as well.

The HomePlug light does not turn on.

1 Use the Zyxel PLA Series Configuration utility to detect all other HomePlug devices on your powerline
network. Make sure that the network name (sometimes called the network password) is the same on all
of your powerline adapters. See Section 4.4 on page 32 for instructions on changing the network name.

2 Check the DAK password and MAC address for all powerline adapters are typed correctly in the utility.
See Section 4.4 on page 32 for instructions on checking the DAK and MAC address.
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3  Make sure that all your powerline adapters are HomePlug AV compliant. Check the package it came in
or ask your vendor. This PLA can not detect earlier versions of HomePlug powerline adapters such as
HomePlug 1.0 or 1.0.1. (Although they can coexist on the same electrical wiring without interfering with
each other.)

4  Make sure that the powerline adapters on your network are all on the same electrical wiring. Connect
another powerline adapter into an outlet close to your PLA's power outlet. They are probably now on
the same electrical wiring. Check the HomePlug ( && ) light. If it now lights up your powerline adapter
was probably previously on separate electrical wiring. Ask an electrician for more information on the
electrical wiring in your building.

5 Make sure that you do not have a power meter between powerline adapters. Powerline signals cannot
pass this.

The POWER and HomePlug light blink at the same time.

¢ You have pressed the RESET/ENCRYPT button for more than three seconds. Try setting up a
connection again, this time pressing the RESET/ENCRYPT buttons on both devices for less than three
seconds.

6.2 Configuration Utility Problems

The Zyxel PLA Series Configuration utility displays an error during installation.

* Make sure your computer is using the supported operating system. See Section 3.1.1 on page 19 and/
or Section 3.2.1 on page 25 for more information.

The Zyxel PLA Series Configuration utility does not display all or any of my devices.

* Inspect the LEDs on your PLA and make sure that the ETHERNET and HomePlug LEDs are on or blinking.
See Section 1.2 on page 7 for froubleshooting LED related problem:s.

¢ Check you are using the latest version utility. Earlier version utilities cannot communicate with PLAs
using the latest firmware. If you do not have the latest utility, download it from the Zyxel website.

* If you are running another tool such as the Firmware Detection Tool, the utility will not detect your local
device.

* |f your computer has more than one network interface card (NIC), make sure you select the right NIC
to which the PLA is connected in the utility's Configuration screen.
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6.3 Powerline Problems

The signal on my powerline network is weak.

1 Your powerline adapters may be connected to electrical surge protectors. Connect them to standard
power outlets.

2 Your powerline adapters may be located close to large appliances such as refrigerators or qir-
conditioners that cause interference with the powerline signal. Move the adapters further away from
such appliances to reduce interference.

3 Yourpowerline adapters may be placed close to electrical devices such as electrical insect-killers which
produce radio waves. These may interfere with the powerline signals. Move the adapters further away
from such electrical devices.

4 Your wiring may be old and/or low quality or with a long wiring path.

6.4 RESET/ENCRYPT Button Problems

This section applies only to PLAs with the RESET/ENCRYPT button. In this guide RESET/ENCRYPT refers to
the ENCRYPT button in PLAs that have separate RESET and ENCRYPT buttons. Refer to Table 1 on
page 6 to see which models have separate RESET and ENCRYPT buttons.

The HomePlug light is already on, but | haven't pressed the RESET/ENCRYPT button yet.

Your device has already connected to another powerline device. Press the RESET/ENCRYPT button for 5
to 8 seconds to release the connection. For models with separate buttons, press the ENCRYPT button for
more than 10 seconds to release the connection.

The POWER light does not blink when | press the RESET/ENCRYPT button.

¢ Check the device is on.

¢ Press the RESET/ENCRYPT button again, making certain you have pressed the button for 0.5 to 3
seconds.

* The POWER light on some powerline devices do not blink as part of the ENCRYPT process. Check your
powerline device is a PLA.

¢ For PLA, you cannot use the RESET/ENCRYPT button when it is in standby mode. Connect the PLA to a
computer/router then try again.
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The POWER light blinks two fimes quickly then pauses, before repeating.

The ENCRYPT process has failed. Press the RESET/ENCRYPT button on both devices for 5 to 8 seconds,
then try fo reconnect. For models with separate buttons, press the ENCRYPT button for more than 10
seconds fo release the connection.

The POWER lights on both devices blink when | press the RESET/ENCRYPT buttons, but the
HomePlug light does not turn on.

* Ensure you have pressed the RESET/ENCRYPT butfton on both devices.
¢ Wait for about a minute while the devices set up a connection.

* If that does not work, fry again with both devices connected to a power strip next to each other. If
they now connect, then the devices were not on the same electrical circuit before.

The POWER lights on both devices blink, then many lights blink and the HomePlug light blinks red.

Do not worry, the connection process is proceeding normally.

The POWER lights on both devices finished blinking, but only one device's HomePlug light is on.

One device may have connected to a third powerline device. To check device A is connected to
device B and not another device, disconnect device B from its power source. Device A's HomePlug
(=) light will turn off if the connection is with Device B. Press the RESET/ENCRYPT button on both devices
for 5 to 8 seconds (for models with separate buttons, press the ENCRYPT button for more than 10
seconds)., then try to reconnect, pressing the RESET/ENCRYPT button for 0.5 to 3 seconds on both
devices.

| pressed the RESET/ENCRYPT button for 5 to 8 seconds, but the HomePlug light is still on.

The HomePlug light is on, indicafing it is still connected to another powerline device. Try again, pressing
the RESET/ENCRYPT button for 5 to 8 seconds. For models with separate buttons, press the ENCRYPT
button for more than 10 seconds to release the connection.
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APPENDIX A
Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your vendor. If
you cannot contact your vendor, then contact a Zyxel office for the region in which you bought the
device.

See http://www.zyxel.com/homepage.shtml and also
http://www.zyxel.com/about_zyxel/zyxel_worldwide.shtml for the latest information.

Please have the following information ready when you contact an office.

Required Information
* Product model and serial number.
e Warranty Information.
¢ Date that you received your device.

* Brief description of the problem and the steps you took fo solve it.

Corporate Headquarters (Worldwide)

Asia

Taiwan

e Zyxel Communications Corporation

* http://www.zyxel.com

China

* Zyxel Communications (Shanghai) Corp.
Zyxel Communications (Beijing) Corp.
Zyxel Communications (Tianjin) Corp.

* hitp://www.zyxel.cn

India
¢ Zyxel Technology India Pvt Ltd

e hitp://www.zyxel.in

Kazakhstan
* Zyxel Kazakhstan

e http://www.zyxel.kz
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Europe

Korea
e Zyxel Korea Corp.

o hitp://www.zyxel.kr

Malaysia
e Zyxel Malaysia Sdn Bhd.

e http://www.zyxel.com.my

Pakistan
* Zyxel Pakistan (Pvt.) Ltd.

e http://www.zyxel.com.pk

Philippines
* Zyxel Philippines

e http://www.zyxel.com.ph

Singapore
e Zyxel Singapore Pte Ltd.

* http://www.zyxel.com.sg

Taiwan
e Zyxel Communications Corporation

e http://www.zyxel.com/tw/zh/

Thailand
* Zyxel Thailand Co., Ltd

e http://www.zyxel.co.th

Vietnam

e Zyxel Communications Corporation-Viethnam Office

* http://www.zyxel.com/vn/vi

Austria
e Zyxel Deutschland GmbH
e http://www.zyxel.de

Belarus
e Zyxel BY
o hitp://www.zyxel.by
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Belgium
e Zyxel Communications B.V.
» http://www.zyxel.com/be/nl/

* http://www.zyxel.com/be/fr/

Bulgaria
* Zyxel bvarapms

e http://www.zyxel.com/bg/bg/

Czech Republic
¢ Zyxel Communications Czech s.r.o

* http://www.zyxel.cz

Denmark
» Zyxel Communications A/S

e http://www.zyxel.dk

Estonia
* Zyxel Estonia

» http://www.zyxel.com/ee/et/

Finland

¢ Zyxel Communications

o hitp://www.zyxel.fi

France
e Zyxel France

e http://www.zyxel.fr

Germany
* Zyxel Deutschland GmbH
e http://www.zyxel.de

Hungary
* Zyxel Hungary & SEE
e http://www.zyxel.hu

Italy
e Zyxel Communications Italy

o http://www.zyxel.it/
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Latvia
* Zyxel Latvia

* http://www.zyxel.com/Iv/Iv/homepage.shtml

Lithuania

e Zyxel Lithuania

* http://www.zyxel.com/It/It/homepage.shtml

Netherlands
e Zyxel Benelux

e http://www.zyxel.nl

Norway
* Zyxel Communications

e hitp://www.zyxel.no

Poland

¢ Zyxel Communications Poland

e http://www.zyxel.pl

Romania
e Zyxel Romania

e http://www.zyxel.com/ro/ro

Russia
* Zyxel Russia

e hitp://www.zyxel.ru

Slovakia

e Zyxel Communications Czech s.r.o. organizacna zlozka

e http://www.zyxel.sk

Spain
e Zyxel Communications ES Ltd

e http://www.zyxel.es

Sweden
* Zyxel Communications

e hittp://www.zyxel.se

Switzerland
e Studerus AG
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e http://www.zyxel.ch/

Turkey
e Zyxel Turkey A.S.

e http://www.zyxel.com.ir

UK

e Zyxel Communicafions UK Ltd.

e http://www.zyxel.co.uk

Ukraine
* Zyxel Ukraine

e http://www.ua.zyxel.com

Latin America

Argentina
¢ Zyxel Communication Corporation

* http://www.zyxel.com/ec/es/

Brazil
e Zyxel Communications Brasil Ltda.

* https://www.zyxel.com/br/pt/

Ecuador
* Zyxel Communication Corporation

» http://www.zyxel.com/ec/es/

Middle East

Israel
* Zyxel Communication Corporation

e http://il.zyxel.com/homepage.shiml

Middle East

e Zyxel Communication Corporation

* http://www.zyxel.com/me/en/
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North America

USA

e Zyxel Communications, Inc. - North America Headquarters

e http://www.zyxel.com/us/en/

Oceania

Australia

* Zyxel Communications Corporation

e http://www.zyxel.com/au/en/

Africa

South Africa
¢ Nology (Pty) Ltd.

* http://www.zyxel.co.za
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APPENDIX B
Legal Information

Copyright © 2017 by Zyxel Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, franscribed, stored in a retrieval system, translated into any
language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of Zyxel Communications Corporation.

Published by Zyxel Communications Corporation. All rights reserved.

Disclaimer

Zyxel does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it convey any
license under its patent rights nor the patent rights of others. Zyxel further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without notice.

Regulatory Notice and Statement

United States of America

The following information applies if you use the product within USA area.

FCC EMC Statement

Canada

The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
device.

This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This device generates, uses, and
can radiate radio frequency energy and, if not installed and used according to the instructions, may cause harmful interference fo radio
communications. However, there is no guarantee that interference will not occur in a particular installation.

If this device does cause harmful interference to radio or television reception, which is found by turning the device off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

« Reorient or relocate the receiving antenna

 Increase the separation between the devices

* Connect the equipment to an outlet other than the receiver’s

* Consult a dealer or an experienced radio/TV technician for assistance

The following information applies if you use the product within Canada area

Industry Canada ICES Statement
CAN ICES-3 (B)/NMB-3(B)

EUROPEAN UNION
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List of national codes

COUNTRY 1ISO 3166 2 LETTER CODE COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Liechtenstein LI
Belgium BE Lithuania LT
Bulgaria BG Luxembourg LU
Croatia HR Malta MT
Cyprus CY Netherlands NL
Czech Republic CZ Norway NO
Denmark DK Poland PL
Estonia EE Portugal PT
Finland Fl Romania RO
France FR Serbia RS
Germany DE Slovakia SK
Greece GR Slovenia N
Hungary HU Spain ES
Iceland IS Switzerland CH
Ireland IE Sweden SE
Italy IT Turkey R
Latvia Lv United Kingdom GB

Safety Warnings

* Do not use this product near water, for example, in a wet basement or near a swimming pool.

* Do not expose your device to dampness, dust or corrosive liquids.

* Do noft store things on the device.

¢ Do notinstall, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.
* Connect ONLY suitable accessories fo the device.

¢ Do not open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks. ONLY qualified
service personnel should service or disassemble this device. Please contact your vendor for further information.

* Make sure to connect the cables to the correct ports.
¢ Place connecting cables carefully so that no one will step on them or stumble over them.
« Always disconnect all cables from this device before servicing or disassembling.

* Do not remove the plug and connect it to a power outlet by itself; always attach the plug to the power adaptor first before connecting it to
a power outlet.

¢ Do not allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power adaptor
or cord.

¢ Please use the provided or designated connection cables/power cables/ adaptors. Connect it to the right supply voltage (for example,
110V AC in North America or 230V AC in Europe). If the power adaptor or cord is damaged, it might cause electrocution. Remove it from the
device and the power source, repairing the power adapter or cord is prohibited. Contact your local vendor to order a new one.

* Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.

« CAUTION: Risk of explosion if battery is replaced by an incorrect type, dispose of used batteries according to the instruction. Dispose them at
the applicable collection point for the recycling of electrical and electronic devices. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or the store where you purchased the product.

¢ Do not obstruct the device ventilation slots, as insufficient airflow may harm your device. For example, do not place the device in an
enclosed space such as a box or on a very soft surface such as a bed or sofa.

* The following warning statements apply, where the disconnect device is not incorporated in the device or where the plug on the power
supply cord is intended to serve as the disconnect device,

- For permanently connected devices, a readily accessible disconnect device shall be incorporated external to the device;
- For pluggable devices, the socket-outlet shall be installed near the device and shall be easily accessible.

Environment Statement

ErP (Energy-related Products)

Zyxel products put on the EU market in compliance with the requirement of the European Parliament and the Council published Directive
2009/125/EC establishing a framework for the setting of ecodesign requirements for energy-related products (recast), so called as "ErP
Directive (Energy-related Products directive) as well as ecodesign requirement laid down in applicable implementing measures, power
consumption has satisfied regulation requirements which are:

* Network standby power consumption < 8W, and/or
« Off mode power consumption < 0.5W, and/or
¢ Standby mode power consumption < 0.5W.
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European Union - Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be disposed of separately from domestic
waste. If this product is end of life, take it to a recycling station designated by local authorities. At the time of disposal, the separate
collection of your product and/or its battery will help save natural resources and ensure that the environment is sustainable development.

Die folgende Symbol bedeutet, dass Ihr Produkt und/oder seine Batterie gemaB den értlichen Bestimmungen getrennt vom Hausmull
entsorgt werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum
Zeitpunkt der Entsorgung wird die gefrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natUrliche Ressourcen zu
sparen und die Umwelt und die menschliche Gesundheit zu schitzen.

El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberdn depositarse como basura separada de
la doméstica. Cuando este producto alcance el final de su vida Ufil, llévelo a un punto limpio. Cuando llegue el momento de desechar el
producto, la recogida por separado éste y/o su bateria ayudard a salvar los recursos naturales y a proteger la salud humana y
medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie doivent étre éliminés séparément des
ordures ménageres. Lorsque ce produit atteint sa fin de vie, amenez-le & un centre de recyclage. Au moment de la mise au rebut, la
collecte séparée de votre produit et/ou de sa batterie cidera & économiser les ressources naturelles et protéger I'environnement et la santé
humaine.

Il simbolo sotto significa che secondo i regolamenti locdli il vostro prodotto e/o batteria deve essere smaltito separatamente dai rifiuti
domestici. Quando questo prodotto raggiunge la fine della vita di servizio portarlo a una stazione di riciclaggio. Almomento dello
smaltimento, la raccolta separata del vostro prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere 'ambiente e
la salute umana.

Symbolen innebdr att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat frén hushdallsavfallet. Nér den har produkten
nar slutet av sin livsidngd ska du ta den till en &tervinningsstation. Vid tiden fér kasseringen bidrar du fill en battre miljié och mansklig halsa
genom att géra dig av med den pd ett dtervinningsstdlle.
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Appendix B Legal Information

About the Symbols
Various symbols are used in this product to ensure correct usage, to prevent danger to the user and others, and to prevent property damage.

The meaning of these symbols are described below. It is important that you read these descriptions thoroughly and fully understand the
contents.

Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):
/-\/ AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

DC if the unidirectional flow or movement of electric charge carriers.

Earth; ground:

A wiring terminal infended for connection of a Protective Earthing Conductor.

Class Il equipment:

|:| The method of protection against electric shock in the case of class Il equipment is either double insulation
or reinforced insulation.

Viewing Certifications

Go to http://www.zyxel.com to view this product’s documentation and certifications.

Zyxel Limited Warranty

Zyxel warrants to the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific period (the
Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the authorized Zyxel local
distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of purchase, should the product
have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of Zyxel. This warranty shall not apply if the product has been modified, misused, tampered with, damaged by
an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other warranties,
express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held
liable for indirect or consequential damages of any kind fo the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought the
device at http://www.zyxel.com/web/support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com for global products, or at
www.Us.zyxel.com for North American products.

Open Source Licenses

This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are provided
with the firmware package. You can download the latest firmware at www.zyxel.com. To obtain the source code covered under those Licenses,
please contact support@zyxel.com.tw to get it.
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