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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in your product

firmware or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Related Documentation
* Quick Start Guide

The Quick Start Guide shows how to connect the VPN2S and access the Web Configurator wizards. It
contains information on setting up your network and configuring for Internet access.

e More Information

Go to support.zyxel.com to find other information on the VPN2S.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
* All models in this series may be referred to as the “VPN2S” in this guide.
e Product labels, screen names, field labels and field choices are all in bold font.

¢ Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Configuration >
Log / Report > Log Settings means you first click Configuration in the navigation panel, then the Log
sub menu and finally the Log Settings tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The VPN2S icon is not an exact
representation of your device.

VPN2S Generic Router Wireless Router / Access Point
Switch Firewalll USB Storage Device
@ ] -
USB Dongle Cell Tower Printer
A
]
Server
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CHAPTER 1
Infroducing the VPN2S

1.1 Overview

The VPN2S is a VPN firewall with Gigabit Ethernet (GbE) gateway. It has two USB ports that can be used
for file sharing or using a 3G/4G dongle for cellular WAN (Internet) backup connections.

Features

* Four GbE Ports for LAN Connection

* Firewall with Secure Network Management
» Secure Access via VPN (IPsec, PPTP, L2TP)

Only use firmware for your VPN2S's specific model. Refer to the label on
the bottom of your VPN2S.

1.2 Ways to Manage the VPN2S

Use any of the following methods to manage the VPN2S.

* Web Configurator. This is recommended for everyday management of the VPN2S using a (supported)
web browser.

1.3 Good Habits for Managing the VPN2S

Do the following things regularly to make the VPN2S more secure and to manage the VPN2S more
effectively.

* Change the password. Use a password that's not easy to guess and that consists of different types of
characters, such as numbers and letters. The password must have 6-64 printable characters [0-9][a-zZ]
[A-Z][/@#3$%*].

¢ Write down the password and put it in a safe place.

* Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the VPN2S to its factory default settings. If you backed up an earlier

configuration file, you would not have to totally re-configure the VPN2S. You could simply restore your
last configuration.
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1.4 Applications for the VPN2S

Here are some example uses for which the VPN2S is well suited.

1.4.1 Internet Access

As a VPN firewall your VPN2S has multiple WAN interfaces, including, 3G/4G and Gigabit Ethernet to
share the network traffic load. You can configure multiple WAN load balance and failover rules to
distribute traffic amongst the different interfaces.

If you prefer you can also use a 3G/4G dongle for cellular backup WAN (Internet) connections.

Note: If you connect all WAN ports the priority order will be Ethernet WAN port, and USB port.

Computers can connect to the VPN2S's LAN ports.

Figure 1 VPN2S's Internet Access Application

Figure 2 VPN2S's Infernet Access Application: 3G/4G WAN Backup
WAN
WLAN

LAN

A
)) (‘ ((A))SGMG

You can also configure IP filtering on the VPN2S for secure Internet access. When the IP filter is on, all
incoming traffic from the Internet to your network is blocked by default unless it is initiated from your
network. This means that probes from the outside to your network are not allowed, but you can safely
browse the Internet and download files.
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1.4.2 VPN2S'’s USB Support

Use the USB port for file sharing or insert a 3G/4G dongle for cellular backup WAN (Internet) connections.

File Sharing

Use the USB port (built-in USB 2.0) to share files on USB memory sticks or USB hard drives (B). Use FTP to
access the files on the USB device.

Figure 3 USB File Sharing Application

© B
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1.5 LEDs (Lights)

This section describes the LEDs on the VPN2S.
The following figure shows the front and rear panels of the VPN2S.

Figure 4 VPN2S Front and Rear Panels
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None of the LEDs are on if the VPN2S is not receiving power. The location of the LEDs are highlighted in
the figures above.

Table 1 LED Descriptions

LED COLOR STATUS | DESCRIPTION
POWER Green On The VPNZ2S is receiving power and ready for use.
Blinking | The VPN2S is self-testing.
Red On The VPN2S detected an error while self-testing, or there is a device
malfunction.
Off The VPNZ2S is not receiving power.
LAN Green On The VPN2S has a successful Ethernet connection with a device on the Local

Area Network (LAN).

Blinking | The VPN2S is sending or receiving data to/from the LAN.

Off The VPN2S does not have an Ethernet connection with the LAN.

WAN Green Oon The VPN2S has a successful Ethernet connection on the WAN.

Blinking | The VPN2S is sending or receiving data to/from the WAN.

Off There is no Ethernet connection on the WAN.

INTERNET Green On The VPN2S has an IP connection but no traffic.

Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used).

Red On The Ethernet WAN port is connected to an Ethernet port but the VPN2S
cannot access the Internet. There is an Internet connection problem.

Off There is no Internet connection or the gateway is in bridged mode.
MOBILE Green On The VPN2S recognizes a 3G/4G dongle connection in USB port 1/2.
Off The VPN2S does not detect a 3G/4G dongle connection in USB port 1/2.
USB Green On The VPN2S recognizes a USB connection in USB port 1/2.
Off The VPN2S does not detect a USB connection in USB port 1/2.
ETHERNET Green On The VPN2S has a successful Ethernet connection with a device on the Local
LAN 1-4 (On (Left LED) Area Network (LAN).
e
Connector) 1GM Blinking | The VPN2S is sending or receiving data to/from the LAN.
Off The VPN2S does not have an Ethernet connection with the LAN.
Amber On The VPN2S has a successful Ethernet connection with a device on the Local
. Area Network (LAN).
(Right LED)

10-100M Blinking | The VPN2S is sending or receiving data to/from the LAN.

Off The VPN2S does not have an Ethernet connection with the LAN.

1.6 The RESET Button

If you forget your password or cannot access the web configurator, you will need to use the RESET
button atf the back of the device to reload the factory-default configuration file. This means that you will
lose all configurations that you had previously and the password will be reset to “1234".

1 Make sure the POWER LED is on (nof blinking).
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2 Toset the device back to the factory default settings, press the RESET button for five seconds or until the
POWER LED begins to blink and then release it. When the POWER LED begins to blink, the defaults have
been restored and the device restarts.
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CHAPTER 2
The Web Configurator

2.1 Overview

The web configurator is an HTML-based management interface that allows easy device setup and
management via Internet browser. Use Internet Explorer 10.0 and later versions, Mozilla Firefox, Google
Chrome, and Safari latest versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

* Allow pop-up windows from your device (blocked by default in some Internet browsers).
» JavaScript (enabled by default).

¢ Java permissions (enabled by default).
2.1.1 Accessing the Web Configurator

1 Make sure your VPN2S hardware is properly connected (refer to the Quick Start Guide).

2 Launch your web browser. If the VPN2S does not automatically re-direct you to the login screen, go to
http://192.168.1.1.

3 A password screen displays. To access the administrative web configurator and manage the VPN2S,
type the default username admin and password 1234 in the password screen and click Login. If
advanced account security is enabled (see Section 18.3 on page 221) the number of dots that appears
when you type the password changes randomly to prevent anyone watching the password field from

knowing the length of your password. If you have changed the password, enter your password and click
Login.

Figure 5 Password Screen

ZYXEL
VPN2S

Welcome to the configuration interface.
Please enter usemame and password to login.

Q|
@
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4  The following screen displays if you have not yet changed your password from the default. Enter a new
password, retype it fo confirm and click Apply. After changing the password your VPN2S will log out
automatically. so you can log in with your new password.

Figure 6 Change Password Screen

ZYXEL
VPN2$§
Change Password
New Password

Verify New Password

max. 64 alphanumernc, prinfable characters
and no spaces,

Apply

5 The Privacy Agreement screen appears automatically after login. Click on the check box to agree to alll
the terms and click Accept.

Figure 7 Privacy Agreement Screen

Privacy Statement

The privacy statement explains what data Zyxel will collect from you and how the data will be used.
This is important for you so please take time to read it carefully. Thank you.

Applicability of Privacy Policy

Zyxel, a world leading service provider, is devoted to provide
multifaceted privacy protections to our Users (“You or you")
while you are enjoying our excellent products or services. We
therefore offer you this Privacy Policy ("Policy”) in order to
sufficiently address our protection to your personal information.
We hope you may spare your time o read through this Policy
for a better understanding to your rights of personal information.

Information We Collect
Personal information means data through which may identify or
contact an individual person. We may collect various types of
your perscnal information based on the services or products
you are using:
1. Information provided from you:
The information includes but not limited to your names,
numbers or e-mail addresses which you consent or agree to
provide as you sign up or register to our website or use our

M I have read and understand the information and terms in accordance with the Zyxel Privacy Statement.

‘ Decline ‘ | Accept |

6 The Wizard appears after the Privacy Agreement screen. Use the Wizard to configure VPN2S’s basic
settings. See Chapter 3 on page 25 for more information.

7 The Dashboard page appears after the Wizard set up, here you can view the VPN2S's interface and
system information.

VPN2S User's Guide
19




Chapter 2 The Web Configurator

2.2 Web Configurator Layout

Figure 8 Screen Layout
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As illustrated above, the main screen is divided into these parts:

* A -fitle bar
* B - navigation panel

¢ C - main window
2.2.1 Title Bar

The title bar provides some icons in the upper right corner.

Help @ admin @ Logout

The icons provide the following functions.

Table 2 Web Configurator Icons in the Title Bar

ICON DESCRIPTION
Help: Click this icon to view a description of the screen you are currently using.
@ Logout: Click this icon to log out of the web configurator.

Click a color from the palette to change the color of your web configurator.
. = . . P g Y g
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2.2.2 Navigation Panel

Use the menu items on the navigation panel to open screens to configure VPN2S features. The following
tables describe each menu item.

Table 3 Navigation Panel Summary

LINK TAB FUNCTION

Dashboard Click this to go to the main Web Configurator screen.

Wizard Use this screen to configure the VPN2S's basic settings. For more
information see Chapter 3 on page 25.

Configuration

Configuration Click this to view a summary of all the available screens in the

Site Map Configuration menu.

WAN / Internet

WAN Status WAN Status Use this screen to view the WAN ports’ status.

WAN Setup Use this screen to view and configure ISP parameters, WAN IP address
assignment, and other advanced properties. You can also add new WAN
connections.

Mobile Use this screen to configure the mobile 3G/4G connection.

Port Setting Use this screen to set flexible ports as part of LAN or WAN interfaces.

Multi-WAN Use this screen to configure the mulfiple WAN load balance and failover
rules to distribute traffic among different interfaces.

Dynamic Use this screen to allow a static hosthame alias for a dynamic IP address.

DNS

LAN / Home Network

LAN Status LAN Status Use this screen to view the status of all network traffic going through the
LAN ports of the VPN2S.

DHCP Client Use this screen to view the status of all devices connected to the VPN2S.
You can also setf screen refresh time fo see updates on new devices.
ARP Table Use this screen to view the ARP table. It displays the IP and MAC address

of each DHCP connection.

Multicast Status | Use this screen to look at IGMP/MLD group status and traffic statistics.

LAN Setup Use this screen to configure LAN TCP/IP settings, and other advanced
properties.

Static DHCP Use this screen to assign specific IP addresses to individual MAC
addresses.

Additional Use this screen to configure IP alias.

Subnet

Wake on LAN Use this screen to remotely wake up a hibernating device on the local
network.

VLAN / Use this screen to create a new interface group, which is a new LAN

Interface bridge interface (subnet).

Group

DNS Entry Use this screen to view and configure a domain name and DNS routes on
the VPN2S.

DNS Use this screen to view and configure domain zone forwarder on the

Forwarder VPN2S.

Routing

Routing Use this screen to view the IPv4 and IPvé routing flow.

Status

Policy Route Use this screen to view and set up policy routes on the VPN2S.
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Table 3 Navigation Panel Summary (contfinued)

LINK TAB FUNCTION
Static Route Use this screen to view and set up static routes on the VPN2S.
RIP Use this screen to set up RIP (Routing Information Protocol) settings on the

VPN2S.

NAT
Port Use this screen to make your local servers visible to the outside world.
Forwarding
Port Use this screen to change your VPN2S's port triggering settings.
Triggering
Address Use this screen to change your VPN2S's address mapping settings.
Mapping
Default Use this screen to configure a default server which receives packets from
Server ports that are not specified in the Port Forwarding screen.
ALG Use this screen to enable or disable NAT ALG and SIP ALG.

Firewall / Security

Firewall Use this screen to enable the firewall.
Overview
DoS Use this screen to activate protection against Denial of Service (DoS)

aftacks.

Firewall Rules

Use this screen to add and view existing firewall rules to the VPN2S.

Device
Service

Use this screen to manage the services (such as HTTP and SSH) in the
VPN2S.

Zone Control

Use this screen to set the firewall's default actions based on the direction
of fravel of packets.

Service Use this screen to add Internet services.

MAC Filter Use this screen to block or allow traffic from devices of certain MAC
addresses to the VPN2S.

Certificate Use this screen to view a summairy list of certificates and manage
certificates and certification requests.

AAA Server Use this screen to manage the list of LDAP and RADIUS servers the VPN2S

can use in authenticating users.

Security Service

Content Filter

Use this screen to confrol access to specific websites or web content.

VPN

VPN Status Use this screen to look atf the status of VPN tunnels that are currently
established.

IPsec VPN Use this screen to display and manage IPsec VPN gateways and
connections.

PPTP VPN Use this screen to configure the PPTP VPN settings in the VPN2S.

L2TP VPN Use this screen to configure L2TP over IPsec funnels.

L2TP Client Use this screen to view details about the L2TP clients.

Status

GRE VPN Use this screen to configure the GRE VPN settings in the VPN2S.

Bandwidth Management

General

Use this screen to enable QoS and fraffic prioritizing. You can also
configure the QoS rules and actions.

Queue Setup

Use this screen to configure QoS queues.
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Table 3 Navigation Panel Summary (contfinued)

LINK

TAB

FUNCTION

Classification
Setup

Use this screen to define a classifier.

Policer Setup

Use these screens to configure QoS policers.

Shaper Setup

Use this screen to limit outgoing traffic fransmission rate on the selected
interface.

Network Management

SNMP Use this screen to configure SNMP communities and services.
System
Scheduler Use this screen to configure the days and times when a configured
Rule restriction (such as User Access control) is enforced.
Log/Report
Log Viewer Use this screen to view the system logs on the VPN2S.
Log Settings Use this screen to change specify settings to recording your logs on the

VPN2S.

Maintenance

Maintenance
Site Map

Click this to view a summary of all the available screens in the
Maintenance menu.

Service / License

Use this screen to view the status of your licenses and update any license
information.

Device Name

Use this screen to give your VPN2S a name.

Host Name List

Use this screen to add connected devices to the VPN2S.

Date / Time Use this screen to change your VPN2S's time and date.

User Account Use this screen to manage user accounts, which includes configuring the
username, password, retry tfimes, file sharing, captive portal, and
customizing the login message.

USB Storage Use this screen to enable USB storage sharing.

Diagnostic Network Tools Use this screen to ping an IP address or frace the route packets take to a

host

Packet Capture

Use this screen to capture packets going through the VPN2S.

Firmware Upgrade

Firmware

Use this screen to upload firmware to your device.

Mobile Profile

Use this screen to update the mobile profile on the VPN2S.

Backup / Restore

Use this screen to backup and restore your device's configuration
(settings) or reset the factory default settings.

Language Use this screen to change the VPN2S web configurator's language,
Restart / Use this screen to reboot the VPN2S without turning the power off.
Shutdown

2.2.3 Main Window

The main window displays information and configuration fields. It is discussed in the rest of this
document.

If you click Dashboard a graphic shows the connection status of the VPN2S's ports. The connected
interfaces are in color and disconnected interfaces are gray.
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Figure 9 Dashboard Screen

ZYXEL

VPN2$

Default [LAN]

IP Address / Mask

petaut BRI
fdoo::5ee2:Bcffe...
VLAN
DHCP Client
Ho

LAN Interface

(@) Dashboard

X, Wizard

Configuration
WAN1

Type
ETH/IPcE
Renew
IP Address / Mask

Speed(UL/DL)

WAN Interface

@) acmin B

@ Maintenance

VPN2S User's Guide
24




CHAPTER 3
Wizard

3.1 Overview

The Web Configurator's quick setup Wizard helps you configure Internet and VPN connection settings.
This chapter provides information on configuring the Wizard screens in the Web Configurator. See the
feature-specific chapters in this User's Guide for background information.

Before you begin configuring your VPN2S register your device at myZyxel portal and check your current
license status.

The Wizard consists of the following setups:

* Wizard Basic Setup - Use Basic Setup to sef up a WAN (Internet) connection. This Wizard creates
matching ISP account setftings in the VPN2S if you use PPPOE. See Section 3.2 on page 26.

¢ Wizard IPsec VPN Setup - Use IPsec VPN Setup to configure an IPsec VPN (Virtual Private Network) rule
for a secure connection to another computer or network. See Section 3.3 on page 30.

* Wizard IPvé Setup - Use IPvé Setup to configure the IPvé settings on your VPN2S. See Section 3.4 on
page 38.

Figure 10 Wizard Setup

Welcome to Basic Setup

The wizard will guide you through the basic settings of this device.

Welcome to IPSec VPN Setup

The wizard will guide you through the setup of VPN (|virtual private network] rules.

Welcome to IPvé Setup

The wizard will guide you through the IPvé settings of this device.

Note: See the technical reference chapters (starting on page 42) for background information
on the features in this chapter.
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3.2 Wizard Basic Setup

The Wizard appears automatically after you log in the first time. Or you can go to the Wizard tab in the
navigation panel. Click the Welcome to Basic Setup down arrow to configure an interface to connect
to the Internet. Click Next to continue the Wizard, Back to return to the previous screen.

Figure 11 Wizard Basic Setup

Basic Setup

Welcome

Welcome to Basic Setup

This wizard will guide you throught the steps to get your device enline and setup some impertant basic features.

You can choose which optional features you would like to configure or skip and configure later. You can re-run this Initial Setup Wizard
or start any of the specific wizards later, at any time.

Connect fo Internet
Date and Time

Register Device and Services

Summary

1 EnteryourInternet connection information in this screen. The screen and fields to enter may vary
depending on your current connection type and the Encapsulation you choose. You can also use this

screen to enable the VLAN tag in the VPN2S. Assign it a priority level (802.1p) and a VLAN ID for fraffic
through this connection. Click Next.
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Figure 12 Connect o the Internet

Basic Setup

Welcome = Connect fo Internet

Connect to Internet

Type: Ethemnet -
Encapsulation: IPGE -
VLAN

M Enable

802.1p: 0 -
E—

© Date and Time
© Register Device and Services

© summary

If you select PPPOE as your encapsulation, type the Username given to you by your ISP and type the
Password associated with the user name.

Figure 13 PPP information

Basic Setup

Welcome => Connect to Infemet

Connect to Internet

PPP Information

&) Date and Time

© Register Device and Services

© summary

Use this screen to specify which IPv4 address the VPN2S uses to connect to the Internet. If your ISP gave
you this information, enter it here. Otherwise select Obtain an IP Address Automatically.
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Figure 14 |Pv4 Address

Basic Setup

Welcome = Connect fo Infernet

Connect to Internet

IPv4 Address
* Obtain an IP Address Automatically
! Use the Following IP Address
IP Address:

Subnet Mask:

@) Date and Time
© Register Device and Services

© summary

Choose whether VPN2S gets DNS server addresses from the ISP automatically or uses the DNS server
addresses you gof from the ISP. A DNS server is used for mapping a domain name to its corresponding IP
address and vice versa.

Figure 15 DNS Server

Basic Setup

Welcome => Connect to Infemet

Connect to Internet

DNS Server
*) Obtain DNS Server Address Automatically
 Use the Following DINS Server Address
D\j? Serv er 1

DNS Server

€ Date and Time
© Register Device and Services

© summary

Choose the time zone for your device’s location. Click Save.
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Figure 16 Date and Time

Basic Setup

Welcome = Connect fo Infternet => Date and Time

Date and Time

Time Zone: (GMT-00:00) Greenwich Mean Time: Edinburgh, London -

© Register Device and Services

© summary

6 The VPN2S saves your settings and attempts to connect to the Internet. If the VPN2S failed to connect to
the Internet or if you want to modify any of the settings you previously configured you can click Back or
go to the Configuration > WAN/Internet > WAN Setup screen. Click Connection Test for the VPN2S to fry
reconnecting with the same settings.

Figure 17 Basic Setup Completed

Basic Setup

Welcome =» Connect fo Infernet = Date and Time

aaw - O

Your Internet connection is working!

© Register Device and Services

© summary

7 You can register your device and manage subscripfion services available for your VPN2S at myZyxel
portal for online services.
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Figure 18 Register Device and Services

Basic Setup

Welcome = Connect fo Infernet = Date and Time = Register Device and Services

Register Device and Services

Register Device

Registering your device is prerequisite for receiving nofifications when new firmware is available and for activation licenses.

Device Registration Status: Mot registered

Register your device now

Click "Activate” to go to myZyxel to activate security licenses. Otherwise, press "Skip” to go to the next step.

© summary

8 Once you completed the basic setup a summary of your settings displays. Click Finish to confinue with
the Wizard setup.

Figure 19 Summary

Basic Setup

Welcome => Connect to Infemet = Date and Time = Register Device and Services = Summary

WAN
IP Adidress: 172.17.40.14
Subnet Mask: 255.255.252.0
Gateway IP: 172.17.43.254
Time
Time Zons: [GMT-00:00) Greenwich Mean Time: Edinburgh, London

Service License

Device Registration: Unregistered

Firrnware Upgrade: Not Activated

3.3 Wizard IPsec VPN Setup

Click the IPsec VPN Setup down arrow to configure a VPN (Virtual Private Network) rule for a secure
connection to another computer or network.
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Figure 20 Wizard IPsec VPN Setup
VPN Setup

Welcome

Welcome to IPSec VPN Setup

WPN Setup Wizard will guide you to create a secure, private connection between two sites. Two networks (sites) behind the WPN2S
can then communicate securely with each other.

© rolicy
© Type
© settings

© summary

© Ccompleted

There are two types of VPN policies you can configure in the VPN2S. Select one and click Next.

¢ Express - Select Express to create a VPN rule with the default phase 1 and phase 2 settings and use a
pre-shared key as the authentication method. See Section 3.3.1 on page 32.

* Advanced - Select Advanced to change default settings an/or use certificates instead of a pre-
shared key in the VPN rule. See Section 3.3.2 on page 34.

Figure 21 VPN Policy Type

VPN Setup

Welcome = Policy

Please select the type of VPN policy you wish to setup.
Type of VPN policy

*) Express
) Advanced
N
© Type
© Settings
O summary
© completed
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3.3.1 VPN Express Settings

The following screens will display if you select Express in the previous screen.

1 Type the Rule Name used to identify this VPN connection (and VPN gateway). Then select the IKE
Version and Scenario that best describes your intended VPN connection. For more information on each

label see Section 11.5 on page 158.

Figure 22 VPN Express Settings
VPN Setup

Welcome = Policy = Type

Express Settings

Rule Name: WIZARD_WVPN

IKE Version
®) IKEv1
IKEv2

Scenario

*) Site-to-site
Site-to-site with Dynamic Peer m

Remote Access (Server Role) QH -e-e nfemet 4o
I_L|

Remote Access (Client Role)

Settings

summary

Completed

2 In My Interface select the type of encapsulation this connection is fo use. Configure a Secure Gateway
IP as the peer VPN2S's WAN IP address. Type a secure Pre-Shared Key. Set Local Policy to be the IP
address range of the network connected to the VPN2S and Remote Policy to be the IP address range of

the network connected to the peer VPN2S.
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Figure 23 Secure Gateway

VPN Setup

Welcome = Policy = Type = Settings

Express Settings
My Interface: Any -

Secure Gateway
(®) Static Address: 1.1.1.1

Pre-Shared Key: Ty
Local Policy [IP/Mask): 2229 ! 255955.255.0
Remote Policy (IP/Mask]: 3.3.3.3 /| 255.255.255.0
© summary
© completed

This screen shows a read-only summary of the VPN ftunnel’s configuration. Click Save to apply your
changes.

Figure 24 Summary

VPN Setup
Welcome =» Policy = Type = Setlings => Summary
Express Seftings
Summary
IKE Version: IKEw1
Rule Name: WIZARD_WVPN
My Interface: Any
Secure Gateway: 1.1.1.1
Pre-Shared Key: 12345478
Local Policy {IP/Mask]: 2.2.2.2/255.255.255.0
Remote Policy (IP/Mask]: 3.3.3.3/255.255.255.0
© Ccompleted

Your VPN2S saves your settings. Now the VPN rule is configured on the VPN2S.
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Figure 25 VPN Express Settings Completed
VPN Setup

Welcome = Policy = Type = Settings = Summary

Express Settings
Congratulations. The VPN Access wizard is completed.

IKE Version; IKEv1
Rule Name: WIZARD_WVPN
My Address: Any

Secure Gateway: 1.1.1.1

Pre-Shared Key: 12345478
Local Policy ({IP/Mask]: 2.2,.2.2/255.255.255.0
Remote Policy (IP/Mask]: 3.3.3.3/255.255.255.0

3.3.2 VPN Advanced Settings

The following screens will display if you select Advanced in the VPN Policy screen.

1 Type the Rule Name used to identify this VPN connection (and VPN gateway). Then select the IKE
Version and the Scenario that best describes your intended VPN connection. Then click Next. For more
information on each label see Section 11.5 on page 158.

Figure 26 VPN Advanced Settings
VPN Setup

Welcome = Policy = Type

Advanced Settings

Rule Name: WIZARD_VPN

IKE Version
) [KEv1
IKEv2

Scenario

¢ Site-to-site

Site-to-site with Dynamic Peer m
Remote Access (Server Role) g 4—p [=-n- Intemet
—

Remote Access [Client Role)

© settings
© summary

© Completed
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2 Use the following screen to setup Phase 1 Settings. Select an Encryption, Authentication Algorithm, and
Key Group, and define how often the VPN2S renegotiates the IKE SA in the Life Time field. For more
information on each label see Section 11.5 on page 158.
Figure 27 Phase 1 Settings

VPN Setup

Welcome = Policy = Type = Setings

Advanced Settings
Phase 1 Seftings

My Interface: Any -

Secure Gateway

* Siatic Address: [ e

Negotiation Mode: Main -

Encryption Algorithm: AES128 -

Authentication Algorithm: SHAI -

Key Group: DH2 -

SA Life Time: 86400 (180 - 3000000 seconds)

M1 MAT Traversal

M Dead Peer Detection (DPD)

Avuthentication Method
Cerificate
Summary
Completed

3 Use the following screen to setup Phase 2 Settings. Phase 2 in an IKE uses the SA that was established in
phasel to negotiate Security Associations (SAs) for IPsec. For more information on each label on this
screen see Section 11.5 on page 158. Click Next.
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Figure 28 Phase 2 Seftings

VPN Setup

Welcome = Policy = Type = Settings

Advanced Seftings
Phase 2 Settings

Encapsulation: Tunnel -
Encryption Algorithm: AES128 -
Authentication Algorithm: SHAT -
SA Life Time: 84400 (180 - 3000000 seconds)
Perfect Forward Secrecy (PFS): DH2 -

Policy Settings

Local Policy (IP/Mask): 2222 /| 255255.255.0
Remote Policy {IP/Mask]: 3.3.3.3 /| 955.255.255.0
Froperty
Mailed UP
O summary
© completed

4  Aread-only summary of the VPN tunnel’s configuration will display. If you want fo save your changes
click Save; otherwise go Back to modify any previous configurations.
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Figure 29 Summary

VPN Setup

Welcome = Policy = Type = Settings = Summary

Advanced Settings

Summary

Rule Name: WIZARD_VPN
IKE Wersion: IKEVv1

My Interface: Any

Secure Gateway: 1.1.1.1

Pre-Shared Key: 12345678
Certificate:
Local Policy (IP/Mask): 2.2.2.2/255.255.255.0
Remote Policy (IP/Mask): 3.3.3.3/255.255.255.0
Phase 1
Negotiation Mode: Main
Encryption Algorithm: AESI28
Authentication Algorithim: SHA1
Key Group: DH2
Phase 2
Encryption: Tunnel
Encryption Algorithm: AES128
Authentication Algorithm: SHAT

A |

© Completed

5 Your VPN2S saves your settings. Now the rule is configured on the VPN2S. Click Finish to exit the VPN
Setup Wizard.
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Figure 30 VPN Advanced Settings Completed

VPN Setup

Welcome = Policy = Type = Settings = Summary

Advanced Seftings

Congratulations. The VPN Access wizard is completed.
Summary

Rule Name: WIZARD_VPN

Secure Gateway: 1.1.1.1

My Address: Any
Pre-Shared Key: 12345478
Cerfificate:

Phase 1

Negotiation Mode: Main
Encryption Algerithm: AES128
Authentication Algorithm: SHAI
Key Group: DH2
SA Life Time: 86400
NAT Traversal: Enable
Dead Peer Detection (DFD): Enable
Phase 2

Encryption: Tunnel
Encryption Algorthm: AES128
Authentication Algorithm: SHAT
SA Life Time: 86400

Perfect Forward Secrecy [PFS): DH?2

Policy

Local Policy ({IP/Mask]: 2.2,.2.2/255.255.255.0
Remote Policy (IP/Mask]: 3.3.3.3/255.255.255.0
Nailed UP: Disable

3.4 Wizard IPvé Setup

Click the IPvé Setup down arrow to configure the IPvé settings on the VPN2S. Click Next to continue the
Wizard, Back to return to the previous screen.
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Figure 31 Wizard IPvé Setup
IPvé Setup

Welcome

Welcome to IPvé Setup
Welcome to IPvé Wizard. This wizard will help you to configure the vPN2S for IPvé network environment.

© Interface Setup
©) WAN setup
© LAN setup

© summary

Select the WAN interface on which you want to have an IPvé connection. Select Auto Detection for the
VPN2S to automatically detect the IPvé Internet connection type, and the Wizard IPvé setup is
completed. If you want to enter a static IPvé address or obtain it from a DHCP server click Next.

Figure 32 Interface Setup

Welcome

Interface Setup
WAN Interface: L]

Auto Detection

(Please connect your ethernet cable or telephone cable to auto detect the IPvé sefting via your service provider.)

© WAN sefup
©) LAN setup

© summary

If you did not select Auto Detection the following screen displays. Use this screen to enter a static IPvé
address assigned by your ISP, and/or obtain an IPvé address from a DHCPvé server. The IP address
assigned by a DHCP server has priority over the IP address automatically generated by the VPN2S.
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Figure 33 WAN Setup

Welcome = Inferface Setup

WAN Setup
IPvé Address

(#) Obtain an IPvé Address Automatically

Static IPvé Address

IPvé DNS Server

(®) Obtain IPwé DNS Info Automatically

Use Following Static IPvé DNS Address

© LAN setup

© summary

Use this screen to configure the LAN IPvé settings of the VPN2S. Select Delegate Prefix From WAN to
automatically obtain an IPvé network prefix from the previously selected interface. Or select Static to
configure a static IPvé address for the VPN2S's LAN IPvé address. Select the type of service that you are
registered from your DNS service provider. Click Next to save your settings.

Figure 34 LAN Setup

Welcome = Inferface Setup => WAN Setup

LAN Setup
Prefix

¢ Delegate Prefix From WAN
) Static
Static IPvé Address Prefix f400::
IPvé Address Assignment

) Auto Cenfig
= DHCP Server

DNS Values
IPvé DNS Server 1: DINS Proxy e
IPvé DINS Server 2t DINS Proxy -
IPvé DINS Server 3: DINS Proxy -
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9 Aread-only summary of the IPvé settings will display. Click Finish to exit the Wizard IPvé Setup.
Figure 35 Summary

Welcome = Interface Setup => WAN Setup => LAN Sefup
Summary
WAN
Address: None
Gateway IP:
DNS Server 1: None
DNS Server 2: None
LAN
Address: None
Mode: Default PD from WAN
DNS Server 1: DMNS Proxy
DS Server 2: DNS Proxy
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CHAPTER 4
Dashboard

4.1 Overview

After you log into the Web Configurator, the Dashboard screen appears. This shows the network
connection status of the VPN2S and clients connected to it.

You can use the Dashboard screen to look atf the current status of the VPN2S, system resources, and
interfaces (LAN and WAN).

4.2 The Dashboard Screen

Use this screen to view the connections status of the VPN2S. When you click the Dashboard tab a
network map opens. You can view the number of devices connected to the VPN2S. Click on each
interface icon to view details about the VPN2S interfaces.

Figure 36 Dashboard Screen

ZYXEL @ eumin @
[ X N RN ]
VPN2$ (@) Dashboard I} Wizard E& configuration 53 Maintenance
Default [LAN] WAN1
IP Address / Mask Type
A 15204601724 ETH/POE
fd00::5ee2:8ciffe... Rensw g
VLAN IP Address / Mask +@
DHCP Clienl .
BE Spee -(LILfDL]
LAN Interface WAN Interface

If you prefer to view the status in a list, click the arrow icon 0 to show the Dashboard’s list view.
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Figure 37 Dashboard List View Screen

&= Device Informafion m System Status @ Firewall Status

Host Name System Uptime Firewall Load Balance
WPN2S 8min [on @) WANT
Serial Number Current Date / Time DoS$ Protection Algerithm
S170Y48011032 2018-05-18 22:03:3%9(GMT-00:00) [ ON @] WRR
MAC Address CPU Usage Failover
SC:E2:3C:D3:7A:24 49% Mabile
Firmware Version Memory Usage
V12{ABLN.OJ0% @ 21%
Defauli_L2TP_VPN_Connection =1

Interface Upload Speed Download Speed

Mobile

No Dynamic DNS rule.
WAN1

=Y Content Fitter Statistics

Web Request Statistics Category Hit Summary
No Contfent Filter Query List
W Passec:0 M Security Threat 0
Blocked:0 W Others:0

Each field is described in the following table.

Table 4 Dashboard List View Screen

LABEL DESCRIPTION

Device Information

Host Name This field displays the name used to identify the VPN2S on any network.

Serial Number This field displays the serial number of this VPN2S. The serial number is used for device
fracking and confrol.

MAC Address This field displays the MAC address used by the VPN2S.

Firmware Version This field displays the present firmware version.

System Status

System Upfime This field displays how long the VPN2S has been running since it last restarted or was
furned on.

Current Date / Time This field displays the time in the VPN2S.
Each time you reload this page, the VPN2S synchronizes the date with the time
server.

CPU Usage This field displays what percentage of the VPN2S's processing capability is currently
being used.

Memory Usage This field displays what percentage of the VPN2S's RAM is currently being used.

Firewall Status

Firewalll Click the slide button to enable and disable the firewall on the VPN2S.

DoS Protection Click the slide button to activate protection against DoS attacks.

Multi-WAN

Load Balance This shows the active WAN interfaces in the VPN2S.
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Table 4 Dashboard List View Screen

LABEL

DESCRIPTION

Algorithm

This field displays the type of load balancing algorithm currently used by the VPN2S.

WRR (Weighted Round Robin) to balance the traffic load between interfaces based
on their respective weights.

LLF (Least Load First) to send new session traffic through the least utilized frunk
mempber.

SPILLOVER to send network traffic through the first interface in the group member list
until there is enough traffic that the second interface needs to be used (and so on).

Failover

This field displays the passive interfaces used for failover in the VPN2S.

VPN Status

This field displays the VPN2S's VPN connections and if the IP Sec SA is connected or
disconnected.

Dynamic DNS Status

This field display the VPN2S's dynamic DNS and the inferface each DDNS uses.

Bandwidth Monitor

Interface

This field displays the name of each interface in the VPN2S.

Upload Speed

This displays interface’s current upload link speed.

Download Speed

This displays inferface’s current download link speed.

Content Filter Statistics

Web Request Statistics

This displays the number of websites the VPN2S has grant access to versus the
websites that have been blocked according to what you have selected in the
Configuration > Security Service> Content Filter screen.

Category Hit Summary

This displays the number of requested managed web pages versus the ones with
security threat categories you have selected in the Configuration > Security Service>
Content Filter screen.

Content Filter Top Query List

This displays the top categories of the web pages accessed by the VPN2S
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CHAPTER 5
WAN/Internet

5.1 Overview

This chapter discusses the VPN2S's WAN/Internet screens. Use these screens to configure your VPN2S for
Internet access.

A WAN (Wide Area Network) connection is an outfside connection to another network or the Internet. It
connects your private networks, such as a LAN (Local Area Network) and other networks, so that a
computer in one location can communicate with computers in other locations.

Figure 38 LAN and WAN

WAN

‘
n

3G (third generation)/4G (fourth generation) standards are used for the sending and receiving of voice,
video, and data in a mobile environment.

You can attach a 3G/4G wireless adapter to the USB port and set the VPN2S to use this 3G/4G
connection as your WAN or a backup when the wired WAN connection fails.

22
k\

)
L s
AGTAG

Figure 39 Mobile WAN Connection
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5.1.1 What You Can Do in this Chapter

» Use the WAN Status screen fo view the WAN traffic statistics (Section 5.3 on page 50).

¢ Use the WAN Setup screen to view, remove or add a WAN interface. You can also configure the WAN
settings on the VPN2S for Internet access (Section 5.3 on page 50).

* Use the Mobile screen to configure a 3G/4G WAN connection (Section 5.4 on page 59).

» Use the Port Setting screen to sef flexible ports as part of LAN or WAN inferfaces. (Section 5.5 on page
63).

* Use the Multi-WAN screen to configure the multiple WAN load balancing and failover rules to
distribute traffic among different interfaces (Section 5.6 on page 64).

* Use the Dynamic DNS screen to enable DDNS and configure the DDNS settings on the VPN2S (Secftion
5.7 on page 67).

Table 5 WAN Setup Overview

LAYER-2 INTERFACE INTERNET CONNECTION
CONNECTION MODE ENCAPSULATION CONNECTION SETTINGS
Ethernet Routing IPOE/PPPOE PPP information, IPv4/IPvé IP address, routing
feature, DNS server, VLAN, QoS, and MTU
Bridge N/A VLAN and QoS
3G Nailed Up PPP/IPOE Dial string, APN (Access Point Name), IP
address, DNS server
On Demand PPP/IPOE Dial string, APN, Maximum idle time out, IP
address, DNS server

5.1.2 What You Need to Know

The following terms and concepts may help as you read this chapter.

Encapsulation Method

Encapsulation is used to include data from an upper layer protocol into a lower layer protocol. To set up
a WAN connection to the Internet, you need to use the same encapsulation method used by your ISP
(Internet Service Provider). If your ISP offers a dial-up Internet connection using PPPoE (PPP over
Ethernet), they should also provide a username and password (and service name) for user
authentication.

WAN IP Address

The WAN IP address is an IP address for the VPN2S, which makes it accessible from an outside network. It
is used by the VPN2S to communicate with other devices in other networks. It can be static (fixed) or
dynamically assigned by the ISP each time the VPN2S tries to access the Internet.

If your ISP assigns you a static WAN IP address, they should also assign you the subnet mask and DNS
server IP address(es).

3G /4G

3G (Third Generation)/ 4G(Fourth Generation) is a digital, packet-switched wireless technology.
Bandwidth usage is optimized as multiple users share the same channel and bandwidth is only
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allocated to users when they send data. It allows fast transfer of voice and non-voice data and provides
broadband Internet access to mobile devices.

IPvé Introduction

IPvé (Internet Protocol version 6), is designed to enhance IP address size and features. The increase in
IPvé address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 IP addresses. The VPN2S
can use IPv4/IPvé dual stack to connect to IPv4 and IPvé networks, and supports IPvé rapid deployment
(6RD).

IPvé Addressing

The 128-bit IPvé address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

IPvé addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. So 2001 :0db8:1a2b:0015:0000:0000:1a2f:0000 can be
written as 2001:db8:1a2b:15:0:0:1a2f:0.

* Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPvé address. So 2001 :0db8:0000:0000:1a2f:0000:0000:0015 can be
written as 2001 :0db8: :1a2f:0000:0000:0015, 2001:0db8:0000:0000:1a2f: : 0015,
2001:db8::1a2f:0:0:15 or 2001:db8:0:0:1a2f::15.

IPvé Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bits (2001 :db8) is the subnet prefix.

IPvé Subnet Masking

Both an IPvé address and IPvé subnet mask compose of 128-bit binary digits, which are divided info
eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each character
(1 ~10, A~F). Each block’s 16 bits are then represented by four hexadecimal characters. For example,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

IPvé Rapid Deployment

Use IPvé Rapid Deployment (6rd) when the local network uses IPvé and the ISP has an IPv4 network.
When the VPN2S has an IPv4 WAN address and you set IPv4/IPvé Mode to IPv4 Only, you can enable érd
to encapsulate IPvé packets in IPv4 packets to cross the ISP's IPv4 network.

The VPN2S generates a global IPvé prefix from its IPv4 WAN address and tunnels IPvé traffic fo the ISP’s
Border Relay router (BR in the figure) to connect to the native IPvé Internet. The local network can also
use IPv4 services. The VPN2S uses it's configured IPv4 WAN [P to route IPv4 traffic fo the IPv4 Internet.
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Figure 40 IPv6 Rapid Deployment
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Dual Stack Lite

Use Dual Stack Lite when local network computers use IPv4 and the ISP has an IPvé network. When the
VPN2S has an IPvé WAN address and you set IPv4/IPvé Mode to IPvé Only, you can enable Dual Stack
Lite to use IPv4 computers and services.

The VPN2S tunnels IPv4 packets inside IPvé encapsulation packets to the ISP's Address Family Transition
Router (AFTR in the graphic) fo connect to the IPv4 Internet. The local network can also use IPvé services.
The Router uses it's configured IPv6 WAN IP fo route IPvé fraffic to the IPvé Internet.

Figure 41 Dual Stack Lite
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5.1.3 Before You Begin

You need to know your Internet access settings such as encapsulation and WAN IP address. Get this
information from your ISP.
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5.2 The WAN Status Screen

Use this screen to show the number of bytes received and sent on the VPN2S. Click Configuration > WAN
/ Internet to open the WAN Status screen.

Figure 42 Configuration > WAN / Internet > WAN Status

WAN Status

Name Status Tx Bytes Rx Bytes Tx Pkts Rx Pkts

WANI Down 0 0 0 0

The following table describes the labels in this screen.

Table 6 Configuration > WAN / Internet > WAN Status

LABEL DESCRIPTION

Refresh Click this to update the table.

Name This displays the name of the WAN interface.

Status This shows Up if the connection to this interface is up, otherwise it will display Down.
Tx Bytes This indicates the number of bytes transmitted on this interface.

Rx Bytes This indicates the number of bytes received on this interface.

Tx Pkts This indicates the number of transmitted packets on this interface.

Rx Pkts This indicates the number of received packets on this interface.

5.3 The WAN Setup Screen

Use this screen to change your VPN2S's Internet access settings. Click Configuration > WAN / Internet >
WAN Setup from the menu. The summary table shows you the configured WAN services (connections)
on the VPN2S.

Figure 43 Configuration > WAN / Infernet > WAN Setup

WAN Setup
# Status Name | Type Mede Encapsulation | 802.1p 802.1q IGMP ... | NAT | Default... | IPvé MLD Proxy
1 WANT  ETH Routing  IPoE - - v < v Q [}
Page 1 of 1 Show 20 irems Displaying 1-1of 1
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The following table describes the labels in this screen.

Table 7 Configuration > WAN / Internet > WAN Setup

LABEL DESCRIPTION

Add Click this button to create a new WAN connection.
Edit Click Edit fo modify the WAN connection.

Remove Click Remove fo delete a WAN connection.

Multiple Entries
Turn On

Select one or more WAN connections and click this to enable them.

Use the [Shiff] or [CHrl] key to select multiple entries.

Multiple Entries

Select one or more WAN connections and click this fo disable them.

Turn Off
Use the [Shift] or [Ctrl] key to select multiple entries.

# This is the index number of the WAN connection.

Status This field displays whether the connection is active or not. A green ON button signifies that this
connection is active. A gray OFF button signifies that this connection is not active.
Click the slide button to enable and disable the connection.

Name This is the service name of the connection.

Type This shows Ethernet connection.

Mode This shows whether the connection is in routing or bridge mode.

Encapsulation

This is the method of encapsulation used by this connection.

802.1p

This indicates the |EEE 802.1p priority level assigned to traffic sent through this connection. This
displays N/A when there is no priority level assigned.

802.1g This indicates the VLAN ID number assigned to traffic sent through this connection. This displays
N/A when there is no VLAN ID number assigned.

IGMP Proxy This shows whether the VPN2S act as an IGMP proxy (green check mark) or not (red X) on this
connection.

NAT This shows whether NAT is activated (green check mark) or not (red X) for this connection.

Default This shows whether the VPN2S use the WAN interface of this connection as the system default

Gateway gafteway (green check mark) or not (red X).

IPvé This shows whether IPvé is activated (green check mark) or not (red X) for this connection. IPvé is
not available when the connection uses the bridging service.

MLD Proxy This shows whether Multicast Listener Discovery (MLD) is activated (green check mark) or not

(red X) for this connection. MLD is not available when the connection uses the bridging service.

5.3.1 Internet Connection: Add/Edit

Click Add or Edit in the Configuration > WAN / Internet > WAN Setup screen to configure a WAN
connection. The screen varies depending on the interface type, mode, encapsulation, and IPv4/IPvé
mode you select.

5.3.1.1 Routing Mode

Use Routing mode if your ISP give you one IP address only and you want multiple computers to share an
Internet account.

The screen varies when you select other interface type, encapsulation, and IPvé/IPv4 mode.
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Figure 44 WAN / Internet > WAN Setup > Add/Edit: Roufing Mode

© WAN Setup - Add =3}
General

¥ Inferface Enable

E—

Type: Ethemst -
Mode: Routing -
Encapsulation: IPoE e
IPvd / IPvé Mode: IPv4 IPvé Dualstack -
IPv4 Address

® Obtain an IP Address Automatically

Use the Following IF Address

Routing Feature
 Enable NAT

Enable IGMP Proxy

“ Apply as Default Gateway

DNS Server
*) Obtain DNS Server Address Automatically

Use the Following DNS Server Address

DHCF Client Options
Request Options:

Option 43 Option 120 Optien 121
Send Options:
# Option 60
WVendor Class ID: l:|°
# Option 61
—
DUID Type: DUID-LLT M

—
Link-layer Address: l:|°

# Option 125

VLAN
~ Enable
802.1p:

: -
E— T

Interface Parameters

Egress Bandwidth: 1048576 Kbps
Ingress Bandwidth: 1048576 Kbps
MTU: 1500 (48~1500)
Connectivity Check
Enable Connectivity Check
Check Method: ICMP -
Check Period: 30 (5 - 600 seconds )
Check Timeout: 5 (1-10seconds )
Check Fail Tolerance: 3 (1-10]

(& Check Default Gateway
Check This Address

WAN MAC Address
*) Factory Default

Clone the computer MAC acddress-IP Address
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The following table describes the labels in this screen.

Table 8 WAN Internet > WAN Setup > Add/Edit: Routing Mode

LABEL DESCRIPTION

General

Interface Select this to activate the WAN configuration settings.

Enable

Name Specify a descriptive name for this connection.

Type This displays Ethernet when the VPN2S transmits data over the Ethernet WAN port.

Mode Select Routing if your ISP give you one IP address only and you want multiple computers to share

an Internet account.

Encapsulation

Select the method of encapsulation used by your ISP from the drop-down list box. This option is
available only when you select Routing in the Mode field.

* PPP over Ethernet (PPPoE): PPPOE (Point fo Point Protocol over Ethernet) provides access
control and billing functionality in a manner similar to dial-up services using PPP. Select this if
you have a username and password for Intfernet access.

« |IP over Ethernet (IPoE): In this type of Internet connection, IP packets are routed between the

Ethernet interface and the WAN interface and then formatted so that they can be
understood in a bridged environment.

IPv4/IPvé Mode

Select IPv4 Only if you want the VPN2S to run IPv4 only.
Select IPv4 IPvé Dualstack to allow the VPN2S to run IPv4 and IPvé at the same time.

Select IPvé Only if you want the VPN2S to run IPvé only.

PPP Information

This is available only when you select PPPoE in the Encapsulation field.

User Name Enter the user name exactly as your ISP assigned. If assigned a name in the form user@domain
where domain identifies a service name, then enter both components exactly as given.

Password Enter the password associated with the user name above. Click Password Unmask to view the
password you entered.

Connection Select Auto Connect if you do not want the connection fo fime out. Select On Demand to

Trigger specify the time of idle before the connection times out.

Idle Timeout This value specifies the time in minutes that elapses before the router automatically disconnects
from the PPPOE server.
This field is not configurable if you select Auto Connect.

PPPoE This field is available when you select PPPoE encapsulation.

Passthrough . L .
In addition to the VPN2S's built-in PPPoE client, you can enable PPPoE pass through to allow up
fo ten hosts on the LAN fo use PPPOE client sofftware on their computers to connect to the ISP via
the VPN2S. Each host can have a separate account and a public WAN IP address.
PPPOE pass through is an alternative to NAT for application where NAT is not appropriate.
Disable PPPoE pass through if you do not need to allow hosts on the LAN to use PPPoE client
software on their computers to connect to the ISP.

IPv4 Address This is available only when you select IPv4 Only or IPv4 IPvé Dualstack in the IPv4 / IPvé Mode
field.

Obtain an IP A static IP address is a fixed IP that your ISP gives you. A dynamic IP address is not fixed; the ISP

Address assigns you a different one each time you connect to the Internet. Select this if you have a

Automatically dynamic IP address.

Use the Select this option if the ISP assighed a fixed IP address.

Following IP

Address

IP Address Enter the static IP address provided by your ISP.

Subnet Mask

Enter the subnet mask provided by your ISP.
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Table 8 WAN Internet > WAN Setup > Add/Edit: Routing Mode (continued)

LABEL DESCRIPTION
Gateway IP | Enter the gateway IP address provided by your ISP.
Address

Routing Feature

This is available only when you select IPv4 Only or IPv4 IPvé DualStack in the IPv4 / IPvé Mode
field.

Enable NAT | Select this option to activate NAT on this connection.
Enable Intfernet Group Multicast Profocol (IGMP) is a network-layer protocol used fo establish
IGMP Proxy | membership in a Multicast group - it is not used to carry user data.
Select this option fo have the VPN2S act as an IGMP proxy on this connection. This allows the
VPN2S to get subscribing information and maintain a joined member list for each multicast
group. It can reduce multicast traffic significantly.
Apply as Select this option to have the VPN2S use the WAN interface of this connection as the system
Default default gateway.
Gateway
DNS Server This is available only when you select IPv4 Only or IPv4 IPvé Dualstack in the IPv4 / IPvé Mode
field.
Obtain DNS Select this if you want the VPN2S to use the DNS server addresses assigned by your ISP.

Server Address
Automatically

Use the Select this if you want the VPN2S to use the DNS server addresses you configure manually.
Following DNS
Server Address

DNS Server 1 | Enter the first DNS server address.

DNS Server 2 | Enter the second DNS server address.
DHCP Client This is available only when you select IPv4 Only or IPv4 IPvé Dualstack in the IPv4 / IPvé Mode
Options field.
Request Options | « Select Option 43 to have the VPN2S automatically add vendor specific information in the

DHCP packets to request the vendor specific options from the DHCP server.

e Select Option 120 to have the VPN2S geft the IP address or a fully-qualified domain name of
SIP server from the DHCP server.

* Select Option 121 to have the VPN2S get static route rules from the DHCP server.

Send Options

Option 60 Select this and enter the device identity you want the VPN2S to add in the DHCP discovery
packets that go to the DHCP server.

Vendor Enter the Vendor Class Identifier, such as the type of the hardware or firmware.

Class ID

Option 61 Select this and entfer any string that identifies the device.

IAID Enter the Identity Association Identifier (IAID) of the device, for example, the WAN connection
index number.

DUID Type Select DUID-LLT to have the VPN2S use DUID-LLT (DUID Based on Link-layer Address Plus Time) for
identification when exchanging DHCPvé messages. You need to enter the hardware type, a
fime value and the MAC address of the device.

Select DUID-EN to have the VPN2S use DUID-EN (DUID Assigned by Vendor Based upon Enterprise
Number) for identification when exchanging DHCPvé messages. You need to enter the vendor's
registered enterprise number.

Select DUID-LL to have the VPN2S use DUID-LL (DUID Based on Link-layer Address) for
identfification when exchanging DHCPvé messages. You need to enter the device's hardware
type and hardware address (MAC address).

Hardware Enter the device's hardware type, assigned by the IANA.

Type

Time Enter the time that the DUID is generated.
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Table 8 WAN Internet > WAN Setup > Add/Edit: Routing Mode (continued)

LABEL DESCRIPTION
Link-layer Enter the VPN2S's hardware address, that is the MAC address.
Address
Enterprise Enter the vendor’s registered private enterprise number. An enterprise number is a unique
Number number that identifies a company.
Identifier Enter a unique identifier assigned by the vendor.
Option 125 Select this fo have the VPN2S automatically generate and add vendor specific parameters in
the DHCP discovery packets that go to the DHCP server.
6RD Enable IPvé rapid deployment to tunnel IPvé traffic from the local network through the ISP’s IPv4

network.

The 6RD (IPvé rapid deployment) fields display when you set the IPv4 / IPvé Mode field to IPv4
Only.

Automatically
configured by
DHCPC

Select this fo have the VPN2S detect IPv4 address automatically through DHCP.

This option is configurable only when you set the method of encapsulation to IPoE.

Manual
Configuration

Select this to manually configure an IPv4 address of the relay server.

Service Provider

Enter an IPvé prefix for funneling IPvé traffic to the ISP’s Border Relay router and connecting to

IPvé Prefix the native IPvé Internet.

IPv4 Mask Enter the subnet mask number (1~32) for the IPv4 network.

Length

Border Relay When you select Manual Configuration, specify the relay server IPv4 address.

IPv4 Address

VLAN

Enable Select this option to add the VLAN tag (specified below) to the outgoing traffic through this
connection.

802.1p IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a MAC-layer frame that
contains bits to define class of service.
Select the IEEE 802.1p priority level (from O to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

VLAN ID Type the VLAN ID number (from 1 to 4094) for traffic through this connection.

Interface Parameters

Egress Enter the maximum amount of traffic, in kilobits per second, the VPN2S can send through the

Bandwidth interface to the network. Allowed values are 0 - 1048576.

Ingress This is reserved for future use.

Bandwidth ) o .
Enter the maximum amount of traffic, in kilobits per second, the VPN2S can receive from the
network through the interface. Allowed values are 0 - 1048576.

MTU Enter the MTU (Maximum Transfer Unit) size for this traffic.
Type the maximum size of each data packet, in bytes, that can move through this interface. If a
larger packet arrives, the VPN2S divides it into smaller fragments. Allowed values are 68 -1492.
Usually, this value is 1500.

Connectivity The interface can regularly check the connection to the gateway you specified to make sure it

Check is still available. You specify how often the interface checks the connection, how long to wait for
a response before the attempt is a failure, and how many consecutive failures are required
before the VPN2S stops routing to the gateway. The VPN2S resumes routing to the gateway the
first time the gateway passes the connectivity check.

Enable Select this fo turn on the connection check.

Connectivity

Check
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Table 8 WAN Internet > WAN Setup > Add/Edit: Routing Mode (continued)

LABEL DESCRIPTION

Check Method | Select the method that the gateway allows.

Select ICMP to have the VPN2S regularly ping the gateway you specify to make sure it is still
available.

Select TCP to have the VPN2S regularly perform a TCP handshake with the gateway you specify
to make sure it is still available.

Check Period Enter the number of seconds between connection check attempts.

Check Timeout | Enter the number of seconds to wait for a response before the attempt is a failure.

Check Fail Enter the number of consecutive failures before the VPN2S stops routing through the gateway.
Tolerance

Check Default Select this to use the default gateway for the connectivity check.

Gateway

Check This Select this to specify a domain name or IP address for the connectivity check. Enter that domain
Address name or IP address in the field next to if.

WAN MAC Address

Factory Default | Select this to use the factory default MAC address,

Clone the Select this to clone the MAC address from a computer on your LAN. Type the IP address of the
Computer MAC | computer with the MAC address you are cloning.

address-IP

Address

Set MAC Select this if you know the MAC address you want to use.

Address

OK Click OK to save your changes back to the VPN2S.

Cancel Click Cancel to exit this screen without saving.

5.3.1.2 Bridge Mode

Click the Add or Edit in the Configuration > WAN / Internet > WAN Setup screen. Select Bridge as the
device mode. The screen varies depending on the interface type you select.

Ethernet

If you select Ethernet as the interface type, the following screen appears.
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Figure 45 WAN / Internet > WAN Setup > Add/Edit: Bridge Mode (Ethernet)

Name:
Type:

Mode:

VLAN
M Enacble
802.1p:

VLAN 1D

&» WAN Setup - Add X

General Settings

V Interface Enable

o
Ethemet
Bridge -
3 -
|@ (1~4094)

Cancel

The following table describes the fields in this screen.

Table 9 WAN / Internet > WAN Setup > Add/Edit: Bridge Mode (Ethernet)

LABEL DESCRIPTION

General

Interface Enable | Select this to activate the WAN configuration setftings.

Name Enter a service name of the connection.

Type Select Ethernet to have the VPN2S transmits data over the Ethernet WAN port.

Mode Select Bridge when your ISP provides you more than one IP address and you want the
connected computers to get individual IP address from ISP’'s DHCP server directly. If you select
Bridge, you cannoft use routing functions, such as QoS, Firewall, DHCP server and NAT on fraffic
from the selected LAN port(s).

VLAN

Enable Select this to add the VLAN Tag (specified below) to the outgoing traffic through this
connection.

802.1p IEEE 802.1p defines up to 8 separate traffic types by inserting a tag info a MAC-layer frame that
contains bits to define class of service.
Select the [EEE 802.1p priority level (from 0 to 7) to add to traffic through this connection. The
greater the number, the higher the priority level.

VLAN ID Type the VLAN ID number (from 0 to 4094) for traffic through this connection.

OK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

5.3.1.3 IPvé

Click the Add or Edit in the Configuration > WAN / Internet > WAN Setup screen. Click the IPvé tab fo
configure an IPvé WAN interface connection. This screen is available only when you select IPvé Only or
IPv4 IPvé Dualstack in the IPv4 / IPvé Mode field of the WAN Setup > Add/Edit screen.
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Figure 46 WAN / Internet > WAN Setup > IPvé

@ WAN Setup - Add

Generul m

IPvé Address
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Obtain an IPvé Address Automatically
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Prefix Length:

e

Default Gateway: |
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Enable MLD Proxy

Apply as Default Gateway

IPvé DNS Server

*) Use Following Static IPvs DNS Address

DNS Server 1:

DS Server 2:

Tunnel
~| Enable DS-Lite

Ds-Lite Relay Server IP:

Cancel

The following table describes the labels in this screen.

Table 10 WAN / Internet > WAN Setup > IPvé

LABEL

DESCRIPTION

IPv6 Address

Obtain an IPvé Address
Automatically

Select this if you want to have the VPN2S use the IPvé prefix from the connected
router’s Router Advertisement (RA) to generate an IPvé address.

Static IPvé Address

Select this if you have a fixed IPvé address assigned by your ISP.

IPv6 Address

Enter the IPv6 address assigned by your ISP.

Prefix Length

Enter the address prefix length to specify how many most significant bits in an IPvé
address compose the network address.

Default Gateway

Enter the IP address of the next-hop gateway. The gateway is a router or switch on
the same segment as your VPN2S's interface(s). The gateway helps forward packets
to their destinations.

IPvé Routing Feature

Enable MLD Proxy

Select this check box to have the VPN2S act as an MLD proxy on this connection.
This allows the VPN2S to get subscription information and maintain a joined member
list for each multicast group. It can reduce multicast traffic significantly.

Apply as Default Gateway

Select this option to have the VPN2S use the WAN interface of this connection as the
system default gateway.

IPvé6 DNS Server

Obtain IPvé DNS Info
Automatically

Select this fo have the VPN2S get the IPvé DNS server addresses from the ISP
automatically.

Use Following Static IPvé
DNS Address

Select Static to have the VPN2S use the IPvé DNS server addresses you configure
manually.

VPN2S User's Guide
58




Chapter 5 WAN/Internet

Table 10 WAN / Internet > WAN Setup > IPvé

LABEL DESCRIPTION

DNS Server 1 Enter the first IPvé DNS server address assigned by the ISP.
DNS Server 2 Enter the second IPvé DNS server address assigned by the ISP.
Tunnel

(This is available only when you select IPvé Only in the IPv4 / IPvé Mode field.)

Enable DS-Lite Enable Dual Stack Lite to let local computers use IPv4 through an ISP’s IPvé network.
DS-Lite Relay Server IP Specify the transition router’s IPvé address.

OK Click OK to save your changes back to the VPN2S.

Cancel Click Cancel fo exit this screen without saving.

5.4 The Mobile Screen

Use this screen to configure your 3G/4G settings. Click Configuration > WAN / Internet > Mobile.

Note: The actual data rate you obtain varies depending on the 3G/4G USB dongle you use,
the signal strength to the service provider's base station, and so on.
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Figure 47 Configuration > WAN / Infernet > Mobile

Mobile

Connection Settings
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Enable Log
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Note:
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The following table describes the labels in this screen.

Table 11

Configuration > WAN / Internet > Mobile

LABEL

DESCRIPTION

Connection Setftings

Card This field displays the manufacturer and model name of your 3G/4G card if you inserted one in

Description the VPN2S. Otherwise, it displays N/A.

Username Type the user name (of up to 64 ASCII printable characters) given to you by your service
provider.

Password Type the password (of up to 64 ASCII printable characters) associated with the user name
above.

Authentication | Select an authentication type protocol for outgoing connection requests. Select Auto for the

Type VPN2S to accept any protocol when requested by the remote node. Select CHAP to accept
only CHAP and PAP for the VPN2S to accept only PAP.

PIN A PIN (Personal Identification Number) code is a key to a 3G/4G card. Without the PIN code, you
cannot use the 3G/4G card.
If your ISP enabled PIN code authentication, enter the 4-digit PIN code (0000 for example)
provided by your ISP. If you entfer the PIN code incorrectly, the 3G/4G card may be blocked by
your ISP and you cannot use the account to access the Internet.
If your ISP disabled PIN code authentication, leave this field blank.

Dial string Enfer the phone number (dial string) used to dial up a connection fo your service provider's base
station. Your ISP should provide the phone number.
For example, *99# is the dial string to establish a GPRS or 3G or 4G connection in Taiwan.

APN Enter the APN (Access Point Name) provided by your service provider. Connections with
different APNs may provide different services (such as Internet access or MMS (Multi-Media
Messaging Service)) and charge method.
You can enter up to 32 ASCII printable characters. Spaces are allowed.

Connection Select Nailed UP if you do not want the connection to time out.
Select on Demand if you do not want the connection up all the time and specify an idle fime-
out in the Max Idle Timeout field.

Max Idle This value specifies the time in minutes that elapses before the VPN2S automatically disconnects

Timeout from the ISP. This field is only available when you select On Demand in the Connection field.

IP Address

Obtain an IP Select this option If your ISP did not assign you a fixed IP address.

Address

Automatically

Use the Select this option If the ISP assighed a fixed IP address.

following static

IP address

IP Address Enfer your WAN IP address in this field if you selected Use the following static IP address.

Subnet Mask

Enter the Subnet Mask provided by your ISP.

DNS

Obtain DNS info
dynamically

Select this to have the VPN2S get the DNS server addresses from the ISP automatically.

Use the Select this to have the VPN2S use the DNS server addresses you configure manually.
Following DNS

Server Address

DNS server 1 Enter the first DNS server address assigned by the ISP.

DNS server 2

Enter the second DNS server address assigned by the ISP.
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Table 11 Configuration > WAN / Internet > Mobile (confinued)

LABEL DESCRIPTION

Connectivity The interface can regularly check the connection to the gateway you specified to make sure it

Check is still available. You specify how often the interface checks the connection, how long to wait for
aresponse before the attempt is a failure, and how many consecutive failures are required
before the VPN2S stops routing to the gateway. The VPN2S resumes routing to the gateway the
first time the gateway passes the connectivity check.

Enable Select this to turn on the connection check.

Connectivity

Check

Check Method | Select the method that the gateway allows.
Select ICMP o have the VPN2S regularly ping the gateway you specify to make sure it is still
available.
Select TCP to have the VPN2S regularly perform a TCP handshake with the gateway you specify
to make sure it is still available.

Check Period Enter the number of seconds between connection check attempfs.

Check Timeout

Enter the number of seconds to wait for a response before the attempt is a failure.

Check Fail Enfer the number of consecutive failures before the VPN2S stops routing through the gateway.

Tolerance

Check Default Select this to use the default gateway for the connectivity check.

Gateway

Check This Select this to specify a domain name or IP address for the connectivity check. Enter that domain

Address name or IP address in the field next to it.

Check Port This field is available when you select TCP in Check Method. Enfer the port number o use for a
TCP connection check.

Budget Setup

Enable Select this option fo set a monthly limit for the user account of the installed 3G/4G card. You
must insert a 3G/4G card before you enable budget control on the VPN2S.
You can set a limit on the total traffic and/or call time. The VPN2S takes the actions you specified
when a limit is exceeded during the month.

Time Budget Select this option and specify the amount of fime (in hours) that the 3G/4G connection can be

used within one month.

If you change the value after you configure and enable budget control, the VPN2S resets the
statistics.

Data Budget

Select this option and specify the amount of data in Mega bytes or the number of packets that
can be fransmitted via the 3G/4G connection within one month.

Select Download to set a limit on the downstream fraffic (from the ISP to the VPN2S).
Select Upload to set a limit on the upstream traffic (from the VPN2S to the ISP).
Select Download/Upload to set a limit on the total traffic in both directions.

If you change the value after you configure and enable budget control, the VPN2S resets the
statistics.

Reset All Budget
Counters On

Select the last or a specific day of the month to reset all budget counters. If the date you
specified is not available in a month, such as 30th or 31th of February, the VPN2S resets the
budget on the last day of the month.

Reset Time And
Data Budget
Counters

Click this button to reset the time and data budgets immediately. The count starts over with the
3G/4G connection’s full configured monthly time and data budgets. This does not affect the
normal monthly budget restart.

Before Over
Budget

Enter a number from 1 to 99 in the percentage fields. The VPN2S takes actions when the
specified percentage of fime budget or data limit is exceeded. If you change the value after
you configure and enable budget control, the VPN2S resets the stafistics.
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Table 11 Configuration > WAN / Internet > Mobile (confinued)

LABEL DESCRIPTION
Enable Log Select this to activate the logging function at the interval you set in the Interval field.
Interval Enter the time interval (in minutes) at which the VPN2S creates log messages.
When Over Specify the actions the VPN2S takes when the time or data limit is exceeded.
Budget
Current Select Keep to maintain the existing 3G/4G connection or Drop to disconnect it when the data
connection fransmission is over the set budget.
Apply Click Apply to save your changes back fo the VPN2S.
Reset Click Reset to return to the previous configuration.

5.5 The Port Setting Screen

Click Configuration > WAN / Internet > Port Setting to display the following screen. Use the Port Setting
screen to set the VPN2S flexible ports as part of the LAN or WAN interfaces. This creates a hardware
connection between physical ports at the layer 2 (data link, MAC address level).

Note the following if you are configuring from a computer connected to a LAN or WAN port and
change the port's role:

e A port's IP address varies as ifs role changes. Make sure your computer's IP address is in the same
subnet as the VPN2S's LAN or WAN IP address.

* Use the appropriate LAN or WAN IP address to access the VPN2S.
Figure 48 Configurafion > WAN / Internet > Port Sefting

Port Setting

Configuration

1 2 3 4
LAN WAN
LAN -
WAN .

| Apply | | Reset |

The physical Ethernet ports are shown at the bottom and the Ethernet interfaces are shown at the
bottom of the screen. Use the radio buttons to select for which interface (network) you want to use
each physical port. For example, select a port’s LAN radio button to use the port as part of the LAN
interface. The port will use the VPN2S's LAN IP address and MAC address.

Note: You will notice when Port 4 is WAN, Port 5 can only be WAN, this is because Port 5 has a
better performance as WAN and Port 4 works as failover.

Click Apply to save your changes and apply them to the VPN2S.
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Click Reset fo change the port groups to their current configuration (last-saved values).

5.6 The Multi-WAN Screen

Use the Multi-WAN screen to configure the multiple WAN load balance and failover rules to distribute
traffic among different interfaces. This helps fo increase overall network throughput and reliability. Load
balancing divides traffic loads between multiple interfaces. This allows you to improve quality of service
and maximize bandwidth utilization for mulfiple ISP links.

You can only configure one rule for each interface. Click Configuration > WAN / Internet > Multi-WAN to
display the following screen.

Figure 49 Configuration > WAN / Internet > Multi-WAN
Multi-WAN

Configuration

Disconnect Connections Before Falling Back

System Default

# Name Algorithm
1 SYSTEM_DEFAULT_WAN_TRUNEK WRR
Page 1 of 1 Show | 20 iterns Displaying 1-10of 1
| Apply | ‘ Reset |

The following table describes the labels in this screen.

Table 12 Configuration > WAN / Internet > Multi-WAN

LABEL DESCRIPTION

Configuration

Disconnect Select this to terminate existing connections on an interface which is set to passive mode when
Connections any interface set to active mode in the same frunk comes back up.

Before Falling

Back

System Default | The VPN2S automatically adds all external interfaces into the pre-configured system default
SYSTEM_DEFAULT_WAN_TRUNK. You cannot delete it.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s seftings.

# This field is a sequential value, and it is not associated with any interface.

Name This field displays the label to identify the trunk.

Algorithm This field displays the load balancing method the trunk is set to use.

Apply Click Apply to save your changes to the VPN2S.

Reset Click Reset to return the screen to ifs last-saved settings.
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5.6.1 Multi-WAN: Edit

Select an existing multi-WAN and click Edit in the Multi-WAN screen to configure it.

Figure 50 Multi-WAN: Edit

& Multi-WAN - Edit X

Marme: SYSTEM_DEFAULT_WAN_TRUNEK
Load Balancing Algorithm: Weighted Round Robin -

@ Add

# Member Mode Weight

1 WANI Active

2 Mobile Passive

Page 1 of 1 Show | 20 items Displaying 1-2of 2
OK | | Cancel

The following table describes the labels in this screen.

Table 13 Multi-WAN: Edit

LABEL DESCRIPTION

Name This field displays the label to identify the trunk.

Load Balancing | Select a load balancing method to use from the drop-down list box.

Algorithm
° Select Weighted Round Robin to balance the traffic load between interfaces based on their

respective weights. An interface with a larger weight gets more chances to fransmit fraffic than
an interface with a smaller weight. For example, if the weight ratio of wan1 and wan2 interfaces
is 2:1, the VPN2S chooses wan1 for 2 sessions’ traffic and wan?2 for 1 session’s fraffic in each round
of 3 new sessions.

Select Least Load First to send new session traffic through the least utilized frunk member.

Select Spillover fo send network traffic through the first interface in the group member list until
there is enough traffic that the second interface needs to be used (and so on).

Load Balancing | This field is available if you selected to use the Least Load First or Spillover method.

Index(es
(es) Select Outbound, Inbound, or Outbound + Inbound fo set the fraffic to which the VPN2S applies

the load balancing method. Outbound means the traffic tfraveling from an internal interface
(ex. LAN) to an external interface (ex. WAN). Inbound means the opposite.
The table lists the frunk’s member interfaces. You can add, edit, remove, or move enfries for user
configured frunks.

Add Click this to add a member interface to the trunk. Select an interface and click Add to add a
new member interface after the selected member interface.

Edit Select an enfry and click Edit to modify the entry’s setftings.

Remove To remove a member interface, select it and click Remove.

Move To move an interface o a different number in the list, click the Move icon. In the field that
appears, specify the number to which you want fo move the interface.

# This column displays the priorities of the group’s interfaces. The order of the interfaces in the list is
important since they are used in the order they are listed.

Member Click this table cell and select an interface to be a group member.
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Table 13 Multi-WAN: Edit (continued)

LABEL DESCRIPTION

Mode Click this table cell and select Active to have the VPN2S always attempt to use this connection.
Select Passive fo have the VPN2S only use this connection when all of the connections set fo
active are down. You can only set one of a group’s interfaces to passive mode.

Weight This field displays with the weighted round robin load balancing algorithm. Specify the weight
(1~10) for the interface. The weights of the different member interfaces form a ratio.This ratio
determines how much fraffic the VPN2S assigns to each member interface.The higher an
interface’s weight is (relative to the weights of the interfaces), the more sessions that interface
should handle.

Ingress This field displays with the least load first load balancing algorithm. It displays the maximum

Bandwidth number of kilobits of data the VPN2S is to allow to come in through the interface per second.
Note: You can configure the bandwidth of an interface in the corresponding

intferface edit screen.

Egress This field displays with the least load first or spillover load balancing algorithm. It displays the

Bandwidth maximum number of kilobits of data the VPN2S is fo send out through the interface per second.

Note: You can configure the bandwidth of an interface in the corresponding
intferface edit screen.

Total Bandwidth

This field displays with the spillover load balancing algorithm. It displays the maximum number of
kilobits of data the VPN2S is to send out and allow to come in through the interface per second.

Note: You can configure the bandwidth of an interface in the corresponding
interface edit screen.

Spillover

This field displays with the spillover load balancing algorithm. Specify the maximum bandwidth
of traffic in kilobits per second (1~1048576) to send out through the interface before using
another interface. When this spillover bandwidth limit is exceeded, the VPN2S sends new session
fraffic through the next interface. The fraffic of existing sessions still goes through the interface on
which they started.

The VPN2S uses the group member interfaces in the order that they are listed.

OK

Click OK to save your changes back to the VPN2S.

Cancel

Click Cancel to exit this screen without saving.

5.6.2 How to Configure Multi-WAN for Load Balancing and Failover

This example shows you how to configure multi-WAN for three WAN connections: an Ethernet WAN
connection and a 3G/4G (mobile) WAN connection. The available bandwidth for the Ethernet WAN
connection is 3 Mbps.

As these two wired WAN connections have different bandwidths, you can set multi-WAN to send traffic
over these WAN connections in a 3:2 ratfio. Most 3G/4G WAN connections charge the user for the
amount of data sent, so you can set multi-WAN to send traffic over the 3G/4G WAN connection only if
all other WAN connections are unavailable.

5.6.2.1 Configuring Multi-WAN

1

Click Configuration > WAN / Internet > Multi-WAN > Edit. By default, all available WAN connections on
the VPN2S are in active mode with a weight of 1, except for the mobile WAN connection which is set to

passive mode.
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2

Select the Ethernet WAN (WANT1) connection and click Edit. Change the weight field to 1 and change

Mobile's weight to 2. Click the OK button.

Z Multi-WAN - Edit X

MName: SYSTEM_DEFAULT_WAN_TRUNK
Load Balancing Algorithm: Weighted Round Robin -

@add  Hedit WrRemove aMMove

# Member Mode Weight

1 WANT Active
2 Mokbile Active 2
Page 1 of 1 Show | 20 iterms Displaying 1-20of 2
| OK | | Cancel |

You have finished the configuration. When both the Ethernet WAN and Mobile connections are up, the
VPN2S will send traffic over these two connections in a 3:2 ratio. When only one of these two
connections are up, the VPN2S will use that connection exclusively. Only when both of these two
connections are down will the VPN2S use the mobile WAN connection.

5.6.2.2 What Can Go Wrong?

¢ There can only be one WAN connection configured as passive mode at a time. If there is already a
WAN connection configured as passive mode, you will not be able to add or edit another WAN
connection in passive mode until the first WAN connection is changed to active mode or deleted.

The VPN2S will automatically add newly created WAN connections (from the WAN / Internet > WAN
Setup screen) to the multi-WAN configuration as active mode with a weight of 1. If you are creating a
new WAN connection for other purposes (such as exclusive VPN use), you will need to delete that
WAN connection from the multi-WAN configuration. Deleting a WAN connection from the multi-WAN
screen does not delete the WAN connection from the WAN Setup page.

* A WAN connection can only be listed once in the multi-WAN configuration table.

5.7 The Dynamic DNS screen

Use this screen to change your VPN2S's DDNS. Click Configuration > WAN / Internet > Dynamic DNS. The

screen appears as shown.

Figure 51 Configuration > WAN / Internet > Dynamic DNS

Dynamic DNS

@ sad

# Status Profile Name DDNS Server Demain Name

Page of 0 show 20 items

Interface

Current IP Result Time

Mo data to display
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The following table describes the labels in this screen.

Table 14 Configuration > WAN / Internet > Dynamic DNS

LABEL DESCRIPTION

Dynamic DNS

Add Click this to add a dynamic DNS.

Edit Select an enfry and click Edit to modify the dynamic DNS’s settings.
Remove To remove an Dynamic DNS, select it and click Remove.

Multiple Entries Turn On

Select one or more dynamic DNS entries and click this fo enable them.

Multiple Entries Turn Off

Select one or more dynamic DNS entries and click this to disable them.

#

This is the number of an individual dynamic DNS.

Status

This field displays whether the dynamic DNS is active or not. A green ON button
signifies that this dynamic DNS is active. A gray OFF button signifies that this dynamic
DNS is not active.

Profile Name

This field displays the descriptive profile name for this entry.

DDNS Server

This shows your Dynamic DNS service provider.

Domain Name

This shows the domain name assigned to your VPN2S by your Dynamic DNS provider.

Interface This field displays the interface to use for updating the IP address mapped to the
domain name.

Current IP This shows the IP address your Dynamic DNS provider has currently associated with
the Profile Name.

Result Accept - displays when DDNS profile was updated fo server successfully.
Not Accept - displays when DDNS profile is there was a problem during sync process.
Login Fail - displays when a DDNS profile is incorrect and it failed

Time This shows the last time the IP address the Dynamic DNS provider has associated with

the profile name was updated.

5.7.1 Dynamic DNS: Add/Edit

Click Add or select an existing dynamic DNS and click Edit in the Dynamic DNS screen fo configure it.
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Figure 52 Dynamic DNS: Add/Edit

& Dynamic DNS - Add

Enable

General Settings

Profile Name:

DDMNS Type:

DDNS Account

Username:

Password:

DDNS Settings

Domain Name:
Primary Binding Address:

Interface:

www.DynDNS.com -

Encble Wildcard Option

Enable off ine Option [only applies to custom DMNS)

WANI -

Cancel

The following table describes the labels on this screen.

Table 15 Dynamic DNS: Add/Edit

LABEL DESCRIPTION
Enable Select Enable to use this dynamic DNS.
General

Profile Name

When you are adding a dynamic DNS entry, type a descriptive name for this DDNS
entry in the VPN2S. You may use 1-32 alphanumeric characters, underscores(_), or
dashes (-), but the first character cannot be a number. This value is case-sensitive.

DDNS Type

Select your Dynamic DNS service provider from the drop-down list box.

DDNS Account

Username Type the user name used when you registered your domain name. You can use up
to 32 alphanumeric characters and the underscore. Spaces are not allowed.

Password Type the password provided by the DDNS provider. You can use up to 32
alphanumeric characters and the underscore. Spaces are not allowed.

DDNS Sefttings

Domain Name

Type the domain name you registered. You can use up fo 256 alphanumeric
characters.

Primary Binding Address

Interface

Select the interface to use for updating the IP address mapped to the domain
name.

Enable Wildcard Option

Select the check box to enable DynDNS Wildcard.

Enable the wildcard feature fo alias subdomains to be aliased to the same IP
address as your (dynamic) domain name. This feature is useful if you want to be able
fo use, for example, www.yourhost.dyndns.org and sfill reach your hosthname.

Enable off line Option (only
applies to custom DNS)

This option applies for custom DNS. Check with your Dynamic DNS service provider to
have traffic redirected to a URL (that you can specify) while you are off line.
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Table 15 Dynamic DNS: Add/Edit

LABEL DESCRIPTION
oK Click OK to save your changes back to the VPN2S and exit this screen.
Cancel Click Cancel to exit this screen without saving.

5.8 Technical Reference

The following section contains additional fechnical information about the VPN2S features described in
this chapter.

Encapsulation

Be sure to use the encapsulation method required by your ISP. The VPN2S can work in bridge mode or
routing mode. When the VPN2S is in routing mode, it supports the following methods.

IP over Ethernet

IP over Ethernet (IPOE) is an alternative to PPPOE. IP packets are being delivered across an Ethernet
network, without using PPP encapsulation. They are routed between the Ethernet interface and the
WAN interface and then formatted so that they can be understood in a bridged environment. For
instance, it encapsulates routed Ethernet frames intfo bridged Ethernet cells.

PPP over Ethernet (PPPoOE)

Point-to-Point Protocol over Ethernet (PPPOE) provides access confrol and billing functionality in a
manner similar to dial-up services using PPP. PPPoE is an IETF standard (RFC 2516) specifying how a
personal computer (PC) inferacts with a broadband modem (DSL, cable, wireless, etc.) connection.

For the service provider, PPPoE offers an access and authentication method that works with existing
access conftrol systems (for example RADIUS).

One of the benefits of PPPoE is the ability fo let you access one of multiple network services, a function
known as dynamic service selection. This enables the service provider to easily create and offer new IP
services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires no specific
configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the VPN2S (rather than individual computers), the computers on the
LAN do not need PPPoE software installed, since the VPN2S does that part of the task. Furthermore, with
NAT, all of the LANs' computers will have access.

IP Address Assignment

A static IP is a fixed IP that your ISP gives you. A dynamic IP is not fixed; the ISP assigns you a different one
each time. The Single User Account feature can be enabled or disabled if you have either a dynamic or
static IP. However the encapsulation method assigned influences your choices for IP address and
default gateway.
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Infroduction to VLANS

A Virtual Local Area Network (VLAN) allows a physical network to be partitioned info multiple logical
networks. Devices on a logical network belong to one group. A device can belong fo more than one
group. With VLAN, a device cannoft directly talk to or hear from devices that are not in the same
group(s); the traffic must first go through a router.

In Multi-Tenant Unit (MTU) applications, VLAN is vital in providing isolation and security among the
subscribers. When properly configured, VLAN prevents one subscriber from accessing the network
resources of another on the same LAN, thus a user will not see the printers and hard disks of another user
in the same building.

VLAN also increases network performance by limiting broadcasts to a smaller and more manageable
logical broadcast domain. In fraditional switched environments, all broadcast packets go to each and
every individual port. With VLAN, all broadcasts are confined to a specific broadcast domain.

Introduction to IEEE 802.1Q Tagged VLAN

A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the VLAN membership of a
frame across bridges - they are not confined to the switch on which they were created. The VLANs can
be created statically by hand or dynamically through GVRP. The VLAN ID associates a frame with a
specific VLAN and provides the information that switches need to process the frame across the network.
A tagged frame is four bytes longer than an untagged frame and contains two bytes of TPID (Tag
Protocol Identifier), residing within the type/length field of the Ethernet frame) and two bytes of TCI (Tag
Confrol Information), starts after the source address field of the Ethernet frame).

The CFl (Canonical Format Indicator) is a single-bit flag, always set to zero for Ethernet switches. If a
frame received at an Ethernet port has a CFl set to 1, then that frame should not be forwarded as it is to
an untagged port. The remaining twelve bits define the VLAN ID, giving a possible maximum number of
4,096 VLANs. Note that user priority and VLAN ID are independent of each other. A frame with VID
(VLAN Identifier) of null (0) is called a priority frame, meaning that only the priority level is significant and
the default VID of the ingress port is given as the VID of the frame. Of the 4096 possible VIDs, a VID of O is
used to identify priority frames and value 4095 (FFF) is reserved, so the maximum possible VLAN
configurations are 4,094.

TPID User Priority CFl VLAN ID
2 Bytes |3 Bifs 1 Bit 12 Bits
Multicast

IP packets are transmitted in either one of two ways - Unicast (1 sender - 1 recipient) or Broadcast (1
sender - everybody on the network). Multicast delivers IP packets to a group of hosts on the network -
not everybody and noft just 1.

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish membership in a
Multicast group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to read more detailed
information about interoperability between IGMP version 2 and version 1, please see sections 4 and 5 of
RFC 2236. The class D IP address is used fo identify host groups and can be in the range 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 is not assigned to any group and is used by IP multicast
computers. The address 224.0.0.1 is used for query messages and is assigned to the permanent group of
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all IP hosts (including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

At start up, the VPN2S queries all directly connected networks to gather group membership. After thaf,
the VPN2S periodically updates this information.

DNS Server Address Assignment

Use Domain Name System (DNS) to map a domain name fo its corresponding IP address and vice versa,
forinstance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely important
because without it, you must know the IP address of a computer before you can access it.

The VPN2S can get the DNS server addresses in the following ways.

The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign up.
If your ISP gives you DNS server addresses, manually enter them in the DNS server fields.

If your ISP dynamically assigns the DNS server IP addresses (along with the VPN2S's WAN IP address), set
the DNS server fields to get the DNS server address from the ISP.

IPvé Addressing

The 128-bit IPvé6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001 :0db8:1a2b:0015:0000:0000:1a2¥:0000.

IPvé6 addresses can be abbreviated in two ways:

¢ Leading zeros in a block can be omitted. So 2001 :0db8:1a2b:0015:0000:0000:1a2f:0000 can be
written as 2001:db8:1a2b:15:0:0:1a2f:0.

¢ Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPvé address. So 2001 :0db8:0000:0000:1a2f:0000:0000:0015 can be
written as 2001 :0db8: : 1a2¥:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:15 or 2001:db8:0:0:1a2f::15.

IPvé Prefix and Prefix Length

Similar o an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bits (2001 :db8) is the subnet prefix.
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LAN

6.1 Overview

A Local Area Network (LAN) is a shared communication system to which many networking devices are
connected. It is usually located in one immediate area such as a building or floor of a building.

Use the LAN screens to help you configure a LAN DHCP server and manage IP addresses.

6.1.1 What You Can Do in this Chapter

Use the LAN Status screen to show the status of interfaces currently connected to the VPN2S (Section
6.2 on page 75).

Use the LAN Setup screen to set the LAN IP address, subnet mask, and DHCP seftings of your VPN2S
(Section 6.2 on page 75).

Use the Static DHCP screen to assign IP addresses on the LAN to specific individual computers based
on their MAC Addresses (Section 6.4 on page 82).

Use the Additional Subnet screen to configure IP alias (Section 6.5 on page 84).
Use the Wake on LAN screen to remotely turn on a device on the network (Section 6.6 on page 84).

Use the VLAN / Interface Group screen o create multiple networks on the VPN2S (Section 6.7 on
page 86).

Use the DNS Entry screen to view, configure or remove DNS routes (Section 6.8 on page 91).

Use the DNS Forwarder screen to view and configure domain zone forwarder on the VPN2S (Section
6.9 on page 91).
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6.1.2 What You Need To Know
6.1.2.1 About LAN

IP Address

IP addresses identify individual devices on a network. Every networking device (including computers,
servers, routers, printers, etc.) needs an IP address to communicate across the network. These
networking devices are also known as hosts.

Subnet Mask

Subnet masks determine the maximum number of possible hosts on a network. You can also use subnet
masks to divide one network into multiple sub-networks.

DHCP

A DHCP (Dynamic Host Configuration Protocol) server can assign your VPN2S an IP address, subnet
mask, DNS and other routing information when it's turned on.

DNS

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and vice
versa. The DNS server is extremely important because without it, you must know the IP address of a
networking device before you can access it. The DNS server addresses you enter when you set up DHCP
are passed to the client machines along with the assigned IP address and subnet mask.

There are two ways that an ISP disseminates the DNS server addresses.

* The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign
up. If your ISP gives you DNS server addresses, enter them in the DNS Server fields in the LAN Setup
screen.

* Some ISPs choose to disseminate the DNS server addresses using the DNS server extensions of IPCP (IP
Confrol Protocol) after the connection is up. If your ISP did not give you explicit DNS servers, chances
are the DNS servers are conveyed through IPCP negoftiation. The VPN2S supports the IPCP DNS server
extensions through the DNS proxy feature.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server extensions. It does not
mean you can leave the DNS servers out of the DHCP setup under all circumstances. If your ISP gives you
explicit DNS servers, make sure that you enter their IP addresses in the LAN Setup screen.

RADVD (Router Advertisement Daemon)

When an IPvé host sends a Router Solicitation (RS) request to discover the available routers, RADVD with
Router Advertisement (RA) messages in response to the request. It specifies the minimum and maximum
intfervals of RA broadcasts. RA messages containing the address prefix. IPvé hosts can be generated
with the IPvé prefix an IPvé address.
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6.1.3 Before You Begin

Find out the MAC addresses of your network devices if you intend to add them to the DHCP Client List

screen.

6.2 The LAN Status Screen

Use the LAN Status Screen to view the status of all intferfaces connected to the VPN2S, details about
DHCEP clients. Click on Configuration > LAN / Home Network > LAN Status fo open the following screen.
The tables change depending on the table you click on.

Figure 53 Configuration > LAN / Home Network > LAN Status

LAN Status

Name
LANI1
LANZ
LAN3
LAN4
LANS

Status
Up

Down
Down
Down

Down

Tx Plts Rx Pkts Tx B/s Rx B/s
53573 42889 67641554 7369458
0 0 0 0

0 0 0 0

0 0 0 0

0 0 0 0

The following table describes the labels in the screen.

Table 16 Configuration > LAN / Home Network > LAN Status

Click this to show the interfac

LABEL DESCRIPTION
Refresh Click this to update the table.
LAN Status

es currently connected fo the VPN2S.

MAC addresses.

Name This shows the name of the LAN interface.
Status This shows Up if the VPN2S detect a connection through this port. Otherwise it shows
Down.
Tx Pkts This is the number of fransmitted packets on this port.
Rx Pkts This is the number of received packets on this port.
Tx B/s This displays the transmission speed in bytes per second on this port.
Rx B/s This displays the reception speed in bytes per second on this port.
DHCP Client

Click this to look atf the IP addresses currently assigned to DHCP clients and the IP addresses reserved for specific

#

This field is a sequential value, and it is not associated with a specific entry.

Device Name

This field displays the name used to identify this device on the network (the
computer name). The VPN2S learns these from the DHCP client requests."None”
shows here for a static DHCP entry.
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Table 16 Configuration > LAN / Home Network > LAN Status

LABEL DESCRIPTION
IP Address This field displays the DHCP client’s IP address.
MAC Address This field displays the MAC address to which the IP address is currently assigned or for
which the IP address is reserved.
ARP Table

Click this to view IP-to-MAC address mapping(s).

#

This is the ARP table entry number.

IP Address

This is the learned IPv4 or IPvé IP address of a device connected to a port.

MAC Address

This is the MAC address of the device with the listed IP address.

Interface

This is the interface used by the ARP entry.

Multicast Status

Click this to look at the current list of multicast groups the VPN2S has joined and which ports have joined it.

# This is the multicast status table entry number.
Type This is the protocol used by the interface.
Interface This field displays the name of an interface on the VPN2S that belongs to an IGMP

multicast group.

Multicast Group

This field displays the name of the IGMP multicast group to which the interface
belongs.

Host

This shows the clients that are part of this mulficast group.

6.3 The LAN Setup Screen

Use this screen to set the Local Area Network IP address and subnet mask of your VPN2S. Click
Configuration > LAN / Home Network o open the LAN Setup screen.

Figure 54 Configuration > LAN / Home Network > LAN Setup

LAN setup

# Edit
# Group Name

1 Default [LAN]

Zone Name lpv4 / Mask CHCP IPvé Address Assign

Page 1 of 1

192.168.1.1 / 255.255.255.0 Server Delegate Prefix From WAN 0]

Show 20 iterns Displaying 1- 1 of 1

The following table describes the labels in this screen.

Table 17 Configuration > LAN / Home Network > LAN Setup

LABEL DESCRIPTION
Edit Select an entry and click Edit to modify it.
# This field is a sequential value, and it is not associated with a specific entry.

Group Name

This field shows the interface group name.

Zone Name This field shows the security zone (LAN, WLAN, DMZ, or EXTRA) in which the LAN
interface is included.
IPv4 / Mask This field displays the LAN IPv4 address assigned to your VPN2S and the subnet mask

of your network in dotted decimal notation.
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Table 17 Configuration > LAN / Home Network > LAN Setup

LABEL DESCRIPTION

DHCP This shows whether the VPN2S acts as DHCP Server or DHCP Relay agent. It shows
Disable if the DHCP server has been stopped in the VPN2S.

IPvé This shows the IPvé prefix and prefix length you configured when you enable IPvé on

the LAN interface and set

Address Assign

This field displays 1 when the IPvé address is assigned using IPvé stateful
autoconfiguration (DHCPvé) or 0 when the VPN2S uses IPvé stateless
autoconfiguration.

o Stateless: The VPN2S send IPvé prefix information in router advertisements
periodically and in response to router solicitations.

e Stateful: The DHCPvé server is enabled to have the VPN2S act as a DHCPvé
server and pass IPvé addresses to DHCPvé clients.

6.3.1 LAN Setup: Edit

In Configuration > LAN / Home Network screen select an entry and click Edit to open the following

screen.

Figure 55 LAN Setup: Edit > General / IPv4

Z LAN setup

General [ IPv4 IPvs

General

fone:

IPv4 / IPvé Mode:

IPv4 Address Setting
IP Address:

Subnet Mask:

IGMP Snooping
! Enable IGMP Shooping
IGMP Mode:

DHCP Setting
DHCP Mode:

Beginning IP Address:
Ending IP Address:
Lease Time:

DNS Server 1:

DNS Server 2:

DHCP Option Setup
TFTP Server Name (option 66):

Booffile Name|option &7):

TFTP Server Address(opfion 150):

LAN -

IPv4 IPvé Dualstack -

192.168.1.1
255.255.255.0

= Standard Mode Blocking Mode

DHCP Server ~

192.168.1.2

192.168.1.254

1 Day 0 Hour 0 Minute(s)
DNS Proxy -

DNS Proxy -

OK | ‘ Cancel
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The following table describes the fields in this screen.

Table 18 LAN Setup: Edit > General / IPv4

LABEL

DESCRIPTION

General

Group Name

Select the interface group name for which you want to configure LAN settings. See Section 6.7
on page 86 for how to create a new interface group/VLAN.

Zone

Select the security zone (LAN, WLAN, DMZ, or EXTRA) in which to include the LAN interface. A
newly created local network (inferface group) belongs to the LAN zone by default.

IPv4 / IPv6 Mode

Select IPv4 only if you want the VPN2S to run IPv4 only.

Select IPv4 IPvé Duailstack to allow the VPN2S to run IPv4 and IPvé at the same time.

IPv4 Address Setting

IP Address

Enter the LAN IP address you want to assign to your VPN2S in dotted decimal notation, for
example, 192.168.1.1 (factory default).

Subnet Mask

Type the subnet mask of your network in dotted decimal notation, for example 255.255.255.0
(factory default). Your VPN2S automatically computes the subnet mask based on the IP Address
you enter, so do not change this field unless you are instructed to do so.

IGMP Snooping

Enable IGMP Select the check box to allow the VPN2S to passively learn multicast group.

Snooping

IGMP Mode Select Standard Mode to have the VPN2S forward multicast packets to a port that joins the
mulficast group and broadcast unknown mulficast packets from the WAN to all LAN porfs.
Select Blocking Mode to have the VPN2S block all unknown multicast packets from the WAN.

DHCP Setfting

DHCP Mode Select DHCP Server to have the VPN2S act as a DHCP server.
Select DHCP Relay fo have the VPN2S act as a DHCP relay agent and forward DHCP request to
the DHCP server you specify.
Select DHCP Disable to stop the DHCP server on the VPN2S.

Beginning IP This field specifies the first of the configuous addresses in the IP address pool.

Address

Ending IP This field specifies the last of the contiguous addresses in the IP address pool.

Address

Lease Time This is the period of time DHCP-assigned addresses use. DHCP automatically assigns IP addresses
to clients when they log in. DHCP cenfralizes IP address management on central computers that
run the DHCP server program. DHCP leases addresses, for a period of time, which means that
past addresses are “recycled” and made available for future reassignment to other systems.
This field is only available when you select DHCP Server in the DHCP Mode field.

DNS Server 1 Specify the IP address of the first DNS server for the DHCP clients to use. Use one of the following

wayys to specify the IP address.

DNS Proxy - the clients use the IP address of the VPN2S LAN interface. The VPN2S redirects clients’
DNS queries to a DNS server for resolving domain names.

Static - enter a static IP address.

From Wan Interface - select the WAN interface that receives the DNS server address from its
DHCP server.
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Table 18 LAN Setup: Edit > General / IPv4 (continued)

LABEL

DESCRIPTION

DNS Server 2

Specify the IP address of the secondary DNS server for the DHCP clients to use. Use one of the
following ways to specify the IP address.

DNS Proxy - the clients use the IP address of the VPN2S LAN interface. The VPN2S redirects clients’
DNS queries to a DNS server for resolving domain names.

Static - enter a static IP address.

From Wan Interface - select the WAN interface that receives the DNS server address from its
DHCP server.

Remote DHCP
Server

Enter the DHCP server's address so the VPN2S forwards DHCP requests to this address.

This field is only available when you select DHCP Relay.

DHCP Option
Setup

These fields display when you select DHCP Server in the DHCP Mode field. You may need to
configure them when you have VolP phones on your LAN.

TFTP Server
Name (option
66)

Enter the name of a TFTP server to assign it to the DHCP clients.

Bootfile Name
(option 67)

Enter the name of a booffile to assign it to the DHCP clients.

TFTP Server
Address (option
150)

Enter the IP address of a TFTP server to assign it to the DHCP clients.

OK

Click OK to save your changes.

Cancel

Click Cancel to restore your previously saved settings.

6.3.2 LAN Setup IPvé: Edit

Click the IPvé tab in Configuration > LAN / Home Network > LAN Setup > Edit to configure IPvé LAN
settings on the VPN2S. This screen is available only when you select IPv4 IPvé Dualstack in the IPv4 / IPvé
Mode field of the LAN Setup > Edit > General / IPv4 screen.
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Figure 56 LAN Setup: Edit > IPvé

# LAN Setup - Edit

General / IPv4

Link Local Address
Static IPvé Address Prefix:

Link Local Address Type:

Address Setting

* Delegate Prefix From WAN
Static

LAN Global Indentifier Type:

Router Advertisement State
LAN Address Assign Sstup:

LAN DNS Assign Setup:

DHCPvé Setting

DNS Values
IPvé DS Server 1:

IPvé DINS Server 2:

IPvé& DINS Server 3:

"
Note:

The LAN IPvé Identifier cannot be cbbreviated, Please enter the complete address.
For example: Please enter '0:0:0:2" instead of 12 or '2'

X

FE&0:

Manual = EUIG4
WANT -

Manual = EUI-64
Stateless / Auto -
From DHCPv6 Server -
DS Promxy e
DNS Proxy -
DS Proxy -

| OK | | Cancel |

The following table describes the labels in this screen.

Table 19 Configuration > LAN / Home Network > LAN Setup: Edit > IPvé

LABEL

DESCRIPTION

Link Local Address

Static IPvé Address Prefix

This shows the static IPvé address prefix used to represent the VPN2S network
address.

Link Local Address Type

Select EUI-64 to give clients a 64-bit Extended Unique Identifier (EUI) to link locally
without DHCP.

Select Manual fo manually enter an interface ID for the LAN interface’s global IPvé
address.

LAN Identifier

Enter an interface ID for the LAN interface’s global IPvé address.

IP address

This field shows an IPvé address created using the Static IPvé Address Prefix and the
LAN Identifier you input.

Address Setting

Delegate Prefix From WAN

Select this option and a WAN interface with IPvé enabled to automatically obtain
an IPvé network prefix from the service provider or an uplink router through the
specified WAN interface.
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Table 19 Configuration > LAN / Home Network > LAN Setup: Edit > IPvé

LABEL

DESCRIPTION

Static

Select this option to configure a fixed IPvé address for the VPN2S's LAN interface.

Note: This fixed address is for local hosts to access the Web Configurator
only as the global LAN IPvé address might be changed by your ISP
any time. This address is not the routing gateway's address for LAN
IPvé6 hosts.

Static IPvé Address Prefix

Enter the address prefix fo represent the VPN2S's static LAN IPvé address.

Prefix Length

If you select Static, enter the IPv6 prefix length that the VPN2S uses to generate the
LAN IPvé address.

An IPvé prefix length specifies how many most significant bits (starting from the left)
in the address compose the network address. This field displays the bit number of the
IPvé subnet mask.

LAN Global Identifier Type

Select EUI-64 to allow clients fo assign themselves a 64-bit Extended Unique Identifier
(EUI) without DHCP.

Select Manual if you want to enter the LAN identifier the clients use.

LAN Identifier

Enter the LAN identifier clients use without DHCP.

IP Address

This field shows an IPvé address created using the Static IPvé Address Prefix and the
LAN Identifier you input.

Route Advertisement State

LAN Address Assign Setup

Select how you want to obtain an IPvé address:

* Stateless / Auto: The VPN2S uses IPvé stateless autoconfiguration. RADVD (Router
Advertisement Daemon) is enabled fo have the VPN2S send IPvé prefix
information in router advertisements periodically and in response fo router
solicitations. DHCPvé server is disabled.

* Stateful / DHCP: The VPN2S uses IPvé stateful autoconfiguration. The DHCPvé
server is enabled fo have the VPN2S act as a DHCPvé server and pass IPvé
addresses to DHCPvé6 clients.

LAN DNS Assign Setup

Select how the VPN2S provide DNS server and domain name information to the
clients:

* From Router Advertisement: The VPN2S provides DNS information through router
advertisements.

e From DHCPvé Server: The VPN2S provides DNS information through DHCPvé.

DHCPvé Setting

DHCPvé Status This shows the status of the DHCPvé. DHCPvé Server displays if you configured the
VPN2S to act as a DHCPvé server which assigns IPvé addresses and/or DNS
information to clients.

IPv6 Start Address If DHCPvVé6 is enabled, specify the first IPvé address in the pool of addresses that can

be assigned to DHCPvé clients.

IPv6 End Address

If DHCPvV6 is enabled, specify the last IPvé address in the pool of addresses that can
be assigned to DHCPVé clients.

IPv6 Domain Name

If DHCPvVé is enabled, specify the domain name to be assigned to DHCPvé clients.

DNS Values

IPv6 DNS Server 1-3

Select From WAN Interface if your ISP dynamically assigns IPvé DNS server
information.

Select Static if you have the IPvé address of a DNS server. Enter the DNS server IPvé
addresses the VPN2S passes to the DHCP clients.

Select DNS Proxy if you have the DNS proxy service. The VPN2S redirects clients’ DNS
queries to a DNS server for resolving domain names.
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Table 19 Configuration > LAN / Home Network > LAN Setup: Edit > IPvé

LABEL DESCRIPTION
oK Click OK to save your changes.
Cancel Click Cancel to restore your previously saved setftings.

6.4 The Static DHCP Screen

This table allows you to assign IP addresses on the LAN to specific individual computers based on their
MAC Addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned
at the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02.

Use this screen to change your VPN2S's static DHCP settings. Click Configuration > LAN / Home Network
> Static DHCP to open the following screen.

Figure 57 Configuration > LAN / Home Network > Static DHCP

Static DHCP
Add
# Status MAC Address IP Address
1 00:a0:c5:01:23:45 192.168.1.99
2 @D C0:35DFE&TS:23 192.148.1.100
Page 1 of 1 Show | 20 ifems Displaying 1-2 of 2

The following table describes the labels in this screen.

Table 20 Network Setfting > LAN > Static DHCP

LABEL DESCRIPTION

Add Click this to add a new static DHCP enfry.

Edit Click Edit to configure a static DHCP entry.

Remove Click Remove to delete a static DHCP enfry.

Multiple Entries Turn | Select one or more static DHCP entry and click this to enable them.
On

Multiple Entries Turn | Select one or more static DHCP entry and click this to disable them.
Off

# This is the index number of the DHCP entry.

Status This field displays whether the entry is active.

Click the slide button to turn on or turn off the entry.

MAC Address

This field displays the MAC address of a computer on the LAN.

IP Address

This field displays the IP address relative to the MAC address field listed above.

6.4.1 Static DHCP: Add/Edit

If you click Add in the Static DHCP screen or Edit next to a static DHCP entry, the following screen

displays.
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Figure 58 Static DHCP: Add/Edit

&) Static DHCP - Add

Encble
Group Name:
Jelect Device Info:
MAC Address:
IP Addrass:

.
Note:

Static DHCP Configuration

Release / renew your device's IP Address or disconnect /
reconnect from the router to receive a new IP Address.

Dafault [LAN] -
Manual Input -
| o
| o

Cancel

The following table

describes the labels in this screen.

Table 21 Static DHCP: Add/Edit
LABEL DESCRIPTION
Static DHCP Configuration

Enable

Select this to activate the rule.

Group Name

Select the interface group name for which you want to configure static DHCP settings. See
Section 6.7 on page 86 for how fo create a new interface group.

Select Device Info

If you select Manual Input, you can manually type in the MAC address and IP address of a
computer on your LAN. You can also choose the name of a computer from the drop list and
have the MAC Address and IP Address auto-detected.

MAC Address If you select Manual Input, enter the MAC address of a computer on your LAN.

IP Address If you select Manual Input, entfer the IP address that you want to assign to the computer on
your LAN with the MAC address that you will also specify.

OK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.
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6.5 The Additional Subnet Screen

Use the Additional Subnet screen to configure IP alias.
IP alias allows you to parfition a physical network into different logical networks over the same Ethernet
interface. The VPN2S supports mulfiple logical LAN interfaces via its physical Ethernet interface with the

VPNZ2S itself as the gateway for the LAN network. When you use IP alias, you can also configure firewall
rules to confrol access to the LAN's logical network (subnet).

Click Configuration > LAN / Home Network > Additional Subnet to display the screen shown next.

Figure 59 Configuration > LAN / Home Network > Additional Subnet

Additional Subnet

General
Group Name: Default [LAN] ¥ [Zone:LAN)

IP Alias Setup
V Enable
IP Address: | |°

Subnet Mask: | |°

The following table describes the labels in this screen.

Table 22 Configuration > LAN / Home Network > Additional Subnet

LABEL DESCRIPTION
General
Group Name Select the interface group name for which you want to configure the IP alias setfings. See

Section 6.7 on page 86 for how to create a new interface group. A newly created local network
(interface group) belongs to the LAN zone by default.

IP Alias Setup

Enable Select the check box to configure a LAN network for the VPN2S.

IP Address Enter the IP address of your VPN2S in dotted decimal notation.

Subnet Mask Your VPN2S will automatically calculate the subnet mask based on the IP address that you
assign. Unless you are implementing subnetting, use the subnet mask computed by the VPN2S.

Apply Click Apply to save your changes.

Reset Click Reset to return the screen to its last-saved settings.

6.6 The Wake on LAN Screen

Use this screen to furn on a device on the LAN network. To use this feature, the remote device must also
support Wake On LAN.

VPN2S User's Guide
84



Chapter 6 LAN

You need to know the MAC address of the LAN device. It may be on a label on the device orinifs
documentation.

Figure 60 Configuration > LAN / Home Network > Wake on LAN

Wake on LAN
© Add
# Description MAC Address
Page of 0 Show | 20 itemns No data to display

The following table describes the labels in this screen.

Table 23 Configuration > LAN / Home Network > Wake on LAN

LABEL DESCRIPTION

Add Click this to add a new device o Wake on LAN.

Remove Select a static DHCP entry and click Remove to delete it.

Wake Up Select a device and click this to enable the Wake on LAN feature.

# This field is a sequential value, and it is not associated with any entry.
Description This field shows a descriptive name for a device on the LAN network.
MAC Address This field shows the MAC address for a device on the LAN network.

6.6.1 Wake On LAN: Add/Edit

Use this screen to add a device and turn it on using Wake on LAN. Click Edit to open the following
screen.

Figure 61 Wake On LAN: Edit
€ Wake on LAN - Add ]

Wake From:
*) Manual Type MAC

Host Name List

Get MAC Address From IF:

Description: | |0

MAC Address: | |0'

Add to Host Name List

Cancel
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The following table describes the labels in this screen.

Table 24 Configuration > LAN / Home Network > Wake on LAN

LABEL

DESCRIPTION

Wake From

Manual Type MAC

Select this to enter the MAC address of the device to turn it on remotely.

Host Name List

Select this to look at the list of hosts connected to the VPN2S.

Host Name List

This is drop-down list that shows the IP addresses that can be found in the VPN2S's

LAN Site Host list, see Section 16.2 on page 216. Select a host and it will then
automatically update the Description and MAC address fields.

Get MAC Address From IP If you selected Manual Type MAC you can enter a device's IP address and click Get

to obtain its MAC address.

Description Enter a descriptive name for the device you want to turn on.

MAC Address Enter the MAC address of the device to turn it on. A MAC address consists of six

hexadecimal character pairs.

Add New Host to Profile Select this check box to add this Host to the LAN Site Host list in the Maintenance >

LAN Site Host Name screen, see Section 16.2 on page 216.

6.7 The VLAN / Interface Group Screen

Use Interface Group to create multiple networks on the VPN2S. You can manually add a LAN interface
fo a new group. Alternatively, you can have the VPN2S automatically add the incoming traffic and the
LAN interface on which fraffic is received to an interface group when its DHCP Vendor ID opfion
information matches one listed for the interface group.

Use the LAN screen to configure the private IP addresses the DHCP server on the VPN2S assigns to the
clients in the default and/or user-defined groups. If you set the VPN2S to assign IP addresses based on
the client’s DHCP Vendor ID option information, you must enable DHCP server and configure LAN TCP/IP
settings for both the default and user-defined groups.

Click Configuration > LAN / Home Network > VLAN / Interface Group to open the following screen.

Figure 62 Configuration > LAN / Home Network > VLAN / Interface Group

VLAN / Interface Group

# Mode Group Nams LAN Interface Criteria
1 VLAN Default [LAN] LANT LANZ LANS LANA
Page 1 of 1 Show | 20 items Displaying 1-10of 1

The following table describes the labels on this screen.

Table 25 Configuration > LAN / Home Network > VLAN / Interface Group

LABEL DESCRIPTION

VLAN/ Interface Group

Add Click Add to create a new interface group.
Edit Click Edit to configure an interface group.
Remove Click Remove to delete an interface group.
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Table 25 Configuration > LAN / Home Network > VLAN / Interface Group

LABEL DESCRIPTION
# This shows the index number of the interface group.
Mode This shows VLAN when this is a VLAN group.

This shows Interface Group when this is an interface group.

Group Name This shows the descriptive name of the group.
LAN Interface This shows the LAN interfaces in the group.
Criteria This shows the filtering criteria for the group.

6.7.1 VLAN / Interface Group: Add/Edit

If you click Add in the VLAN / Interface Group screen or select an existing group and click Edit the screen
displays as shown below.

The screen varies depending on whether you create a VLAN Group or an Interface Group.

Figure 63 VLAN / Interface Group: Add/Edit (VLAN Group)
@ VLAN / Interface Group - Add X

VLAN / Interface Group

Mode
) VLAN

Interface Group(To Bridge / Bundle WAN Interfaces)

802.1p: 0 -

VLAN Port Membership

# Interface Member TX Tagged
1 LANI
2 LANZ
3 LAN3
4 LAN4

Automatically Add Clients With The Following DHCFP Vender IDs

0»’1\::

# Criteria Wildcard Support

Page of 0 Show 20 itemns No data to display

Cancel
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Figure 64 VLAN / Interface Group: Add/Edit (Interface Group)

& VLAN / Interface Group - Add

VLAN / Interface Group

Group Name:

Mode
= LAN

Interface Group(To Bridge / Bundle WAN Interfaces)

0 Add
# Criteria

Page

802.1p: 0 -
802.15; |@ (1~2094)
VLAN Port Membership
# Interface Member TX Tagged
1 LANT
2 LAN2
3 LAN3
4 LAN4

Automatically Add Clients With The Following DHCP Wendor IDs

of 0

Wildcard Support

Show | 20 MNo data to display

Cancel

The following table describes the labels in this screen.

Table 26 VLAN / Interface Group > Add/Edit

LABEL

DESCRIPTION

VLAN / Interface Group

Group Name

Enter the descriptive name of the VLAN or Interface Group. You can enter up to 65
characters. You can use numbers, letters, hyphens (-) and underscores(_). Spaces
are not allowed.

Mode

VLAN

Click this check box to create a VLAN group.

Interface Group (To Bridge /
Bundle WAN Interfaces)

Click this check box to create an interface group,

802.1p

|IEEE 802.1p defines up to 8 separate traffic types by inserting a tag intfo a MAC layer
frame that contains bits to define class of service.

Select the IEEE 802.1p priority (from 0 to 7) to add to traffic the VPN2S sends through
tagged member ports of this group. The greater the number, the higher the priority
level.

802.1q

Type the VLAN ID number (from 1 to 4094) for traffic through tagged member ports
of this group. A VLAN ID cannoft be assigned to more than one group.

VLAN Port Membership

#

This shows the index number of the interface.
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Table 26 VLAN / Interface Group > Add/Edit

LABEL

DESCRIPTION

Interface

This shows the VPN2S LAN interfaces.

Member

Select this check box to add the LAN interface to the group. Clear the Tagged
check box to add the LAN interface as an untagged member port.

A LAN interface can be added as an untagged member port of at most one group.
Ethernet LAN interfaces that have already been added as an untagged member
port of another group will have this check box disabled. It is still possible to add these
LAN interfaces to the group as tagged member ports.

TX Tagged

Select this check box to add the LAN interface to the group as a tagged member
port.

VLAN Group(s)

Add Click this to add a new VLAN group.

Remove Select a VLAN group and click this to delete it.

# This shows the index number of the VLAN group.

802.1q This shows the VLAN ID number (from 1 to 4094) for traffic through fagged member
ports of this group. A VLAN ID cannot be assigned fo more than one group.

Interfaces This shows the LAN portsincluded in the VLAN group and if traffic leaving the port will

be tagged with the VLAN ID.

WAN Infterface Used In This Group

Add Click this to add a new WAN interface for an interface group.
Remove Select a WAN interface and click this to delete it.
WAN Type This field displays the current WAN connection type.

WAN Interface

This field displays the current WAN interface.

Automatically Add Clients
With The Following DHCP
Vendor IDs

Click Add to identify LAN hosts to add to the interface group by criteria such as the
type of the hardware or frmware.

Add Click this to add a new rule.

Edit Select arule and click this to modify it.

Remove Select arule and click this fo delete it.

# This shows the index number of the rule.

Criteria This shows the filtering criteria. The LAN interface on which the matched traffic is

received will belong to this group automatically.

Wildcard Support

This shows if wildcard on DHCP option 60 is enabled.

OK

Click OK to save your changes.

Cancel

Click Cancel fo exit this screen without saving.

6.7.1.1 Add WAN Interface Used In This Group

Click Add in the WAN Interface Used In This Group table to display the following screen.

Figure 65 WAN Interface Use In This Group: Add

& WAN Interface Used In This Group - Add [x]
WAN Type: MMobile
WAN Interface: Mobile -
| OK | | Cancel |
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The following table describes the labels in this screen.

Table 27
LABEL DESCRIPTION
WAN Type Select the current WAN connection type.
WAN Interface Select the current WAN inferface.
OK Click OK to save your changes.
Cancel Click Cancel fo exit this screen without saving.

6.7.1.2 Add Clients With The Following DHCP Vendor IDs

Click Add in the Clients With The Following DHCP Vendor IDs table to display the following screen.

Figure 66 Clients With The Following DHCP Vendor IDs: Add

Criteria
* DHCP Option 60
Wendor Class ID:

Enalble Wildcard
DHCP Option 61

DHCP Option 125

9 Interface Group Criteria Enfry - Add |z|

[ e

Cancel

The following table describes the labels in this screen.

Table 28 Clients With The Following DHCP Vendor IDs: Add

LABEL

DESCRIPTION

Criteria

DHCP Option 60

Select this to enter STB's Vendor Class IDentifiers (DHCP Option 60).

Type the class vendor ID you want the VPN2S to add in the DHCP Discovery packets that
go to the DHCP server in the Vendor Class ID field.

Enable Wildcard

Select this option to be able to use wildcards in the Vendor Class Identifier configured for
DHCP option 60.

DHCP Option 61

Click this fo enter the Identity Association IDentifier (IAD Option 61) of the matched fraffic
such as the MAC address of the device.

Type the DHCP Unique Identifier (DUID) you want the VPN2S to add in the DHCP Discovery
packets that go to the DHCP server.

DHCP Option 125

Click this to enter the vendor specific information of the matched traffic, such as the
Enterprise Number, Manufacture OUI, Serial Number and Product Class of the device.

OK

Click OK to save your changes.

Cancel

Click Cancel to exit this screen without saving.
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6.8 The DNS Eniry Screen

Use this screen to view and configure DNS routes on the VPN2S. Click Configuration > LAN / Home
Network > DNS Entry screen.

Figure 67 Configuration > LAN / Home Network > DNS Entry

DNS Entry
O Add
# Host Name IP Address
Fage of 0 Show 20 iterms No data to display

The following table describes the labels in this screen.

Table 29 Configuration > LAN / Home Network > DNS Entry

LABEL DESCRIPTION

Add Click this to create a new DNS rule.

Edit Click Edit to modify a DNS rule.

Remove Click Remove to delete an existing DNS rule.

# This is the index number of the rule.

Host Name This indicates the host or domain name.

IP Address This indicates the IP address assigned to this computer.

6.9 The DNS Forwarder Screen

A domain zone forwarder contains a DNS server’s IP address. The VPN2S can query the DNS server to
resolve domain zones for features like VPN, DDNS and the time server. A domain zone is a fully qualified
domain name without the host. For example, zyxel.com.tw is the domain zone for the www.zyxel.com.tw
fully qualified domain name. Use this screen to create domain zone forwarder records. Click
Configuration > LAN / Home Network > DNS Forwarder to open the following screen.

Figure 68 Configuration > LAN / Home Network > DNS Forwarder

DNS Forwarder

0 Add
# Domain Name Mode DNS Server Interface

FPage of 0 Show 20 items Mo data to display
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The following table describes the labels in this screen.

Table 30 Configuration > LAN / Home Network > DNS Forwarder

LABEL DESCRIPTION

Add Click this to add a domain zone forwarder record.

Edit Select an existing domain zone forwarder record and click Edit fo modify it.
Remove Click this to delete a domain zone forwarder record.

# This is the index number of the domain zone entry.

Domain Name

This shows the domain zone.

Mode This shows whether the DNS server is user-designed or from the ISP.
DNS Server If the Mode is User Defined Address, this field displays the IP address of the DNS server
Interface This shows the interface through which the VPN2S sends DNS queries to a DNS server.

6.9.1 DNS Forwarder: Add/Edit

If you click Add in the DNS Forwarder screen or select an domain zone forwarder record and click Edit,
the following screen displays.

Figure 69 DNS Forwarder: Add/Edit

General Settings

Domain Name:

DNS Server

* DNS Server

Interface:

€ DNS Forwarder - Add

DS Server From I5P

WANT -

Cancel

The following table describes the labels in this screen.

Table 31 Configuration > LAN / Home Network > DNS Forwarder

LABEL

DESCRIPTION

Domain Name

Enter the domain zone in this field. A domain zone is a fully qualified domain name
without the host. For example, *.zyxel.com.tw is a wildcard domain zone for the
www.zyxel.com.tw fully qualified domain name. For example, whenever the VPN2S
looks up a domain name that ends in zyxel.com.tw domain name, it can send a
query to the recorded name server IP address.

DNS Server

DNS Server From ISP

Select DNS Server(s) from ISP if your ISP dynamically assigns DNS server information.
You also need to select an interface through which the ISP provides the DNS server
IP address(es). The interface should be activated and set to be a DHCP client.

DNS Server

Select DNS Server if you have the IP address of a DNS server. Enter the DNS server's IP
address in the field to the right. Use the Interface field to select the interface through
which the VPN2S sends DNS queries to a DNS server.
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Table 31 Configuration > LAN / Home Network > DNS Forwarder

LABEL DESCRIPTION
OK Click OK to save your customized settings and exit this screen.
Cancel Click Cancel fo exit this screen without saving.

6.10 Technical Reference

This section provides some technical background information about the topics covered in this chapter.

6.10.1 LANs, WANs and the VPN2S

The actual physical connection determines whether the VPN2S ports are LAN or WAN ports. There are
two separate IP networks, one inside the LAN network and the other outside the WAN network as shown
next.

Figure 70 LAN and WAN IP Addresses

LAN

——

6.10.2 DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to obtain
TCP/IP configuration at start-up from a server. You can configure the VPN2S as a DHCP server or disable
it. When configured as a server, the VPN2S provides the TCP/IP configuration for the clients. If you furn
DHCP service off, you must have another DHCP server on your LAN, or else the computer must be
manually configured.

IP Pool Setup

The VPN2S is pre-configured with a pool of IP addresses for the DHCP clients (DHCP Pool). See the
product specifications in the appendices. Do not assign static IP addresses from the DHCP pool to your
LAN computers.
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6.10.3 DNS Server Addresses

DNS (Domain Name System) maps a domain name to its corresponding IP address and vice versa. The
DNS server is extremely important because without it, you must know the IP address of a computer
before you can access it. The DNS server addresses you enter when you set up DHCP are passed to the
client machines along with the assigned IP address and subnet mask.

There are two ways that an ISP disseminates the DNS server addresses.

* The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign
up. If your ISP gives you DNS server addresses, enter them in the DNS Server fields in the DHCP Setup
screen.

* Some ISPs choose to disseminate the DNS server addresses using the DNS server extensions of IPCP (IP
Control Protocol) after the connection is up. If your ISP did not give you explicit DNS servers, chances
are the DNS servers are conveyed through IPCP negotiation. The VPN2S supports the IPCP DNS server
extensions through the DNS proxy feafure.

Please note that DNS proxy works only when the ISP uses the IPCP DNS server extensions. It does not
mean you can leave the DNS servers out of the DHCP setup under all circumstances. If your ISP gives
you explicit DNS servers, make sure that you enter their IP addresses in the DHCP Setup screen.

6.10.4 LAN TCP/IP

The VPN2S has built-in DHCP server capability that assigns IP addresses and DNS servers to systems that
support DHCP client capability.

IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so do computers on a LAN share
one common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. If this is
the case, it is recommended that you select a network number from 192.168.0.0 to 192.168.255.0 and
you must enable the Network Address Translation (NAT) feature of the VPN2S. The Internet Assigned
Number Authority (IANA) reserved this block of addresses specifically for private use; please do not use
any other number unless you are told otherwise. Let's say you select 192.168.1.0 as the network number;
which covers 254 individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In
other words, the first three numbers specify the network number while the last number identifies an
individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy fo remember, for
instance, 192.168.1.1, for your VPN2S, but make sure that no other device on your network is using that IP
address.

The subnet mask specifies the network number portion of an IP address. Your VPN2S will compute the
subnet mask automatically based on the IP address that you entered. You don't need to change the
subnet mask computed by the VPN2S unless you are instructed to do otherwise.
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Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the
Interneft, for example, only between your two branch offices, you can assign any IP addresses to the
hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the
following three blocks of IP addresses specifically for private networks:

* 10.0.0.0 —10.255.255.255
* 172.16.0.0 — 172.31.255.255
* 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a private network.
If you belong to a small organization and your Internet access is through an ISP, the ISP can provide you
with the Intfernet addresses for your local networks. On the other hand, if you are part of a much larger
organization, you should consult your network administrator for the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address; always
follow the guidelines above. For more information on address assignment, please refer
to RFC 1597, "*Address Allocation for Private Internets” and RFC 1466, “Guidelines for
Management of IP Address Space”.
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Routing

7.1 Overview

The VPN2S usually uses the default gateway to route outbound traffic from computers on the LAN to the
Internet. To have the VPN2S send data to devices not reachable through the default gateway, use
stafic routes.

For example, the next figure shows a computer (A) connected to the VPN2S's LAN interface. The VPN2S
routes most fraffic from A to the Internet through the VPN2S's default gateway (R1). You create one
static route to connect to services offered by your ISP behind router R2. You create another static route
to communicate with a separate network behind a router R3 connected to the LAN.

Figure 71 Example of Routing Topology

R1
A

v

LAN WAN

7.1.1 What You Can Do in this Chapter

¢ Use the Routing Status screen to view the IPv4 and IPvé routing flow(Section 7.2 on page 97).

* Use the Policy Route screen to configure policy routing on the VPN2S (Section 7.3 on page 103).

* Use the Static Route screen to view and set up static routes on the VPN2S (Section 7.4 on page 106).
¢ Use the RIP screen to set up RIP settings on the VPN2S (Section 7.5 on page 108).
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7.2 The Routing Status Screen

The Routing Status screen allows you to view the current routing flow and quickly link to specific routing
settings. Click a function box in the Routing Flow section, the related routes (activated) will display in the
Routing Table section. To access this screen, click Configuration > Routing > Routing Status.

Note: Once a packet matches the criteria of a routing rule, the VPN2S takes the
corresponding action and does not perform any further flow checking.

Figure 72 Configuration > Routing > Routing Status (IPsec)
Routing Status

Routing Flow

Direct Policy L21P PPTP GRE Static Dynamic Multi- Main M:d d{:sa )
Route Route Server Route VPN Route Route(RIP) WAN Table ] F;PN A‘gl')

IPsec

.
Note:
If you want to configure IPsec, please go to IPsec.

# VPN Connection Local Policy Remote Policy

Page of 0 Show 20 iterns No data to display

Figure 73 Configuration > Routing > Routing Status (Direct Route)
Routing Status

Routing Flow

PN Direct WY Lotp PPTP GRE static Dynamic Multi- Main M:dd{:sa )
Roule Route Server Route VPN Route Route(RIP) WAN Table ] ps':m'gr)

Direct Route

Destination Subnet Mask Interface
192.168.1.0 255.255.255.0 Default [LAN]
Poge of 0 Show | 20 items Displaying 1-10of 1
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Figure 74 Configuration > Routing > Routing Status (Policy Route)

Routing Status

Routing Flow

P Direct Policy L2TP PPTP GRE static Dynamic Multi- Main M:d di':sa i
Route Route Server Route VPN Route Route(RIP) WAN Table 1";‘ Ag)
Felicy Route
1 Note:
If you want to configure Policy Route, please go to Policy Route.
IPv4 Routing Table
# Name Source IP Source Port Destination IP Destinafion ... Protocol Next-Hop
Page | C of D Show 20 ~ |itemns Mo data to display
IPvé Routing Table
# Name Source IP Source Port Destination IP Destination ... Protocol Next-Hop
Page | C of 0 Show 20 - |ifems No data to display
Figure 75 Configuration > Routing > Routing Status (L2TP Server)
Roufing Status
Routing Flow
IPsec Direct Policy PPTP GRE Static Dynamic Multi- Main M:d dir:s;l .
Route Route Route VPN Route Route(RIF) WAN Table PRINg
1 SNAT)
L2TF Server
9 Note:
If you want to configure L2TP Server. please go to L2TF Server.
# Destination Username Host Name
Page | C of 0 Show | 20 ~ items Mo data to display
Figure 76 Configuration > Routing > Routing Status (PPTP Route)
Routing Status
Routing Flow
e o c . g 2 Address
IPeec Direct Policy L21P PPTP GRE Static Dynamic Multi- Main e
Route Route Server Route VPN Route Route(RIP) WAN Table 15NAT)
FFTP Route
Y Note:
If you want to configure PPTP Route, please go to FPTP Route.
# Destination Username Host Name
Page O of0 show 20 ~ items Mo data to display
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Figure 77 Configuration > Routing > Routing Status (GRE VPN)

Routing Status

Routing Flow

IPzec Direct Policy L21P PPTP Statie Dynamic Multi- Main M:ddi':sa )
Route Route Server Route Route Route(RIP) WAN Tabkle 1P5|:l A‘gl)
GRE VPN
9 Note:

If you want to configure GRE Tunnel. please go to GRE VPN.

# Tunnel Name Destination P Subnet Mask Interface

Page C of 0 Show 20 ~ |items

Mo data to display

Figure 78 Configuration > Routing > Routing Status (Static Route)

Routing Status

Routing Flow

IPsec Direct Policy L2TP FPTP GRE Stafic Dynamic Multi- Main M:ddil:sa .
Route Route Server Route VPN Route Route(RIP) WAN Table 1ps|:‘ A‘gl)

Static Route

I Note:
If you wanft to configure $tatic Route, please go to Stafic Route.

IPv4 Routing Table

# Name Destination P Gateway IP Interface

Page | O of 0 show 20 - |items

IPvé Routing Table

Mo data to display

# Name Destination IP Gateway IP Interface

Page | O of D Show 20 ~ items

Mo data to display

Figure 79 Configuration > Routing > Routing Status (Dynamic Route (RIP))

Routing Status

Routing Flow

psec Direct Policy 12TP PPTP GRE Static Dynamic Multi- Main M:ddi':s; )
Route Route server Route VPN Route Route(RIP) WAN Table 195':‘ Aﬁ)

Dynamic Route(RIP)

I Note:
If you want to configure Dynamic Route(RIP), please go to Dynamic Route(RIP).

# Destination IP Gateway IP Interface Protocol

Page C of D Show 20 = |items

Metric

Mo dota to display
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Figure 80 Configuration > Routing > Routing Status (Multi-WAN)

Routing Status

Routing Flow

IPsec Direct Policy L21P PPTP GRE Static Dynamic Main M:::ir:gs;'l . @
Route Route Server Route VPN Route Route(RIP) Table 15NAT)
Multi-WAN
9 Note:
If you want to configure Multi-WAN, please go to Multi-WAN.
Narme: SYSTEM_DEFAULT_WAN_TRUNK
Load Balancing Algorithm: Weighted Round Robin
# Member Mode Weight
1 WANT Active 1
2 Maobile Passive 1
Page | C of 0 Show | 20 ~ items Displaying 1-2of 2
Figure 81 Configuration > Routing > Routing Status (Main Table)
Routing Flow
Ppsec  Direct  Policy L2TP PPTP GRE static Dynamic Multi- Main M:::i’:;‘_ @
Route Route Server Route VPN Route Route(RIP) WAN Table 1 SNAT)
Main Table
IPv4 Routing Takle
Destination IP Gateway IP Subnet Mask Flag Metric Interface
192.1468.1.0 0.0.0.0 255.255.255.0 u 0 Default [LAN]
Page C of 0 Show 20 = jitems Displaying 1-10of 1
IPvé Routing Table
Destination IP Gateway IP Flag Metric Interface
fd00::5ee2:8cfifed3:7a24... U 1024 Default [LAN]
fd00::/64 u 1024 Default [LAN]
fd00::5ee2:8cfifed3:7a24... U 256 Default [LAN]
fd00::/64 u 1024 Default [LAN]
fd00:0:0:ffff1:/ 64 U 1024 Default [LAN]
fed0:/64 u 256
fellu/é4 U 256 Default [LAN]
ff00::/8 u 256
ff00:/8 U 256 Default [LAN]
Page of 0 Show 20 ~ [itemns Displaying 1- 9 of ¢

VPN2S User's Guide

100




Chapter 7 Routing

Figure 82 Configuration >

Routing > Routing Status (Address Mapping (1-1 SNAT))

Routing Status

Routing Flow

Address Mapping(1-1 SNAT)

.
Note:

# WAN Interface

Paoge of 0

T Direct Policy L2TP PPTP GRE Static Dynamic Multi- Main M: " 5?1_
Route Route Server Route VPN Route Route(RIF) WAN Table IPSNAI]

If you want to configure Address Mapping(1-1 SNAT), please go to Address Mapping(1-1 SNAT).

Internal Beginning IP External Beginning IP

20 Mo data to display

The following table describes the labels in this screen.

Table 32 Configuration > Routing > Routing Status

LABEL

DESCRIPTION

Routing Flow

This section shows you the flow of how the VPN2S determines where to route a
packet. Click a function box to display the related settings in the next section.

This section shows the corresponding settings according to the function box you
click in the Routing Flow section.

The following fields are availa

ble if you click IPsec in the Routing Flow secftion.

#

This is the IPsec VPN policy index number.

VPN Connection

This field displays the identification name for this VPN policy.

Local Policy

This field displays the local policy.

Remote Policy

This field displays the remote policy.

The following fields are availa

ble if you click Direct Route in the Routing Flow section.

Destination

This is the destination IP address of a route.

Subnet Mask

This is the subnet mask of a route.

Interface

This is the name of an interface associated with the route.

The following fields are availa

ble if you click Policy Route in the Routing Flow section.

#

This is the number of an individual policy route.

Name

This field displays the descriptive name of the policy route.

Source IP

This is the name of the source IP address (group) object. Any means all IP addresses.

Destination IP

This is the name of the destination IP address (group) object. Any means all IP
addresses.

Source Port

This displays the port (0-65535) the source IP address(es) are using in this policy route
rule.

Destination Port

This displays the port (0-65535) the destination IP address(es) are using in this policy
route rule.

Protocol

This shows the kind of profocol used by this policy route rule (TCP, UDP or None).

Next-Hop

This is the next hop to which packets are directed. It helps forward packets to their
destinations and can be a router, VPN funnel, outgoing interface or frunk.

The following fields are availa

ble if you click L2TP Server and PPTP Route in the Routing Flow section.

#

This is the PPTP/L2TP VPN policy index number.

Destination

This is the original destination IP address(es) to which the packets are fransmitted.
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Table 32 Configuration > Routing > Routing Status

LABEL DESCRIPTION
Username This field displays the client’s login name for this connection.
Host Name This is the client's host name of this connection.

The following fields are availa

ble if you click GRE VPN in the Routing Flow secfion.

#

This is the GRE VPN policy index number.

Tunnel Name

This field displays the identification name for this GRE VPN policy.

Destination IP

This field displays the destination IP address of the GRE tunnel.

Subnet Mask

This field displays the IP network subnet mask of the GRE remote subnet.

Interface

This field displays the WAN interface this GRE VPN policy uses.

The following fields are availa

ble if you click Static Route in the Routing Flow section.

#

This is the number of an individual static route.

Name

This field displays the descriptive name of the static route.

Destination IP

This is the destination IP address. Any means all IP addresses.

Subnet Mask / Prefix Length

This parameter specifies the IP network subnet mask and prefix length of the final
destination.

Gateway IP This is the IP address of the gateway. The gateway is a router or switch on the same
network segment as the device's LAN or WAN port. The gateway helps forward
packets to their destinations.

Interface This is the WAN interface used for this static route.

The following fields are availa

ble if you click Dynamic Route (RIP) in the Routing Flow section.

#

This is the number of an individual dynamic route.

Destination This indicates the destination IP address of this route.

Gateway IP This indicates the IP address of the gateway that helps forward this route’s traffic.
Interface This indicates the name of the interface through which the route is forwarded.
Protocol This shows the kind of protocol used by this route rule (TCP, UDP or None).

Metric This is the route’s priority among the displayed routes.

The following fields are availa

ble if you click Multi-WAN in the Routing Flow section.

Name

This is the name to identify the frunk.

Load Balancing Algorithm

This shows the load balancing method used by the trunk.

Load Balancing Index(es)

This field appears when the load balancing algorithm is Lead Load First or Spillover.
This shows the traffic to which the VPN2S applies the load balancing method.

# This field is a sequential value, and it is not associated with any interface.

Member This field displays the member interface of the trunk.

Mode This field displays Active when the VPN2S always attempt to use this connection.
Displays Passive to have the VPN2S only use this connection when all of the
connections set to active are down.

Weight This field displays with the weighted round robin load balancing algorithm.

Egress Bandwidth

This field appears when the load balancing algorithm is Lead Load First or Spillover.
This shows the maximum amount of data (in Kb) sent through the interface per
second.

Spillover

This field appears when the load balancing algorithm is Spillover. This shows the
maximum amount of data (in Kb) to send through the interface before using
another interface.

The following fields are availa

ble if you click Main Table in the Routing Flow section

Destination

This indicates the destination IPv4 address or IPvé address and prefix of this route.
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Table 32 Configuration > Routing > Routing Status

LABEL DESCRIPTION

Gateway IP This indicates the IPv4 or IPvé address of the gateway that helps forward this route’s
fraffic.

Subnet Mask This indicates the destination subnet mask of the IPv4 route.

Flag This indicates the route statfus.

U-Up: The route is up.

UC-Up Cache: The route is up and it is a cache entry.

I-Reject: The route is blocked and will force a route lookup to fail.
G-Gateway: The route uses a gateway to forward traffic.

H-Host: The target of the route is a host.

R-Reinstate: The route is reinstated for dynamic routing.

D-Dynamic (redirect): The route is dynamically installed by a routing daemon or
redirect.

M-Modified (redirect): The route is modified from a routing daemon or redirect.

Metric The metric represents the “cost of fransmission”. A router determines the best route
for tfransmission by choosing a path with the lowest “cost”. The smaller the number,
the lower the "cost". This is the route’s priority among the displayed routes.

Interface This indicates the name of the interface through which the route is forwarded.

The following fields are available if you click Address Mapping (1-1 SNAT) in the Routing Flow section

# This is the index number of the rule.

WAN Interface This shows the WAN interface through which the address mapping is forwarded.
Intfernal beginning IP This is the starting Inside Local IP Address (ILA).

External Beginning IP This is the starting Inside Global IP Address (IGA).

7.3 The Policy Route Screen

Click Configuration > Routing to open the Policy Route screen. Use this screen to see the configured
policy routes and turn policy routing based bandwidth management on or off.

A policy route defines the matching criteria and the action to take when a packet meets the criteria.
The action is taken only when all the criteria are met. The criteria can include the user name, source
address and incoming interface, destination address, schedule, IP protocol (ICMP, UDP, TCP, etc.) and
port.

The actions that can be taken include:

* Routing the packet to a different gateway, outgoing interface, VPN tunnel, or frunk.

* Limiting the amount of bandwidth available and setting a priority for traffic.

IPPR follows the existing packet filtering facility of RAS in style and in implementation. If you enabled IPvé
you can also configure policy routes used for your IPvé networks on this screen.
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Figure 83 Configuratfion > Routing > Policy Route

Policy Route

IPv4 Routing Table
@ Add
# Status MNarme Source [P Destination IP Sou... | Des... | Pro... Next-Hop

1 @D policyl 192.168.1.100/...  Any Any Any TCP WANT

Page 1 of 1 Show 20 ifems Displaying 1- 1 of 1

IPvé Routing Table
@ Add
# Status MNarme Source [P Destination IP Sou... | Des... | Pro... Next-Hop

Page ofo Show 20 items No data to display

The following table describes the labels in this screen.

Table 33 Configuration > Routing > Policy Route

LABEL DESCRIPTION

IPv4 / IPvé Routing Table

Add Click this to create a new entry. Select an entry and click Add to create a new entry after the
selected enfry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s settings.

Remove To remove an existing entry, select it and click Remove.

# This is the number of an individual policy route.

Status This field displays whether the policy route is active or not. A green ON button signifies that this

route is active. A gray OFF button signifies that this route is not active.

Click the slide button to enable and disable the policy router.

Name This field displays the descriptive name of the policy route.

Source IP This is the source IP address(es) from which the packets are sent. Any means all IP addresses.

Destination IP This is the destination IP address(es) to which the packets are transmitted. Any means all IP
addresses.

Source Port This displays the port(0-65535) the source IP address(es) are using in this policy route rule.

Destination Port | This displays the port(0-65535) the destination IP address(es) are using in this policy route rule.

Source MAC This displays the source MAC address. Blank space means all MAC addresses.

Destination This displays the destination MAC address. Blank space means all MAC addresses.

MAC

Protocol This shows the kind of protocol used by this policy route rule (TCP, UDP or None).

Next Hop This is the next hop to which packets are directed. It helps forward packets to their destinations

and can be arouter, VPN funnel, outgoing interface or frunk.

7.3.1 Policy Route: Add/Edit

Click Add in the Policy Route screen or click the Edit. Use this screen to configure the required
information for a policy route.
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Figure 84 Policy Route: Add/Edit

© Pelicy Route - Add

Configuration
¥ Enable
Policy Name:

Order:

Criteria
Source
Address:

MAC Address:

Source Port

Destination
Address:

MAC Address:

Destination Port
Protocol:

Next-Hop
WAN Interface:

Advanced

Disable this policy rule automatically while the selected next-hop is unreachable.

WANT -

Cancel

The following table describes the labels in this screen.

Table 34 Policy Route: Add/Edit (Sheet 1 of 2)

LABEL DESCRIPTION
Configuration
Enable Select this to activate the policy route.

Policy Name

Enter a descriptive name for the policy. It should begin with a letter and cannot exceed 31
characters [0-9][A-Z] [a-Z][_-].

Order Select an existing number for where you want to put this policy route to move the policy route to
the number you selected after clicking OK. Ordering your rules is important because the VPN2S
applies the rules in the order that you specify.

Criteria

Source Use this section to configure where the packets are coming from in this policy route.

Address Select Any if the policy route will receive packets from all IP addresses. Select IP Address to
specify the source IP address. Otherwise, select Subnet to specify the source subnet mask.

IP Address Enter a source IP address object from which the packets are senft.

SubnetMask | Enter a subnet mask address object from which the packets are sent.

MAC Enter a MAC address object from which the packets are sent.

Address

Source Port

Enter the port number (1-65535) from which the packets are sent. The VPN2S applies the policy
route to the packets sent from the corresponding service port. Any means all service ports.

Destination

Use this section to configure where the packets are going from in this policy route.
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Table 34 Policy Route: Add/Edit (Sheet 2 of 2)

LABEL DESCRIPTION
Address Select Any if the policy route packets will go to all IP addresses. Otherwise select IP Address to
specify the destfination IP address, or select Subnet to specify the destination subnet mask.
IP Address Enter a source IP address object to which the packets go.
SubnetMask | Enter a subnet mask address object to which the packets go.
MAC Enter a MAC address object to which the packets go.
Address
Destination Enter the port number (1-65535) to which the packets go. The VPN2S applies the policy route to
Port the packets that go to the corresponding service port. Any means all service ports.
Protocol Select TCP or UDP if you want to specify a protocol for the policy route. Otherwise select None.
Next-Hop

WAN Interface

Select the WAN interface to route the matched packets through the specified outgoing
interface to a gateway (which is connected to the interface).

Advanced

Disable this
policy rule
automatically
while the
selected next-
hop is
unreachable

Select this if you want the VPN2S to disable a policy rule if next-hop is unreachable.

OK

Click OK to save your changes.

Cancel

Click Cancel to exit this screen without saving.

7.4 The Static Route Screen

Use this screen to view and configure the static route rules on the VPN2S. Click Configuration > Routing >
Static Route to open the following screen.

Figure 85 Configuration > Routing > Stafic Route

Static Route

IPv4 Routing Table
oA:ﬂ:

# Status

I ON @

Page 1

IPvé Routing Table
@ Add
# Status

Page

MName

Routel

Destination IP Subnet Mask / PrefixL...  Gateway IP Interface
10.2.3.0 255.255.255.0 10.1.2.3 WANT

of 1 Show 20 ifems Displaying 1- 1 of 1
Destination IP Subnet Mask / PrefixL...  Gateway IP Interface

MName

ofo Show 20

itemns No data to display
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7.4.1

The following table describes the labels in this screen.

Table 35 Configuration > Routing > Static Route

LABEL DESCRIPTION

IPv4 / IPvé Routing Table

Add Click this to configure a new static route.

Edit Double-click an entry or select it and click Edit fo open a screen where you can modify the

static route’s settings.

Click the slide button to enable and disable the static router.

Remove To remove an existing stafic route, select it and click Remove.

Multiple Entries Select one or more static routes and click this to enable them.
Turn On

Multiple Entries Select one or more static route and click this to disable them.

Turn Off

# This is the index number of the static route.

Status This field displays whether the static route is active or not. A green ON button signifies that this
stafic route is active. A gray OFF button signifies that this static route is not active.

Name This is the name that describes or identifies this route.

Destination IP This parameter specifies the IP network address of the final destination. Routing is always based

on network number.

Subnet Mask / This parameter specifies the IP network subnet mask and prefix length of the final destination.
Prefix Length

Gateway IP This is the IP address of the gateway. The gateway is a router or switch on the same network
segment as the device's LAN or WAN port. The gateway helps forward packets to their
destinations.

Interface This is the WAN interface used for this static route.

Static Route: Add/Edit

Use this screen to add or edit a static route. Click Add new static route in the Routing screen or the Edit
icon next to the static route you want to edit. The screen shown next appears.

Figure 86 Stafic Route: Add/Edit

€ Static Route - Add X
v Enable
Route Name: | |0
Destination IP: | |0
Subnet Mask: 255.255.255.0

v Use Gateway IP Address

Gateway IP: | |o

Use Interface: WANT -

Cancel
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The following table describes the labels in this screen.

Table 36 Routing: Add/Edit

LABEL

DESCRIPTION

Enable

This field allows you to activate/deactivate this stafic route.

Select this to enable the static route. Clear this to disable this static route without having to
delete the entry.

Route Name

Enter a descriptive name for the static route.

Destination IP
Address

Enter the IPv4 or IPvé network address of the final destination.

Subnet Mask

Enter the IP subnet mask here.

If you are using IPv4 and need to specify a route to a single host, use a subnet mask of
255.255.255.255 in the subnet mask field to force the network number to be identical to the host
ID.

Prefix Length

Enter the IPvé prefix length that specifies how many most significant bits (starting from the left) in
the address compose the network address.

Use Gateway IP
Address

The gateway is a router or switch on the same network segment as the device's LAN or WAN
port. The gateway helps forward packets to their destinations.

Select this if you want to use the gateway IP address.

Gateway IP

Enter the IP address of the gateway.

Use Interface

Select the WAN interface you want to use for this stafic route.

OK

Click OK to save your changes.

Cancel

Click Cancel to exit this screen without saving.

7.5 The RIP Screen

Routing Information Protocol (RIP, RFC 1058 and RFC 1389) allows a device to exchange routing
information with other routers.

Click Configuration > Routing > RIP to open the RIP screen.
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Figure 87 Configuration > Routing > RIP

RIP

WAN FPorts

# Interface

LAN Ports
# Interface
1 Default [LAN]
2 VLANI23 [LAN]

RIP Routing Rule List
# Interface
1 WANT
2 Default [LAN]
3 VLANIZZ

% Note:

RIP cannot be configured when NAT is enabled.

Version Operation Enabled
Wersion Qperation Enabled
RIPv2 Active

RIPv2 Active

Routing Rule List Deny

172.21.40.0 / 255.255.252.0
192.168.1.0 / 255.255.255.0
192.168.5.0 / 255.255.255.0

The following table describes the labels in this screen.

Table 37 Configuration > Routing > RIP

LABEL DESCRIPTION

# This is the index number of the enfry.

Interface This is the name of the interface in which the RIP setting is used.

Version The RIP version confrols the format and the broadcasting method of the RIP packets that the
VPN2S sends (it recognizes both formats when receiving). RIP version RIPv1 is universally
supported but RIP version RIPv2 carries more information. RIP version RIPv1 is probably
adequate for most networks, unless you have an unusual network fopology.

Operation Select Passive o have the VPN2S update the routing table based on the RIP packets received
from neighbors but not advertise its route information to other routers in this interface.

Select Active fo have the VPN2S advertise its route information and also listen for routing
updates from neighboring routers.

Enabled Select the check box to activate the settings.

Routing Rule List

This shows the destination IP address and subnet mask of the routing entries.

Deny Select the check box to deny routing entries to report (send out) through the interfaces.
Apply Click Apply to save your changes.
Cancel Click Cancel fo exit this screen without saving.
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CHAPTER 8

Neitwork Address Translation
(NAT)

8.1 Overview

This chapter discusses how to configure NAT on the VPN2S. NAT (Network Address Translation - NAT, RFC
1631) is the franslation of the IP address of a host in a packet, for example, the source address of an
outgoing packet, used within one network to a different IP address known within another network.

8.1.1 What You Can Do in this Chapter

¢ Use the Port Forwarding screen to configure forward incoming service requests to the server(s) on your
local network (Section 8.2 on page 111).

* Use the Port Triggering screen to add and configure the VPN2S's trigger port settings (Section 8.3 on
page 114).

¢ Use the Address Mapping screen to configure the VPN2S's address mapping settings (Section 8.4 on
page 117).

* Use the Default Server screen to configure a default server (Section 8.5 on page 119).

* Use the ALG screen to enable and disable the NAT and SIP (VolIP) ALG in the VPN2S (Section 8.6 on
page 121).

8.1.2 What You Need To Know

Inside/Outside

Inside/outside denotes where a host is located relative to the VPN2S, for example, the computers of
your subscribers are the inside hosts, while the web servers on the Internet are the outside hosts.

External/Internal

External/Internal denotes the IP address of a host in a packet as the packet tfraverses a router, for
example, the internal address refers to the IP address of a host when the packet is in the local network,
while the external address refers to the IP address of the host when the same packet is fraveling in the
WAN side.

NAT

In the simplest form, NAT changes the source IP address in a packet received from a subscriber (the
inside local address) to another (the inside global address) before forwarding the packet to the WAN
side. When the response comes back, NAT translates the destination address (the inside global address)
back to the inside local address before forwarding it to the original inside host.
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Port Forwarding

A port forwarding seft is a list of inside (behind NAT on the LAN) servers, for example, web or FTP, that you
can make visible to the outside world even though NAT makes your whole inside network appear as a
single computer to the outside world.

Finding Out More

See Section 8.7 on page 122 for advanced technical information on NAT.

8.2 The Port Forwarding Screen

Use the Port Forwarding screen fo forward incoming service requests to the server(s) on your local
network.

You may enter a single port number or a range of port numbers to be forwarded, and the local IP
address of the desired server. The port number identifies a service; for example, web service is on port 80
and FTP on port 21. In some cases, such as for unknown services or where one server can support more
than one service (for example both FTP and web service), it might be better to specify a range of port
numbers. You can allocate a server IP address that corresponds to a port or a range of ports.

Please refer to RFC 1700 for further information about port numbers.

Note: Many residential broadband ISP accounts do not allow you to run any server processes
(such as a Web or FTP server) from your location. Your ISP may periodically check for
servers and may suspend your account if it discovers any active services at your
location. If you are unsure, refer to your ISP.

Configuring Servers Behind Port Forwarding (Example)

Let's say you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the example), port 80 to
another (B in the example) and assign a default server IP address of 192.168.1.35 to a third (C in the
example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT network
appears as a single host on the Internet.
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Figure 88 Multiple Servers Behind NAT Example
B=192.168.1.33

B=192.168.1.34

C=192.168.1.35

T

IP Address
assigned by ISP

T

192.168.1.1

D=192.168.1.36

Click Configuration > NAT > Port Forwarding to open the following screen.

Figure 89 Configuration > NAT > Port Forwarding

Port Forwarding

Firewall

© Add

# Status
Fage

* Note

Service... | Protocol WAN In... | WANIP Startin... Ending... | LANIP ... Transla... Transla...

of 0 Show |20 = items Mo data to display

The TCP port is reserved for TR04? connection request port.

The following table describes the fields in this screen.

Table 38 Configuration > NAT > Port Forwarding

LABEL DESCRIPTION

Add Click this to add a new rule.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the rule’s
settings.

Remove To remove an existing rule, select it and click Remove.

# This is the index number of the rule.

Status This field displays whether the rule is active or not. A green ON button signifies that this rule is
active. A gray OFF button signifies that this rule is not acfive.
Click the slide button to turn on or furn off the rule.

Firewall This shows a firewall exception icon if there is an exception filter rule on the VPN2S firewalll for this

port forwarding rule, otherwise this field is empty.

Service Name

This shows the service's name.

Protocol

This shows the IP protocol supported by this virtual server, whether it is TCP, UDP, or TCP/UDP.

WAN Interface

This shows the WAN interface through which the service is forwarded.

WAN [P

This field displays the incoming packet’s destination IP address.

Starting Port

This is the first external port number that identifies a service.
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Table 38 Configuration > NAT > Port Forwarding (continued)

LABEL DESCRIPTION

Ending Port This is the last external port number that identifies a service.

LAN IP Address This is the service's internal IP address.

Translation Start | This is the first internal port number that identifies a service.
Port

Translation End | This is the last internal port number that identfifies a service.
Port

8.2.1 Port Forwarding: Add/Edit

Click Add in the Port Forwarding screen or select an existing rule and click Edit to open the following
screen.

Figure 90 Port Forwarding: Add/Edit
& Port Forwarding - Add X

Enable

Add Exception to Frewall

Service Name: |o
Protocol: TCP hd
WAN Interface: ADSL -
From WAN Sids
WAM |P:
FPort Mapping Type: ports -
Starting Port: | |@ (1-65535)
Ending Port: | |@ (1-65535)
To LAN Side
LAN IP Addrass: | |o
Translation Start Port: | |0 [1-63535)

Translation End Port:

Cancel

The following table describes the labels in this screen.

Table 39 Port Forwarding: Add/Edit

LABEL DESCRIPTION

Enable Clear the check box to inactivate the rule. Select the check box to activate it.

Add Exception Select this option to create an incoming filter rule in the Firewall to allow the packets.
to Firewall

Service Name Enter a name to identify this rule using keyboard characters (A-Z, a-z, 1-2 and so on).
Protocol Select the protocol supported by this virtual server. Choices are TCP, UDP, or TCP/UDP.

WAN Interface | Select the WAN interface through which the service is forwarded.

You must have already configured a WAN connection with NAT enabled.

From WAN Side
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Table 39 Port Forwarding: Add/Edit (confinued)

LABEL DESCRIPTION

WAN IP Enter the WAN IP address for which the incoming service is destined. If the packet's destination
IP address doesn’'t match the one specified here, the port forwarding rule will not be applied.

Port Mapping Select Port if you only want to enter the starting port. Select Ports if you want to enter both

Type starting and ending ports (1-65535).

Starting Port

Enter the original destination port for the packets.
To forward only one port, enter the port number again in the End Port field.

To forward a series of ports, enter the start port number here and the end port number in the End
Port field.

Ending Port Enter the last port of the original destination port range.
To forward only one port, enter the port number in the Start Port field above and then enter it
again in this field.
To forward a series of ports, enter the last port number in a series that begins with the port
number in the Start Port field above.

To LAN Side

LAN IP Address

Enter the inside IP address of the virtual server here.

Translation Start
Port

Enter the port number to which you want the VPN2S to translate the incoming port. For a range
of ports, enter the first number of the range to which you want the incoming ports translated.

Translation End
Port

This shows the last port of the translated port range.

OK

Click OK to save your changes.

Cancel

Click Cancel to exit this screen without saving.

8.3 The Port Triggering Screen

Some services use a dedicated range of ports on the client side and a dedicated range of ports on the
server side. With regular port forwarding you set a forwarding port in NAT to forward a service (coming in
from the server on the WAN) to the IP address of a computer on the client side (LAN). The problem is that
port forwarding only forwards a service to a single LAN IP address. In order fo use the same service on a
different LAN computer, you have to manually replace the LAN computer's IP address in the forwarding
port with another LAN computer's IP address.

Trigger port forwarding solves this problem by allowing computers on the LAN to dynamically take furns
using the service. The VPN2S records the IP address of a LAN computer that sends traffic to the WAN to
request a service with a specific port number and protocol (a “trigger” port). When the VPN2S's WAN
port receives a response with a specific port number and protocol (“open” port), the VPN2S forwards
the traffic to the LAN IP address of the computer that sent the request. After that computer’s
connection for that service closes, another computer on the LAN can use the service in the same
manner. This way you do not need to configure a new IP address each time you want a different LAN
computer to use the application.

For example:
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Figure 91 Trigger Port Forwarding Process: Example

Jane's Computer

Real Audio Server
Port 7070

Jane requests a file from the Real Audio server (port 7070).

Port 7070 is a “trigger” port and causes the VPN2S to record Jane's computer IP address. The VPN2S
associates Jane's computer IP address with the "open” port range of 6970-7170.

The Real Audio server responds using a port number ranging between 6970-7170.
The VPN2S forwards the traffic to Jane's computer IP address.

Only Jane can connect fo the Real Audio server until the connection is closed or times out. The VPN2S
fimes out in three minutes with UDP (User Datagram Protocol) or two hours with TCP/IP (Transfer Conftrol
Protocol/Internet Protocol).

Click Configuration > NAT > Port Triggering to open the following screen. Use this screen to view your
VPN2S's frigger port settings.

Figure 92 Configuration > NAT > Port Triggering

Port Triggering
©Add
# Status Service N... WAN Inter... Trigger $ta... | Trigger En... | Trigger Pr... Open $ia... | Open End... | Open Pro...
Page of 0 Show 20 ¥ items No data to display

The following table describes the labels in this screen.

Table 40 Network Setting > NAT > Port Triggering

LABEL DESCRIPTION

Add Click this to create a new rule.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the rule’s
settings.

Remove To remove an existing rule, select it and click Remove.

Multiple Entries | Select one or more rules and click this fo enable them.

Turn On

Multiple Entries | Select one or more rules and click this fo disable them.

Turn Off

# This is the index number of the rule.
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Table 40 Network Setting > NAT > Port Triggering (continued)

LABEL

DESCRIPTION

Status

This field displays whether the rule is active or not. A green ON button signifies that this rule is
active. A gray OFF button signifies that this rule is not acfive.

Click the slide button fto turn on or turn off the rule.

Service Name

This field displays the name of the service used by this rule.

WAN Interface

This field shows the WAN inferface through which the service is forwarded.

Trigger Start Port

The trigger port is a port (or a range of ports) that causes (or triggers) the VPN2S to record the IP
address of the LAN computer that sent the traffic to a server on the WAN.

This is the first port number that identifies a service.

Trigger End Port

This is the last port number that identifies a service.

Trigger Protocol

This is the trigger fransport layer protocol.

Open Start Port

The open port is a port (or a range of ports) that a server on the WAN uses when it sends out a
particular service. The VPN2S forwards the traffic with this port (or range of ports) to the client
computer on the LAN that requested the service.

This is the first port number that identifies a service.

Open End Port

This is the last port number that identifies a service.

Open Protocol

This is the open transport layer protocol.

8.3.1 Port Triggering Rule: Add/Edit

This screen lets you create new port friggering rules. Click Add in the Port Triggering screen or select a
rule and click Edit to open the following screen.

Figure 93 Port Triggering: Add/Edit

v Enable
Service Name:
WAN Interface:

Trigger
Protocol:

Ending Port:

Open

Protocol:

Ending Port:

&) Port Triggering - Add X

Starting Port:

Starting Port:

o

ADSL -

TCP -

| |@ (1-85535)
| |@ (1-85535)

TCP -

| |@ (1-85535)
| |@ (1-85535)

Cancel
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The following table describes the labels in this screen.

Table 41 Port Triggering: Configuration Add/Edit

LABEL

DESCRIPTION

Enable

Select the check box to activate this rule.

Service Name

Enter a name to identify this rule. It should begin with a letter and cannot exceed 20 characters
[0-91[A-Z] [a-Z][-].

WAN Interface

Select a WAN interface for which you want to configure port triggering rules.

Trigger

Protocol

Select the transport layer protocol from TCP, UDP, or TCP/UDP.

Starting Port

The trigger port is a port (or a range of ports) that causes (or triggers) the VPN2S to record the IP
address of the LAN computer that sent the traffic to a server on the WAN.

Type a port number or the starting port number in a range of port numbers (1-65535).

Ending Port Type a port number or the ending port number in a range of port numbers (1-65535).
Open
Protocol Select the transport layer protocol from TCP, UDP, or TCP/UDP.

Starting Port

The open port is a port (or a range of ports) that a server on the WAN uses when it sends out a
particular service. The VPN2S forwards the traffic with this port (or range of ports) to the client
computer on the LAN that requested the service.

Type a port number or the starting port number in a range of port numbers (1-65535).

Ending Port Type a port number or the ending port number in a range of port numbers (1-65535).
oK Click OK to save your changes.
Cancel Click Cancel to exit this screen without saving.

8.4 The Address Mapping Screen

Use this screen to change your VPN2S's address mapping settings. Ordering your rules is important,
because the VPN2S applies the rules in the order that you specify. When a rule matches the current
packet, the VPN2S takes the corresponding action and the remaining rules are ignored.

Click Configuration > NAT > Address Mapping fo display the following screen.

Figure 94 Configuration > NAT > Address Mapping

Address Mapping

7 Note:

Address mapping rule sets do not have pricrity above each other, and might not give the desired result if the P ranges overlap.

WAN Interface Internal Beginning IP Internal Ending IP External Beginning IP External Ending IP

ofo show | 20 items No data to display
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8.4.1

The following table describes the fields in this screen.

Table 42 Configuration > NAT > Address Mapping

LABEL DESCRIPTION

Add Click this to create a new address mapping rule.

Edit Double-click an address mapping rule or select it and click Edit to open a screen where you can
modify the rule’s settings.

Remove To remove an existing address mapping rule, select it and click Remove.

# This is the index number of the rule.

Type This is the address mapping type.

One-to-One: This mode maps one local IP address to one global IP address. Note that port
numbers do not change for the One-to-one NAT mapping type.

Many-to-One / Source NAT: This mode maps multiple local IP addresses to one global IP address.
This is equivalent to SUA (that is, PAT, port address translation), the VPN2S's Single User Account
feature that previous routers supported only.

Many-to-Many: This mode maps multiple local IP addresses to shared global IP addresses.

WAN Interface

This shows the WAN interface through which the address mapping is forwarded.

Internal
Beginning IP

This is the starting Inside Local IP Address (ILA).

Internal Ending
IP

This is the ending Inside Local IP Address (ILA). This field is blank for One-to-One mapping types.

External
Beginning IP

This is the starting Inside Global IP Address (IGA). Enter 0.0.0.0 here if you have a dynamic IP
address from your ISP. You can only do this for the Many-to-One mapping type.

External Ending
IP

This is the ending Inside Global IP Address (IGA). This field is blank for One-to-One and Many-to-
One mapping types.

Address Mapping Rule: Add/Edit

To add or edit an address mapping rule, click Add or select a rule and click Edit icon in the Address
Mapping screen to display the screen shown next.

Figure 95 Address Mapping: Add/Edit

Type:

Internal

External

0 Address Mapping - Add @

WAN Interface:

Beginning IP Address: | |o

Beginning IP Address: | |o

One-to-One -

ADSL -

Cancel
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The following table describes the fields in this screen.

Table 43 Address Mapping: Add/Edit

LABEL DESCRIPTION

Type Choose the IP/port mapping type from one of the following.

One-to-One: This mode maps one internal IP address to one external IP address. Note that port
numbers do not change for the One-to-one NAT mapping type.

Many-to-One / Source NAT: This mode maps multiple internal IP addresses to one external IP
address. This is equivalent to SUA (that is, PAT, port address translation), the VPN2S's Single User
Account feature that previous routers supported only.

Many-to-Many: This mode maps multiple internal IP addresses to shared external IP addresses.

WAN Interface Select the WAN interface through which the service is forwarded.

Internal

Beginning IP Enter the starting Inside Local IP Address (ILA).

Address

Ending IP Enter the ending Inside Local IP Address (ILA). This field is blank for One-to-One mapping types.
Address

External

Beginning IP Enter the starting Inside Global IP Address (IGA). Enter 0.0.0.0 here if you have a dynamic IP
Address address from your ISP. You can only do this for the Many-to-One / Source NAT mapping type.
Ending IP Enter the ending Inside Global IP Address (IGA). This field is blank for One-to-One and Many-to-
Address One mapping types.

OK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

8.5 The Default Server Screen

In addition to the servers for specified services, NAT supports a default server IP address. A defaulf server
receives packets from ports that are not specified in the NAT Port Forwarding Setup screen. Click
Configuration > NAT > Default Server to open the following screen.

Figure 96 Configuration > NAT > Default Server
Default Server

# WAN Interface Default Server Address
1 Mokile
2 WANI
3 L2TP
Page 1 of 1 Show | 20 items Displaying 1-30of 3
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The following table describes the labels in this screen.

Table 44 Configuration > NAT > Default Server

LABEL DESCRIPTION

Edit Double-click an entry or select it and click Edit to open a screen where you can modify
the default server’s IP address.

# This is the index number of the WAN interface.

WAN Interface This shows the name of the interface group that was created in the Configuration > LAN
/ Home Network > VLAN / Interface Group screen.

Default Server Address This shows the IP address of the default server.

8.5.1 Default Server: Edit

This screen lets you edit inferface groups. Select an interface and click Edit to open the following screen.

Figure 97 Defaulf Server: Edit

Default Server

# WAN Interface Default Server Address
1 Mokile
2 WANI
3 L2TP
Page 1 of 1 Show | 20 items Displaying 1-30of 3

The following table describes the fields in this screen.

Table 45 Default Server: Edit

LABEL DESCRIPTION

WAN Interface This shows the name of the interface group that was created in the Configuration > LAN / Home
Network > VLAN / Interface Group screen. The host must be in the same VLAN as the selected
VLAN / Interface Group.

Default Server Enter the IP address of the default server which receives packets from ports that are not
Address specified in the NAT Port Forwarding screen.

Note: If you do not assign a Default Server Address, the VPN2S discards all packets
received for ports that are not specified in the NAT Port Forwarding screen.

OK Click OK to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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8.6 The ALG Screen

Some NAT routers may include a SIP Application Layer Gateway (ALG). A SIP ALG allows SIP calls to pass
through NAT by examining and translating IP addresses embedded in the data stream. When the VPN2S
reqisters with the SIP register server, the SIP ALG translates the VPN2S's private IP address inside the SIP
data stream to a public IP address. You do not need to use STUN or an outbound proxy if your VPN2S is
behind a SIP ALG.

Use this screen to enable and disable the NAT, SIP (VoIP) and/or RTSP ALG in the VPN2S. To access this
screen, click Configuration > NAT > ALG.

Figure 98 Configuration > NAT > ALG
ALG

v NAT ALG
v FIP ALG
v TFTP ALG
v RTSP ALG
SIP ALG
H.323 ALG
PPTP ALG

| Apply | | Reset |

The following table describes the fields in this screen.

Table 46 Configuration > NAT > ALG

LABEL DESCRIPTION
NAT ALG Enable this to make sure applications such as FTP and file transfer in IM applications work
correctly with port-forwarding and address-mapping rules.
FTP ALG Turn on the FTP ALG to detect FTP (File Transfer Program) traffic and help build FTP sessions
through the VPN2S's NAT.
TFTP ALG Turn on the TFTP ALG to detect TFTP (Trivial File Transfer Protocol) traffic and help build TFTP

sessions through the VPN2S's NAT.

RTSP ALG Enable this to have the VPN2S detect RTSP fraffic and help build RTSP sessions through its NAT.
The Real Time Streaming (media control) Protocol (RTSP) is a remote control for multimedia on
the Internet.

SIP ALG Enable this to make sure SIP (VolP) works correctly with port-forwarding and address-mapping
rules.

H.323 ALG Turn on the H.323 ALG to detfect H.323 traffic (used for audio communications) and help build
H.323 sessions through the VPN2S's NAT.

PPTP ALG Turn on the PPTP ALG to detect PPTP (Point-to-point Tunneling Protocol) fraffic and help build
PPTP sessions through the VPN2S's NAT.

Apply Click Apply to save your changes.

Reset Click Reset to return the screen to its last-saved settings.
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8.7 Technical Reference

This part contains more information regarding NAT.

8.7.1 NAT Definitions

Inside/outside denotes where a host is located relative to the VPN2S, for example, the computers of
your subscribers are the inside hosts, while the web servers on the Internet are the outside hosts.

Global/local denotes the IP address of a host in a packet as the packet fraverses a router, for example,
the local address refers to the IP address of a host when the packet is in the local network, while the
global address refers to the IP address of the host when the same packet is fraveling in the WAN side.

Note that inside/outside refers to the location of a host, while global/local refers to the IP address of a
host used in a packet. Thus, an inside local address (ILA) is the IP address of an inside host in a packet
when the packet is still in the local network, while an inside global address (IGA) is the IP address of the
same inside host when the packet is on the WAN side. The following table summarizes this information.

Table 47 NAT Definitions

ITEM DESCRIPTION

Inside This refers to the host on the LAN.

Outside This refers to the host on the WAN.

Local This refers to the packet address (source or destination) as the packet travels on the LAN.
Global This refers to the packet address (source or destination) as the packet fravels on the WAN.

NAT never changes the IP address (either local or global) of an outside host.

8.7.2 What NAT Does

In the simplest form, NAT changes the source IP address in a packet received from a subscriber (the
inside local address) to another (the inside global address) before forwarding the packet to the WAN
side. When the response comes back, NAT franslates the destination address (the inside global address)
back to the inside local address before forwarding it to the original inside host. Note that the IP address
(either local or global) of an outside host is never changed.

The global IP addresses for the inside hosts can be either static or dynamically assigned by the ISP. In
addition, you can designate servers, for example, a web server and a telnet server, on your local
network and make them accessible to the outside world. If you do not define any servers (for Many-to-
One and Many-to-Many Overload mapping). NAT offers the additional benefit of firewall protection.
With no servers defined, your VPN2S filters out all incoming inquiries, thus preventing intruders from
probing your network. For more information on IP address translation, refer o RFC 1631, The IP Network
Address Translator (NAT).
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8.7.3 How NAT Works

Each packet has two addresses — a source address and a destination address. For outgoing packets,
the ILA (Inside Local Address) is the source address on the LAN, and the IGA (Inside Global Address) is
the source address on the WAN. For incoming packets, the ILA is the destination address on the LAN,
and the IGA is the destination address on the WAN. NAT maps private (local) IP addresses to globally
unique ones required for communication with hosts on other networks. It replaces the original IP source
address (and TCP or UDP source port numbers for Many-to-One and Many-to-Many Overload NAT
mapping) in each packet and then forwards it to the Internet. The VPN2S keeps track of the original
addresses and port numbers so incoming reply packets can have their original values restored. The

following figure illustrates this.

Figure 99 How NAT Works

NAT Table
Inside: Local Inside Global
IP Address IP Address
LAN 192.168.1.10 IGA 1 WAN
192.168.1.11 IGA 2
192.168.1.12 IGA 3
172.168.1.13 IGA 4
192.168.1.13 SA SA
192.168.1.10 IGA 1
L} n
Tgadesd 12 Inside Local Inside Global '
Address (ILA) Address (IGA)

192.168.1.11

192.168.1.10

8.7.4 NAT Application

The following figure illustrates a possible NAT application, where three inside LANs (logical LANs using IP
alias) behind the VPN2S can communicate with three distinct WAN networks.
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Figure 100 NAT Application With IP Alias
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Port Forwarding: Services and Port Numbers

The most often used port numbers are shown in the following table. Please refer to RFC 1700 for further
information about port numbers. Please also refer to the Supporting CD for more examples and details
on port forwarding and NAT.

Table 48 Services and Port Numbers

SERVICES PORT NUMBER
ECHO 7
FTP (File Transfer Protocol) 21
SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer protocol or WWW, Web) 80
POP3 (Post Office Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162
PPTP (Point-to-Point Tunneling Protocol) 1723

Port Forwarding Example

Let's say you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the example), port 80 to
another (B in the example) and assign a default server IP address of 192.168.1.35 to a third (C in the
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example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT network
appears as a single host on the Internet.

Figure 101 Multiple Servers Behind NAT Example
B=192.168.1.33

B=192.168.1.34

T

192.168.1.1

T

IP Address
assigned by ISP

C=192.168.1.35

D=192.168.1.36
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CHAPTER 9
Firewall

9.1 Overview

This chapter shows you how to enable and configure the VPN2S's security settings. Use the firewall to
protect your VPN2S and network from attacks by hackers on the Internet and control access to it. By
default the firewall:

* allows fraffic that originates from your LAN computers to go fo all other networks.

* blocks traffic that originates on other networks from going to the LAN.

The following figure illustrates the default frewall action. User A can inifiate an IM (Instant Messaging)
session from the LAN to the WAN (1). Return traffic for this session is also allowed (2). However other traffic
initiated from the WAN is blocked (3 and 4).

Figure 102 Default Firewall Action

LAN WAN

>

DS

o

<

9.1.1 What You Can Do in this Chapter

* Use the Firewall Overview screen fo activate the firewall feature on the VPN2S (Section 9.2 on page

128).
¢ Use the DoS screen to activate protection against Denial of Service (DoS) attacks (Section 9.3 on
page 128).

* Use the Firewall Rules screen fo view the configured firewall rules and add, edit or remove incoming/
outgoing filtering rules (Section 9.4 on page 129).

¢ Use the Device Service screen to configure through which interfaces, which services can access the
VPNZ2S (Section 9.5 on page 132).
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¢ Use the Zone Control screen to set the firewall's default actions based on the direction of travel of
packets (Section 9.6 on page 135).

¢ Use the Service screen to add or remove predefined Internet services and configure firewall rules
(Section 9.7 on page 136).

* Use the MAC Filter screen to allow LAN clients access to the VPN2S (Section 9.8 on page 138).

¢ Use the Certificate screen to generate certification requests and import the VPN2S signed certificates
(Section 9.9 on page 140).

* Use the AAA Server screen fo provide access control to your network (Section .10 on page 141).

9.1.2 What You Need to Know

SYN Attack

A SYN atftack floods a targeted system with a series of SYN packets. Each packet causes the targeted
system to issue a SYN-ACK response. While the targeted system waits for the ACK that follows the SYN-
ACK, it queues up all outstanding SYN-ACK responses on a backlog queue. SYN-ACKs are moved off the
qgueue only when an ACK comes back or when an internal timer terminates the three-way handshake.
Once the queue is full, the system will ignore all incoming SYN requests, making the system unavailable
for legitimate users.

DoS

Denials of Service (DoS) attacks are aimed at devices and networks with a connection to the Internet.
Their goal is not fo steal information, but to disable a device or network so users no longer have access
to network resources. The VPN2S is pre-configured to automatically detect and thwart all known DoS
attacks.

DDoS

A DDoS attack is one in which multiple compromised systems attack a single target, thereby causing
denial of service for users of the targeted system.

LAND Attack

In a LAND aftack, hackers flood SYN packets into the network with a spoofed source IP address of the
target system. This makes it appear as if the host computer sent the packefts to itself, making the system
unavailable while the target system fries to respond to itself.

Ping of Death

Ping of Death uses a "ping" ufility to create and send an IP packet that exceeds the maximum 65,536
bytes of data allowed by the IP specification. This may cause systems to crash, hang or reboot.

SPI

Stateful Packet Inspection (SPI) tracks each connection crossing the firewall and makes sure it is valid.
Filtering decisions are based not only on rules but also context. For example, tfraffic from the WAN may
only be allowed to cross the firewall in response to a request from the LAN.
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Certification Authority

A Certification Authority (CA) issues cerfificates and guarantees the identity of each certificate owner.
There are commercial certification authorities like CyberTrust or VeriSign and government certification
authorities. The certification authority uses its private key to sign certificates. Anyone can then use the
certification authority's public key to verify the certificates. You can use the VPN2S to generate
certification requests that contain identifying information and public keys and then send the
certification requests to a certification authority.

AAA Servers Supported by the VPN2S

The following lists the types of authentication server the VPN2S supports.
* Local user database

The VPN2S uses the built-in local user database to authenticate administrative users logging info the
VPN2S's Web Configurator or network access users logging into the network through the VPN2S.

* RADIUS

RADIUS (Remote Authentication Dial-In User Service) authentication is a popular protocol used to
authenticate users by means of an external or built-in RADIUS server. RADIUS authentication allows you
to validate a large number of users from a central location.

9.2 The Firewall Overview Screen

Use this screen to enable the firewall on the VPN2S. Click Configuration > Firewall / Security > Firewall
Overview to display the General screen.

Figure 103 Configuration > Firewall / Security > Firewall Overview

Firewall Overview

Configuration

“ Enable Firewall

Firewall Flow

Zone Confrol

| Apply | | Ccmcel|

Click the check box to activate the firewall feature on the VPN2S, then click Apply to save your
changes. You can also use the Firewall Flow to go through the VPN2S's firewall features.

9.3 The DoS Screen

DoS (Denial of Service) attacks can flood your Internet connection with invalid packets and connection
requests, using so much bandwidth and so many resources that Internet access becomes unavailable.
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Click Configuration > Firewall / Security > DoS to display the following screen. Click the DoS Protection
Blocking check box to activate protection against DoS attacks. Then click Apply to save your settings.

Figure 104 Configuration > Firewall / Security > DoS

Dos

Firewall Flow

Configuration
M Dos Protection Blocking

7 Note:

Enable the Firewall to activate Des.

9.4 The Firewall Rules Screen

This screen displays a list of the configured firewall rules. Note the order in which the rules are listed,
ordering your rules is important because the VPN2S applies the rules in the order that you specify. Click
Configuration > Firewall / Security > Firewall Rules to display in the following screen.

Figure 105 Configuration > Firewall / Security > Firewall Rules

Firewall Rules

Firewall Flow
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Firewall Status
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Firewall Rules
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The following table describes the labels in this screen.

Table 49 Configuration > Firewall / Security > Firewall Rules

LABEL

DESCRIPTION

Status

Firewall Status

This shows IPv4 Enable, IPvé Enable when the firewall is enabled, otherwise it shows Disable.
You can change this in the Firewall Overview screen (Section 9.2 on page 128).
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Table 49 Configuration > Firewall / Security > Firewall Rules

LABEL

DESCRIPTION

Rules Storage Space
Usage

This bar shows the percentage of the VPN2S's space that has been used. If the usage is
almost full, you may need to remove an existing filter rule before you create a new one.

Firewall Rules

Status Select Enable to view all active firewall rules, or Disable to view all inactivate firewall rules.

From Select the source security zone of traffic to which the rule applies.

To Select the destination security zone of traffic to which the rule applies.

IP Select v4 to filter IPv4 address firewall rules or vé for IPvé addresses firewall rules.

Show Click this button to search the firewall rules with the filters you used.

Add Click this to create a new rule. Select a rule and click Add fo create a new rule after the
selected entry.

Edit Double-click a rule or select it and click Edit to open a screen where you can modify the
rule’s settings.

Remove To remove an existing rule, select it and click Remove.

Multiple Entries Turn
On

Select one or more rules and click this to enable them.

Multiple Entries Turn
Off

Select one or more rules and click this to disable them.

# This is the index number of the rule.

Status This field displays whether the firewall rule is active or not. A green ON button signifies that
this firewall rule is active. A gray OFF button signifies that this firewall rule is not active.
Click the slide button to turn on or turn off the rule.

Name This displays the descriptive name of the rule.

Source Type

This displays Manual when you create firewall rules on this screen.

This displays Auto when you have added an exception to the Firewall in the NAT > Port
Forwarding screen, see Section 8.2.1 on page 113.

From This displays the source security zone of traffic to which the rule applies.

To This displays the destination security zone of traffic to which the rule applies.

IP version This displays 4 if the rule applies to IPv4 addresses or 6 if it applies to IPvé addresses.
Source IP This displays the source IP addresses to which this rule applies. Any means all IP addresses.

Destination IP

This displays the destination IP addresses to which this rule applies. Any means all IP
addresses.

Service This displays the transport layer protocol that defines the service and the direction of traffic
to which this rule applies.

Schedule This field displays the scheduler rule used for this firewall rule.

Action This displays whether the rule allows packets (Accept), silently discards packets (Drop), or
discards packets and sends an ICMP destination-unreachable packet to the sender
(Reject).

Log This displays whether the VPN2S logs when it performs the ACL rule’s selected action on

the traffic traveling between the two zones.

9.4.1 Firewall Rule: Add/Edit

Click Add or select a firewall rule and click Edit fo open the following screen.

VPN2S User's Guide
130




Chapter 9 Firewall

Figure 106 Firewall Rules: Add/Edit
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The following table describes the labels in this screen.

Table 50 Firewall Rules: Add/Edit

LABEL DESCRIPTION

Enable Select this to turn on the firewall rule.

Logging Select this to have the VPN2S log when it performs the firewall rule’s selected action
on the traffic fraveling between the two zones.

Name Enter a descriptive name of up to 16 alphanumeric characters, not including

spaces.

You must enter the filter name to add a firewall rule.

Description (Optional)

Enter a description to help you identify the purpose of the firewall rule.

Order

Select an existing number for where you want to put this firewall rule to move the
firewall rule to the number you selected after clicking OK. Ordering your rules is
important because the VPN2S applies the rules in the order that you specify.

Direction Use the From and To define the direction of travel of packets to which to apply this
firewall rule. Select from which zone the packets come in and to which zone they
are destined. For example, From LAN To WAN means packets traveling from a
computer or subnet on the LAN zone to the WAN zone.
From Any means traffic coming from the WAN, LAN, WLAN, DMZ, and EXTRA zones
(but not the ROUTER zone).
To Any (excl. Router) means traffic going to the WAN, LAN, WLAN, DMZ, and EXTRA
zones (but not the ROUTER zone).
EXTRA is a local zone to use as needed depending on your network fopology.
To ROUTER applies to fraffic that destined for the VPN2S. Use this to control which
computers can manage the VPN2S.

IP Type Select the type of IP you want to apply this firewall rule (IPv4 or IPvé).

Select Source Device

Select the source device to which the firewall rule applies. If you select Specific
Address IP, enter the source IP address in the field below.
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Table 50 Firewall Rules: Add/Edit

LABEL

DESCRIPTION

Source IP

Enter the source IP address, or select Any to apply firewall rule to any source IP
addresses.

Select Destination Device

Select the destination device to which the firewall rule applies. If you select Specific
Address IP, enter the source IP address in the field below.

Destination IP

If you do not select Any, enter the destiniation IP address in this field.

Select Service

Select the transport layer protocol that defines your customized port from the drop-
down list box. The specific protocol rule sets you add in the Configuration > Firewall /
Security > Service > Add screen display in this list.

Protocol This field is displayed only when you select Any in Select Service.
Choose the IP port (ALL, TCP, UDP, ICMP, or ICMPé) that defines your customized port
from the drop-down list box.

Policy Use the drop-down list box to select whether to discard (DROP), deny and send an

ICMP destination-unreachable message to the sender of (REJECT) or allow the
passage of (ACCEPT) packets that match this rule.

Enable Rate Limit

Select this check box to set a limit on the upstream/downstream transmission rate for
the specified protocol.

Specify how many packet(s) per Minute or Second the transmission rate is.

Scheduler Rules

Select a scheduler rule for this firewall rule form the drop-down list box. The scheduler
rules available are the ones you create in the Configuration > Firewall / Security >
Scheduler Rule screen.

OK

Click OK to save your changes.

Cancel

Click Cancel to restore your previously saved settings.

9.5 The Device Service Screen

Use this screen to configure through which interfaces, which services can access the VPN2S. You can
also specify the port numbers the services must use to connect to the VPN2S.

Use the Trust Domain section in this screen to view a list of public IP addresses which are allowed to
access the VPN2S through the services configured above.

Click Configuration > Firewall / Security > Device Service to open the following screen.
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Figure 107 Configuration > Firewall / Security > Device Service
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The following table describes the labels in this screen.

Table 51 Configuration > Firewall / Security > Device Service
LABEL DESCRIPTION
Service List
Edit Select a service control and click Edit fo modify it.
Service This is the service you may use to access the VPN2S.
Description This shows a description of the service.

LAN Interfaces

This shows a check icon if the service is allowed access to the VPN2S from the LAN.

WAN Interfaces

This shows the interfaces this service is allowed access to the VPN2S from the WAN.

Trust Domain

This shows a check icon if the service is allowed access to the VPN2S from the Trust
Domain.

Port

This field displays the server port number for the service.

Trust Domain

Add Click this to add a trusted host IP address,
Remove Click this to remove the frusted IP address.
IP Address This field shows a trusted host IP address.

Subnet Mask / Prefix Length

This shows the prefix length that specifies how many most significant bits are in the
frusted host IP address,

Certificate

HTTPS Certificate

Select a certificate the HTTPS server (the VPN2S) uses to authenticate itself to the
HTTPS client. You must have certificates already configured in the Certificates
screen.
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Table 51 Configuration > Firewall / Security > Device Service

LABEL DESCRIPTION
Apply Click Apply to save your changes.
Reset Click Reset to restore your previously saved settings.

9.5.1 Device Service: Edit

Double click a Service or select one and click Edit to open the following screen.

Figure 108 Device Service: Edit

" Device Service - Edit @
Service: HTTP
Port: 80 (1~65535)
Trust Domain

M LAN Interface
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L2TP

| OK | | Cancel |

The following table describes the labels in this screen.

Table 52 Device Service: Edit

LABEL DESCRIPTION

Service This is the service you may use to access the VPN2S.

Port You may change the server port number for a service if needed, however you must use the
same porf number in order to use that service for remote management.

Trust Domain Click the check box if the services is allowed access to the VPN2S from the trust domain.

LAN Interface Click the check box if the services are allowed access to the VPN2S from the LAN.

WAN Interface Click the check box if the services are allowed access to the VPN2S from all WAN
connections, or specify the interfaces individually.

OK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

9.5.2 Trust Domain: Add/Edit

Use this screen to configure a public IP address which is allowed to access the VPN2S. Double click an IP
Address or select one and click Edit to open the following screen.
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Figure 109 Trust Domain: Add/Edit

& Add Trust Domain

access the local management services, and click "OK".

Enter the IP address and prefix length of the management station permitted fo

IP Address [/Prefix Length (opfional)]:

Cancel

The following table describes the labels in this screen.

Table 53 Trust Domain: Add/Edit

LABEL DESCRIPTION

IP Address [/Prefix Length Enter a public IPv4 IP address which is allowed to access the service on the VPN2S
(optional)] from the WAN. You can also enter the prefix length of the IP address.

oK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

9.6 The Zone Control Screen

Use this screen to set the firewall's default actions. Firewall rules are grouped based on the direction of

tfravel of packets to which they apply.

Click Configuration > Firewall / Security > Zone Control to display the following screen.

Figure 110 Configuration > Firewall > Security > Zone Confrol
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The following table describes the labels in this screen.

Table 54 Configuration > Firewall / Security > Zone Control

LABEL

DESCRIPTION

Status

Firewall Status

This shows IPv4 Enable, IPvé Enable when the firewall is enabled, otherwise it shows Disable. You
can change this in the Firewall Overview screen (Section 9.2 on page 128).

Zone Control

From/To

The firewall rules are grouped by the direction of packet travel and their zones (WAN, LAN,
WLAN, DMZ, EXTRA and ROUTER). By default, the firewall allows passage of packets tfraveling in
the same zone (a LAN fo a LAN, a WAN to a WAN). Here are some example descriptions of the
directions of fravel.

From LAN To LAN means packets traveling from a computer on one LAN subnet to a computer
on another LAN subnet on the LAN interface of the device.

You can define the EXTRA zone to include the VPN connection. The Router zone can only be
confrolled in ingress direction “to” because it is reserved for the router’'s CPU. However, packets
sent from the router zone are always permitted. For example, if your packet come from a LAN
zone and is going to the Router zone. The VPN2S will apply the firewall rules to the LAN packets if
you did not click the Permit check box.

When Permit box is unchecked and Log box is checked, it means the “dropped” packets will be
logged. When both Permit and Log boxes are checked, it means the “permitted” packets will
be logged.

Permit

Click the check box Permit to allow the passage of the packets.

Log

Click the check box Log to create a log when an action from Firewall rule is taken.

Apply

Click Apply to save your changes.

Cancel

Click Cancel fo restore your previously saved settings.

9.7 The Service Screen

You can configure customized services and port numbers in the Service screen. For a comprehensive list
of port numbers and services, visit the IANA (Internet Assigned Number Authority) website.

Click Configuration > Firewall / Security > Service to display the following screen.
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Figure 111 Configuration > Firewall / Security > Service

Service
Q add # Edit | W Remove
# Narme Description Protocol/Protocol Number
1 AH The IPSEC AH (Authentication Header) tunneling protocol uses this servi...  Other: 51
2 BOOTP_CLIENT DHCP Client. UDP: Any Port—>68
3 BOOTP_SERVER DHCP Server. UDP: Any Port—>47
4 DNS Domain Name Server, a service that matches web names [for exampl... UDP: Any Port—>53
5 ESP The IPSEC ESP (Encapsulation Security Protocol) tunneling protocol uses...  Other: 50
& FTP-command File Transfer Program, a program to enable fast fransfer of files, includin... TCP: Any Pori—->21
7 FTP-data File Transfer Program, a program to enable fast tfransfer of files, includin...  TCP: Any Porf-->20
8 H.323 Nethleeting uses this protocol. TCP: Any Porf-->1720
? HTTP Hyper Text Transfer Protocol - a client/server protocol for the world wid... TCP: Any Pori—->80
10 HTTPS HTTPS is a secured hitp session often used in e-commerce. TCP: Any Port-->443
Page | 1 ofd P M  Show 10 iterns Displaying 1- 10 of 32
% Note:
1. If a profocaol rule is removed, related Firewall Rules will be also removed.
2. The maximum number of protocol rules is 64.

The following table describes the labels in this screen.

Table 55 Configuration > Firewall / Security > Service

LABEL DESCRIPTION

Add Click this to add a new service.

Edit Click this to modify an existing service,

Remove Click this to remove a service,

# This is the index number of the service.

Name This is the name of your customized service.

Description This is the description of your customized service.

Protocol/ This shows the IP protocol (TCP, UDP, ICMP, or TCP/UDP) and the port number or range of ports
Protocol that defines your customized service. Other and the protocol number displays if the service uses
Number another IP protocol.

9.7.1 Service: Add/Edit

Use this screen to add a customized service rule that you can use in the firewall’s ACL rule configuration.
Click Add or select an existing service rule and click Edit in the Service screen to display the following
screen.

Figure 112 Service: Add/Edit
@ Service - Add

I

Description:

Protfocol: Other -

Protocol Number: (0-255)

Cancel
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The following table describes the labels in this screen.

Table 56 Service: Add/Edit

Destination Port

LABEL DESCRIPTION

Name Enfer a unique name (up to 32 printable English keyboard characters, including spaces) for your
customized port.

Description Enter a description for your customized port.

Protocol Choose the IP protocol (TCP, UDP, ICMP, Other, or ICMPvé) that defines your customized port
from the drop-down list box.
Select Other to be able to enter a protocol number.
Select ICMPvé to be able to select a packet type.

Source/ These fields are displayed if you select TCP or UDP as the IP port.

Select Single fo specify one port only or Range to specify a span of ports that define your
customized service. If you select Any, the service is applied fo all ports.

Type a single port number or the range of port numbers that define your customized service.

ICMPV6 Type Select an ICMPvé packet type.
Protocol This field is displayed if you select Other as the protocol.
Number .
Enter the protocol number of your customized port.
OK Click OK to save your changes.
Cancel Click Cancel to exit this screen without saving.

9.8 The MAC Filter Screen

You can configure the VPN2S to permit access to clients based on their MAC addresses in the MAC Filter
screen. Every Ethernet device has a uniqgue MAC (Media Access Control) address. The MAC address is

assigned at the factory and conisists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02. You need to know the MAC addresses of the devices to configure this screen.

Click Configuration > Firewall / Security > MAC Filter fo open the following screen.

Figure 113 Configuration > Firewall / Security > MAC Filter
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The following table describes the labels in this screen.

Table 57 Configuration > Firewall / Security > MAC Filter

LABEL DESCRIPTION

General

Enable Select Enable to activate the MAC filter function.

MAC Address List

Add Click this to create a new MAC filter rule. Select a rule and click Add to create a new rule
after the selected entry.

Edit Double-click a MAC filter rule or select it and click Edit to open a screen where you can
modify the rule’s settings.

Remove To remove an existing MAC filter rule, select it and click Remove.

Multiple Entries Turn On

Select one or more MAC filter rules and click this to enable them.

Multiple Entries Turn Off

Select one or more MAC filter rules and click this to disable them.

Status This field displays whether the MAC filter rule is active or not. A green ON button signifies
that this MAC filter rule is active. A gray OFF button signifies that this MAC filter rule is not
active.

Click the slide button to turn on or turn off the rule.

Host Name This field displays host name of the LAN clients that are allowed access to the VPN2S.

MAC Address This field displays the MAC addresses of the LAN clients that are allowed access to the
VPNZ2S in these address fields.

Apply Click Apply to save your changes.

Reset Click Reset to restore your previously saved settings.

9.8.1 MAC Filter: Add/Edit

Click Add or select an existing MAC filter rule and click Edit to display the following screen.

Figure 114 MAC Filter: Add/Edit

& MAC Filter - Add
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Host Name:
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[ e

Cancel

The following table describes the labels in this screen.

Table 58 MAC Filter: Add/Edit

LABEL DESCRIPTION

Enable Select this to enable the MAC filter rule. The rule will not be applied if Enable is not
selected.

Host Name Enter the host name of the LAN clients that are allowed access to the VPN2S.

MAC Address

Enter the MAC addresses of the LAN clients that are allowed access o the VPN2S in these
address fields. Enter the MAC addresses in a valid MAC address format, that is, six
hexadecimal character pairs, for example, 12:34:56:78:9a:bc.
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Table 58 MAC Filter: Add/Edit

LABEL DESCRIPTION
oK Click OK to save your changes.
Cancel Click Cancel to exit this screen without saving.

9.9 The Cerlificate Screen

The VPN2S can use certificates (also called digital IDs) to authenticate users. Certificates are based on
public-private key pairs. A certificate contains the certificate owner's identity and public key.
Certificates provide a way to exchange public keys for use in authentication. Click Configuration >
Firewall /Security > Certificate to open the following screen.

Figure 115 Configuration > Firewall / Security > Certificate

Certificate

@ Add
# Name

1 VPNZSDefault

Page

.
Note:

Trusted CA Settings

# Name

Page

.
Note:

My Certificates Settings

= More Information % Import
Subject Type lssuer Valid From Valid To
fCN=VPN2S_5CE28... SELF JCMN=VPN25_5CE28... 1970-01-01 00:02:14 ... 1972-12-31 00:02:14 ...

A maximum number of 8 cerificates can be stored.

Subject lssuer Valid From Valid Te

A maximum number of 8 ceriificates can be stored.

Show 5 irems Dizplaying 1-1of 1

* Import

now | 5 irermns Mo data to display

The following table describes the labels in this screen.

Table 59 Configuration > Firewall / Security > Cerfificate

LABEL

DESCRIPTION

My Certificate Settings / Trusted CA Settings

Add Click this to create a new certificate. Select arule and click Add to create a new certificate
after the selected entry.
Remove To remove an existing certificate, select it and click Remove.

More Information

Select a certificate and click More Information to view all details about the certificate.

Import Click this button to save the certificate that you have enrolled from a certification authority
from your computer to the VPN2S.

# This is the index number of the rule.

Name This field displays the descriptive name used to identify this certificate. It is recommended

that you give each certificate a unique name.
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Table 59 Configuration > Firewall / Security > Cerfificate
LABEL DESCRIPTION

Subject This field displays identifying information about the certificate’s owner, such as CN
(Common Name), OU (Organizational Unit or department), O (Organization or company)
and C (Country). It is recommended that each certificate have unique subject information.

Type This field displays general information about the certificate.
It displays Self when the certificate is self-signed.

It displays Import when the certificate used is imported.

Issuer This field displays identifying information about the certificate’s issuing certification authority,
such as a common name, organizational unit or department, organization or company and
country.

Valid From This field displays the date that the certificate becomes applicable. The text displays in red

and includes a Not Yet Valid! message if the certificate has not yet become applicable.

Valid To This field displays the date that the certificate expires. The text displays in red and includes
an Expiring! or Expired! message if the certificate is about to expire or has already expired.

9.10 The AAA Server

You can use a AAA (Authentication, Authorization, Accounting) server to provide access control fo your
network. The AAA server can be a RADIUS server. Use the AAA Server screens to create and manage
objects that contain settings for using AAA servers. Click Configuration > Firewall / Security > AAA Server
to open the following screen.

Figure 116 Configuration > Firewall / Security > AAA Server

AAA Server

LDAP Server Summary

# Name Server Address Base DN

Page of0 show 5 items Mo data to display

# Narme Server Address

Page of0 Show 5 iferms Mo data to display

The following table describes the labels in this screen.

Configuration > Firewall / Security > AAA Server

LABEL DESCRIPTION

LDAP Server Summary

Add Click this to create a new server. Select a rule and click Add fo create a new server
after the selected entry.

Edit Double-click a server or select it and click Edit to open a screen where you can
modify the server’s setftings.

Remove To remove an existing server, select it and click Remove.

# This field displays the index number.
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Configuration > Firewall / Security > AAA Server

LABEL

DESCRIPTION

Name

This field displays the name of the LDAP server entry.

Server Address

This field displays the address of the LDAP server.

Base DN

This field displays the domain name of the LDAP server.

RADIUS Server Summary

Add

Click this to create a new server. Select a rule and click Add to create a new server
after the selected entry.

Edit Double-click a server or select it and click Edit to open a screen where you can
modify the server's settings.

Remove To remove an existing server, select it and click Remove.

# This field displays the index number.

Name This field displays the name of the RADIUS server enftry.

Server Address

This field displays the address of the RADIUS server.

9.10.1 LDAP Server: Add/Edit

Click Add icon or select a server and click Edit fo display the following screen. Use this screen to create
a new LDAP entry or edit an existing one.

Figure 117 LDAP Server: Add/Edit

@ LDAP - Add

General Settings
Name:
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Server Settings
Server Address:

Backup Server Address:
Port:
Base DN:
Use SSL
Search time limit:

v Case-sensitive User Names
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Bind DN:

Password:

Retype to Confirm:

User Login Settings
Login Name Attribute:

Alternative Login Name
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(IP or FQDN) (Optional)
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The following table describes the labels in this screen.

Table 60 LDAP Server: Add/Edit

LABEL

DESCRIPTION

General Settings

Name Enter a descriptive name for identification purposes. It cannot exceed é4 characters
[0-91[A-Z] [a-Z][-].
Description Enter the description of each server, if any. You can use up to 128 printable ASCII

characters.

Server Settings

Server Address

Enter an IP address or Fully-Qualified Domain Name (FQDN) of the LDAP
authentication server.

Backup Server Address

If the LDAP server has a backup authentication server, enter its IP address or FQDN
here.

Port Specify the port number on the LDAP server to which the VPN2S sends
authentication requests. Enter a number between 1 and 65535.

Base DN Specify the directory (up to 127 alphanumerical characters). For example, o=Zyxel,
c=US.
This is only for LDAP.

Use SSL Select Use SSL to establish a secure connection to the LDAP server(s).

Search time limit

Specify the timeout period (between 1 and 300 seconds) before the VPN2S
disconnects from the LDAP server. In this case, user authentication fails.

Search timeout occurs when either the user information is not in the LDAP server(s) or
the LDAP server(s) is down.

Case-sensitive User Names

Select this if the server checks the case of the user names.

Server Authentication

Bind DN

Specify the bind DN for logging into the LDAP server. Enter up to 127 alphanumerical
characters.

For example, cn=zyxelAdmin specifies zyxelAdmin as the user name.

Password

If required, enter the password (up to 15 alphanumerical characters) for the VPN2S
to bind (or log in) to the AD or LDAP server.

Retype to Confirm

Retype your new password for confirmation.

User Login Seftings

Login Name Attribute

Enter the type of identifier the users are to use to log in. For example “name” or “e-
mail address”.

Alternative Login Name
Aftribute

If there is a second type of identifier that the users can use to log in, enter it here. For
example “name” or “e-mail address”.

Group Membership
Attribute

An LDAP server defines attributes for its accounts. Enter the name of the attribute
that the VPN2S is to check fo determine to which group a user belongs. The value for
this attribute is called a group identifier; it defermines to which group a user belongs.
You can add ext-group-user objects to identify groups based on these group
identifier values.

For example you could have an attribute named “memberOf"” with values like
“sales”, “RD"”, and "management”. Then you could also create a ext-group-user
object for each group. One with “sales” as the group identifier, another for “RD” and
a third for “management”.

OK

Click OK to save your changes.

Cancel

Click Cancel to exit this screen without saving.
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9.10.2 RADIUS Server: Add/Edit

Click Add icon or select a server and click Edit to display the following screen. Use this screen to create
a new RADIUS entry or edit an existing one.

Figure 118 RADIUS Server: Add/Edit
& RADIUS - Add

General Seftings

E—

Description: (Optional)

Server Seftings

Server Address: I:IO (IP or FQDN])

Authentfication Port: 1812 [1-65535)

Backup Server Address: (IP or FQDN) (Optional)
Backup Authenfication Port: (1-65535)({Optional)
Timeout: 5 (1-300 seconds)

NAS IP Address: 127.0.0.1 (IP Address)

M Case-sensitive User Names

Server Authentication

User Login Settings
Group Membership Atfribute: Filter1d(11) * 11

Cancel

The following table describes the labels in this screen.

Table 61 RADIUS Server: Add/Edit

LABEL DESCRIPTION

General Settings

Name Enter a descriptive name (up to 64 alphanumerical characters) for identification
purposes.

Description Enter the descriptfion of each server, if any. You can use up to 128 printable ASCI
characters.

Server Seftings

Server Address Enter the IP address or FQDN of the RADIUS authentication server.

Authentication Port Specify the port number on the RADIUS server to which the VPN2S sends
authentication requests. Enter a number between 1 and 65535.

Backup Server Address If the RADIUS server has a backup authentication server, enter its IP address or FQDN
here.

Backup Authentication Port | Specify the port number on the RADIUS server to which the VPN2S sends
authentication requests. Enter a number between 1 and 65535.

Timeout Specify the timeout period (between 1 and 300 seconds) before the VPN2S
disconnects from the RADIUS server. In this case, user authentication fails.

Search timeout occurs when either the user information is not in the RADIUS server or
the RADIUS server is down.
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Table 61 RADIUS Server: Add/Edit

LABEL

DESCRIPTION

NAS IP Address

If the RADIUS server requires the VPN2S to provide the Network Access Server IP
address attribute with a specific value, enter it here.

Case-sensitive User Names

Select this if the server checks the case of the user names.

Server Authentication

Key

Enter a password (up to 32 characters) as the key to be shared between the
external authentication server and the VPN2S.

The key is not sent over the network. This key must be the same on the external
authentication server and the VPN2S.

User Login Settings

Group Membership

A RADIUS server defines attributes for its accounts. Select the name and number of

Attribute the attribute that the VPN2S is to check to determine to which group a user belongs.
If it does not display, select User Defined and specify the attribute’s number.

oK Click OK to save your changes.

Cancel Click Cancel fo restore your previously saved settings.
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Security Service

10.1 Overview

This chapter describes the VPN2S's Configuration > Content Filter screens. Use these screens to configure
your VPN2S's content filtering to control access to specific web sites or web content.

10.1.1 What You Can Do in This Chapter

Use the Content Filter screen to set up content filtering profiles, and manage black and white list
(Section 10.2 on page 147).

10.1.2 What You Need to Know

Content Filtering

Content filtering allows you to block certain web features. It can also block access to specific
categories of web site content. You can create different content filter policies for different addresses,
schedules, users and content filter profiles. For example, you can configure one policy that blocks John
Doe’'s access to arts and entertainment web pages during the workday and another policy that lets him
access them after work.

Content Filtering Policies
A content filtering policy allows you to do the following.

* Use schedule objects to define when to apply a content filter profile.
* Use address to define to whose web access to apply the content filter profile.

¢ Apply a content filter profile that you have custom-tailored.

Content Filtering Profiles
A content filtering profile conveniently stores your custom settings for the following features.

* Category-based Blocking

The VPN2S can block access to particular categories of web site content, such as pornography or
racial intolerance.

Content Filtering Configuration Guidelines

When the VPN2S receives an HTTP request, the content filter searches for a policy that matches the
source address and time (schedule). The content filter checks the policies in order (based on the policy
numbers). When a matching policy is found, the content filter allows or blocks the request depending on
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the settings of the filtering profile specified by the policy. Some requests may not match any policy. The
VPNZ2S allows the request if the default policy is not set to block. The VPN2S blocks the request if the
default policy is set to block.

External Web Filtering Service

When you register for and enable the external web filtering service, your VPN2S accesses an external
database that has millions of web sites categorized based on content. You can have the VPN2S block,
block and/or log access to web sites based on these categories.

HTTPS Domain Filter

HTTPS Domain Filter works with the Content Filter category feature to identify HTTPS traffic and take
appropriate action. HTTPS Domain Filter identifies the URL and matches it to a category. For example, if
the URL is ‘www.facebook.com’ and it’s not allowed, then HTTPS Domain Filter identifies the domain
name and it will block if.

10.2 The Content Filter Screen

Click Configuration > Security Service > Content Filter fo open the following screen. Use this screen to
enable content filtering, view and manage your list of content filter policies. You can create a common
list of white/black (allowed/blocked) web site addresses.
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Figure 119 Configuration > Security Service > Content Filter

Content Filter

General Settings

Redirect URL:

Profile Management

add

Enable Content Filter

Content Filier Category Service Timeout:
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Message to display when a site is blocked

The web access is restricted. Please contact with administrator.

seconds (1~60)

#1 Status Name Description Source IP Address Subnet Mask
boss boss Any - -
2 Employee Employee Any = =
3 Adult Adult Any - -
4 Teen Teen Arny - -
Page of 1 Show |20 ~ |items Displaying 1-4of 4
White list
Qadd
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Page of0 Show | 20 itern: No data to display
Black list
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The following table describes the fields in this screen.

Table 62 Configuration > Security Service > Content Filter

LABEL

DESCRIPTION

General Settings

Enable Content
Filter

Select this check box to have the VPN2S collect category-based content filtering statistics.

Enable HTTPS
Domain Filter for
HTTPS traffic

Select this check box to have the VPN2S block HTTPS web pages.

Content Filter
Category Service
Timeout

Specify the allowable time period in seconds for accessing the external web filtering
service's server.

Message to display when a site is blocked
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Table 62 Configuration > Security Service > Content Filter (continued)

LABEL DESCRIPTION
Denied Access Enter a message to be displayed when content filter blocks access to a web page.
Message

Use up to 127 characters (0-20-zA-Z;/2:@&=+$\.-_I~*'()%."). For example, “Access to this web
page is not allowed. Please contact the network administrator”.

It is also possible to leave this field blank if you have a URL specified in the Redirect URL field.
In this case if the content filter blocks access to a web page, the VPN2S just opens the web
page you specified without showing a denied access message.

Redirect URL

Enter the URL of the web page to which you want to send users when their web access is
blocked by content filter. The web page you specify here opens in a new frame below the
denied access message.

Use “http://" or “https://" followed by up to 255 characters (0-90-zA-Z;/2:@&=+$\.- _I~*'()%).
For example, hitp://192.168.1.17/blocked access.

Profile Management

Add Click Add to create a new content filter profile.
Edit Click Edit fo make changes to a content filter profile.
Remove Click Remove to delete a content filter profile.

Multiple Entries
On

Select one or more content filter profiles and click this fo enable them.

Multiple Entries
Off

Select one or more content filter profiles and click this to disable them.

# This column lists the index numbers of the content filter profile.

Note: The order of the content filter profiles in the list is important since they are
applied in the same order they are listed.

Status This field displays whether the content filter profile is active or not. A green ON button signifies
that this profile is active. A gray OFF button signifies that this profile is not active.

Name This field displays the names of the content filter profile rule.

Description This field displays the description of the content filter profile rule.

Source This field displays Any when this content filter profile rule applies to all users connected to the
VPN2S. Otherwise, it displays IP Address or Subnet if it only applies to a specific IP address or
subnet mask.

IP Address This field displays the IP address for which this content filter profile applies.

Subnet Mask This field displays the subnet mask for which this content filter profile applies.

White list This is a common list of good (allowed) web site addresses.

Add Click this to create a new entry.

Edit Select an entry and click this to be able to modify it.

Remove Select an enfry and click this to be able to delete it.

# This displays the index number of the frusted web sites.

White list This column displays the frusted web sites already added.

Enter host names such as www.good-site.com info this text field. Do not enter the complete
URL of the site — that is, do not include “http://". All subdomains are allowed. For example,
entering "*.zyxel.com” also allows “www.zyxel.com”, “partner.zyxel.com”, “press.zyxel.com”,
and so on. You can also enter just a top level domain. For example, enter *.com to allow alll
.com domains.
Use up fo 127 characters (0-9a-z-). The casing does not matter.

Black list This is a common list of bad (blocked) web site addresses.

Add Click this to create a new entry.
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Table 62 Configuration > Security Service > Content Filter (continued)

LABEL

DESCRIPTION

Edit

Select an entry and click this to be able to modify it.

Remove

Select an entry and click this to be able to delete it.

#

This displays the index number of the forbidden web sites.

Black list

This list displays the forbidden web sites already added.

Enter host names such as www.badsite.com into this text field. Do not enter the complete
URL of the site — that is, do not include "http://". All subdomains are also blocked. For
example, entfering “*.badsite.com” also blocks “www.badsite. com”,

“partner.badsite.com”, “press.badsite.com”, and do on. You can also enter just a top level
domain. For example, enter *.com to block all .com domains.

Use up to 127 characters (0-9a-z-). The casing does not matter.

10.2.1 Content Filter: Add/Edit

Click Add or select a content filter profile and click Edit fo open the following screen.
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Figure 120 Content Filter: Add/Edit
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The following table describes the labels in this screen.

Table 63 Content Filter: Add/Edit

LABEL

DESCRIPTION

General Settings

Enable

Select the check box to activate this content filter profile.

Profile Name

Enter a descriptive name for this content filtering profile name. You may use 1-31
alphanumeric characters, underscores(_), or dashes (-), but the first character can
only be letfters. This value is case-sensitive.

Description Enter a description for the content filtering profile rule to help identify the purpose of
rule. You may use 1-31 alphanumeric characters, underscores(_), or dashes (-).
This field is optional.

Order Select the order in which you want to apply this content filter profile, being 1 the
highest priority.
Note: The order of the content filter profiles in the list is important since they

are applied in the same order they are listed.

Policy Rule

Source Select Any to apply this content filter profile to all users connected to the VPN2S.
Otherwise, specify the IP Address and/or Subnet on which you want to apply this
content filter profile.

IP Address Enter the IP address for which this content filter profile applies.

Subnet Mask

Enter the subnet mask for which this content filter profile applies.

Scheduler Rule

Select Any to apply this policy rule without tfime restrictions. Otherwise, select one of
the scheduler rules created in Configuration > System > Scheduler Rule screen.

Test Web Site Category

URL to test

You can check which category a web page belongs to. Enter a web site URL in the
text box.

Test Against Content Filter
Category Server

Click this button to see the category recorded in the external content filter server’s
database for the web page you specified.

Category

Note: This feature will only be applied to the VPN2S, when its content filter license is

activated.

Security

Select Block to prevent users from accessing webpages that match the Security
category.

Select Allow to grant users to access them.

Select User Defined fo manually select the items blocked in the Managed
Categories section. If you already selected the items, then this automatically
changes to User Defined.

Adult

Select Block to prevent users from accessing webpages that match the Adult
category.

Select Allow to allow users to access them.

Select User Defined fo manually select the items blocked in the Managed
Categories section. If you already selected the items, then this automatically
changes to User Defined.
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Table 63 Content Filter: Add/Edit

LABEL

DESCRIPTION

Social Media

Select Block to prevent users from accessing webpages that match the Social
Media category.

Select Allow to grant users to access them.

Select User Defined to manually select the items blocked in the Managed
Categories section. If you already selected the items, then this automatically
changes to User Defined.

Recreation Select Block to prevent users from accessing webpages that match the Recreation
category.
Select Allow to grant users to access them.
Select User Defined to manually select the items blocked in the Managed
Categories section. If you already selected the items, then this automatically
changes to User Defined.

Technology Select Block to prevent users from accessing webpages that match the Technology
category.
Select Allow to grant users to access them.
Select User Defined fo manually select the items blocked in the Managed
Categories section. If you already selected the items, then this automatically
changes to User Defined.

Public Select Block to prevent users from accessing webpages that match the Public

category.
Select Allow to grant users to access them.

Select User Defined to manually select the items blocked in the Managed
Categories section. If you already selected the items, then this automatically
changes to User Defined.

Unrated Web Pages

Select Block to prevent users from accessing web pages that the external database
content filtering has not categorized. Otherwise, select Allow to grant users to
access them.

When the external database content filtering blocks access to a web page, it
displays the denied access message that you configured in the Content Filter screen
along with the category of the blocked web page.

Category Server Is
Unavailable

Select Block to block access to any requested web page if the external content
filtering database is unavailable. The following are possible causes:

e There is no response from the external content filtering server within the time
period specified in the Content Filter Server Unavailable Timeout field.

e The VPN2S is not able to resolve the domain name of the external content
filtering database.

* There is an error response from the external content filtering database. This can
be caused by an expired content filtering registration ("External content filtering's
license key is invalid").

Managed Categories

These are categories of web pages based on their content. Select web page items
to be included within each category to control access to specific types of Infernet
content.

Note: This feature will only be applied to the VPN2S, when its content filter
license is activated.

OK

Click OK to save your changes back to the VPN2S.

Cancel

Click Cancel fo exit this screen without saving your changes.
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CHAPTER 11
VPN

11.1 Overview

A virtual private network (VPN) provides secure communications between sites without the expense of
leased site-to-site lines. A secure VPN is a combination of tunneling, encryption, authentication, access
control and auditing. It is used to transport traffic over the Internet or any insecure network that uses
TCP/IP for communication.

11.2 What You Can Do in this Chapter

Use the VPN Status screen to look at the VPN tunnels currently established in the VPN2S (Section 11.4
on page 157).

Use the IPsec VPN screen fo display and manage active IPsec VPN connections (Sectfion 11.5 on
page 158).

Use the PPTP VPN screen to configure the PPTP VPN settings in the VPN2S(Section 11.6 on page 171).
Use the L2TP VPN screen to configure the VPN2S's L2TP VPN settings(Section 11.7 on page 174).

Use the L2TP Client Status screen to view connection details for L2TP clients (Section 11.8 on page
180).

Use the GRE VPN screen to configure the GRE VPN settings in the VPN2S(Section 11.9 on page 181).

11.3 What You Need to Know

IPsec VPN

Internet Protocol Security (IPsec) is a standards-based VPN that offers flexible solutions for secure data
communications across a public network like the Internet. IPsec is built around a number of
standardized cryptographic techniques to provide confidentiality, data integrity and authentication at
the IP layer.

The following figure provides one perspective of a VPN funnel.
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Figure 121 IPsec VPN: Overview
Network A Network B

v

VPN Tunnel
)

X Y

The VPN tunnel connects the VPN2S (X) and the remote IPsec router (Y). These routers then connect the
local network (A) and remote network (B).

A VPN tunnel is usually established in two phases. Each phase establishes a security association (SA), a
contract indicating what security parameters the VPN2S and the remote IPsec router will use.

The first phase establishes an Internet Key Exchange (IKE) SA between the VPN2S and remote IPsec
router. The second phase uses the IKE SA to securely establish an IPsec SA through which the VPN2S and
remote IPsec router can send data between computers on the local network and remote network. The
following figure illustrates this.

Figure 122 VPN: IKE SA and IPsec SA
Network A Network B

‘O

IPSec
l IKE SA l

In this example, a computer in network A is exchanging data with a computer in network B. Inside
networks A and B, the data is transmitted the same way data is normally fransmitted in the networks.
Between routers X and Y, the data is protected by tunneling, encryption, authentication, and other
security features of the IPsec SA. The IPsec SA is established securely using the IKE SA that routers X and Y
established first.

PPTP VPN

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure fransfer of data from a
remote client to a private server, creafing a VPN using TCP/IP-based networks. PPTP supports on-
demand, multi-protocol and virtual private networking over public networks, such as the Internet.
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PPTP sets up two sessions and uses Generic Routing Encapsulation (GRE, RFC 2890) to transfer
information between the computers. It is convenient and easy-to-use, but you have to make sure that
firewalls support both PPTP sessions.

PPTP works on a client-server model and is suitable for remote access applications. For example, an
employee (A) can connect to the PPTP VPN gateway (X) as a PPTP client to gain access to the
company network resources from outside the office. When you connect to a remote network (B)
through a PPTP VPN, all of your traffic goes through the PPTP VPN gateway (X).

Figure 123 PPTP VPN Example
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L2TP VPN

The Layer 2 Tunneling Protocol (L2TP) works at layer 2 (the data link layer) to tunnel network traffic
between two peers over another network (like the Internet). In L2TP VPN, an IPsec VPN tunnel is
established first and then an L2TP tunnel is built inside it.

L2TP VPN lets remote users use the L2TP and IPsec client software included with their computers’

operating systems to securely connect to the network behind the VPN2S. The remote users do not need
their own IPsec gateways or VPN client software.

e

Figure 124 L2TP VPN Overview
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GRE VPN

Generic Routing Encapsulation (GRE) is a tunneling protocol developed by Cisco Systems that can
encapsulate a wide variety of network layer protocols inside virtual point-to-point links over an Internet
Protocol network. User is able to create a GRE tunnel to solve the problems faced when trying fo form
VPNs across the Internet by encapsulating the IP header with private addressing using an outer IP
header that use public addressing.

11.4 The VPN Status Screen

Use this screen to look at the VPN tunnels that are currently established. To access this screen, click
Configuration > VPN > VPN Status.

Figure 125 Configuration > VPN > VPN Status
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# Tunnel Name WAN Interface Local IP Address Remote Peer IP Address
Page of 0 Show 5 iferns Mo data to display

The following table describes the labels in this screen.

Table 64 Configuration > VPN > VPN Status

LABEL DESCRIPTION

IPsec VPN

Disconnect Select a VPN policy and click Disconnect to disable it.

Refresh Click this to renew the table.

# This is the IPsec VPN policy index number.

Name This field displays the identification name for this VPN policy.

Policy This field displays the local policy and the remote policy, respectively.
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Table 64 Configuration > VPN > VPN Status

LABEL DESCRIPTION

My Address This field displays the interface the VPN gateway uses.

Secure Gateway This field displays the peer gateway address of the IPsec router with which you are
making the VPN connection.

Up Time This field displays the period of time the VPN tunnel has been up.

Timeout This field displays the fimeout period before the VPN2S disconnects from this VPN tunnel.

PPTP VPN / L2TP VPN

Disconnect Select a VPN client connection and click this to disable it.

Refresh Click this to renew the table.

# This is the PPTP/L2TP VPN policy index number.

Username This field displays the client’s login name for this connection.

Host Name This is the client's host name of this connection.

Assigned IP This is the local point-to-point IP address assigned to the client.

Public IP This is the client’s public IP address for this connection.

GRE VPN

Refresh Click this to renew the table.

# This is the GRE VPN policy index number.

Tunnel Name This field displays the identification name for this GRE VPN policy.

WAN Interface This field displays the WAN interface this GRE VPN policy uses.

Local IP Address This displays the WAN interface IP address.

Remote Peer IP This displays an IP address of the remote device terminating the GRE VPN tunnel.

Address

11.5 The IPsec VPN Screen

Click Configuration > VPN > IPsec VPN o open the following screen.

Use Gateway Configuration fo manage the VPN2S's VPN gateway policies. A VPN gateway specifies
the IPsec routers at either end of a VPN tunnel and the IKE SA settings (phase 1 settings). You can also
activate and deactivate each VPN gateway.

Use Connection Configuration to specify which IPsec VPN gateway an IPsec VPN connection policy
uses, which devices behind the IPsec routers can use the VPN tunnel, and the IPsec SA seftings (phase 2
settings). You can also activate or deactivate and connect or disconnect each VPN connection (each
IPsec SA).
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Figure 126 Configuration > VPN > IPsec VPN
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The following table describes the labels in this screen.

Table 65 Configuration > VPN > [Psec VPN

LABEL DESCRIPTION

DPD Timeout Use Dead Peer Detection (DPD) so the VPN2S makes sure the remote IPsec router is there
before it fransmits data through the IKE SA. The remote IPsec router must support DPD.
Enter the number of seconds for DPD Timeout. The VPN2S sends a message to the remote
IPsec router. If the remote IPsec router responds, the VPN2S keeps the tunnel up.

DPD Attempts If the remote IPsec router does not respond, enter how many attempts the VPN2S should

make before it shuts down the tunnel.

Nofte: If you enabled Nailed Up in the VPN > IPsec VPN > VPN Connection
screen, the VPN2S shuts down the tunnel and will automatically establish
a new tunnel.

Gateway Configuration

Add

Click this to configure a new entry.

Edit Double-click an entry or select it and click Edit fo open a screen where you can modify
the entry’s settings.

Remove To remove an existing entry, select it and click Remove.

# This field displays the VPN gateway index number.

Status This field displays whether the IPsec VPN gafteway is active or not. A green ON bufton
signifies that this IPsec VPN gateway is active. A gray OFF button signifies that this IPsec
VPN gateway is not active.

Name This field displays the identification name for this VPN gateway.

My Address This field displays the inferface the VPN gateway uses.

Secure Gateway

This field displays the peer gateway address of the IPsec router with which you are
making the VPN connection.

VPN Connection

This field displays which VPN connection use this gateway.
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Table 65 Configuration > VPN > [Psec VPN

LABEL

DESCRIPTION

IKE Version

This field displays the IKE Version the VPN gateway uses.

Connection Configuration

Add Click this to configure a new entry.

Edit Double-click an entry or select it and click Edit fo open a screen where you can modify
the entry’s settings.

Remove To remove an existing entry, select it and click Remove.

Connect To connect an IPsec SA, select it and click Connect.

Disconnect To disconnect an IPsec SA, select it and click Disconnect.

# This field displays the VPN connection index number.

Status This field displays whether the IPsec VPN connection is active or not. A green ON button
signifies that this IPsec VPN connection is active. A gray OFF button signifies that this IPsec
VPN connection is not active.

Tunnel This shows a lit up globe if the VPN tunnel is connected or and a gray globe when it is
disconnected.

Full Tunnel This field displays whether the VPN2S sends packets through the VPN tunnel or noft.

Name This field displays the identification name for this VPN policy.

VPN Gateway

This field displays the VPN gateway the VPN connection uses.

Encapsulation

This field displays the type of encapsulation the IPsec SA uses,

Algorithm

This field displays the encryption algorithm used in the IKE SA.

Policy

This field displays the remote and local policy.

Application Scenario

This field is read-only and shows the scenario that the VPN2S supports.

Site-to-site - The remote IPsec router needs to have a static IP address or a domain name.
This VPN2S can initiate the VPN tunnel.

Site-to-site with Dynamic Peer - Choose this if the remote IPsec router has a dynamic IP
address. Only the remote IPsec router can inifiate the VPN tunnel.

Remote Access (Server Role) - Choose this fo allow incoming connections from IPsec VPN
clients. The clients have dynamic IP addresses and are also known as dial-in users. Only
the clients can initiate the VPN tunnel.

Remote Access (Client Role) - Choose this to connect to an IPsec server. This VPN2S is the
client (dial-in user) and can initiate the VPN funnel.

Apply

Click Apply to save your changes.

Reset

Click Reset to restore your previously saved settings.

11.5.1 VPN Gateway: Add/Edit

Click Add to create a new VPN gateway policy. You can also double click a VPN gateway policy or
select one and click Edit to go to the following screen.
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Figure 127 VPN Gateway: Add/Edit
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The following table describes the labels in this screen.

Table 66 VPN Gateway: Add/Edit

LABEL

DESCRIPTION

General Settings

Enable

Select the check box to activate this VPN gateway policy.
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Table 66 VPN Gateway: Add/Edit

LABEL

DESCRIPTION

VPN Gateway Name

Enter a name used to identify this VPN gateway.

The VPN Gateway Name of an IPsec rule must be unique and cannot be changed
once it has been created.

IKE Version Select IKEv1 or IKEv2. IKEv1 applies to IPv4 traffic only. IKEv2 applies to both IPv4 and
IPvé traffic. IKE (Internet Key Exchange) is a protocol used in setting up security
associations that allows two parties to send data securely. See Section 11.3 on page
154 for more information on IKEv1l and IKEv2.

Gateway Seftings

My Address Select how the IP address of the VPN2S in the IKE SA is defined.

If you select Interface, select the Ethernet interface, WWAN interface, virtual
Ethernet interface. The IP address of the VPN2S in the IKE SA is the IP address of the
inferface.

If you select Domain Name / IP, enter the domain name or the IP address of the
VPN2S. The IP address of the VPN2S in the IKE SA is the specified IP address or the IP
address corresponding to the domain name. 0.0.0.0 is not generally recommended
as it has the VPN2S accept IPsec requests destined for any interface address on the
VPN2S.

Peer Gateway Address

Select how the IP address of the remote IPsec router in the IKE SA is defined.

Select Static Address fo enter the domain name or the IP address of the remote
IPsec router. You can provide a Secondary IP address or domain name for the
VPN2S to try if it cannot establish an IKE SA with the first one.

Enter a Secondary IP address, if the connection to the Primary address goes down
and the VPN2S changes to using the secondary connection, the VPN2S will
reconnect to the primary address when it becomes available again and stop using
the secondary connection. Users will lose their VPN connection briefly while the
VPN2S changes back to the primary connection. To use this, the peer device at the
secondary address cannot be set to use a nailed-up VPN connection. In the
Fallback Check Interval field, set how often to check if the primary address is
available.

Select Dynamic Address if the remote IPsec router has a dynamic IP address (and
does not use DDNS).

Authentication

Note: The VPN2S and remote IPsec router must use the same
authentication method to establish the IKE SA.

Pre-Shared Key

Select this to have the VPN2S and remote IPsec router use a pre-shared key
(password) to identify each other when they negotiate the IKE SA. Type the pre-
shared key in the field to the right. The pre-shared key can be

* 8- 32 keyboard characters except (=) equals sign, (-) dash, (/) slash, (\) backslash,

or ("') quotation marks.
* 8 - 32 pairs of hexadecimal (0-9, A-F) characters, preceded by "“0x".

If you want to enter the key in hexadecimal, type “0x" at the beginning of the key.
For example, "0x0123456789 ABCDEF" is in hexadecimal format; in
“0123456789ABCDEF" is in ASCII format. If you use hexadecimal, you must enter
twice as many characters since you need o enter pairs.

The VPN2S and remote IPsec router must use the same pre-shared key.

Select unmasked to see the pre-shared key in readable plain text.

Note: Allremote access application scenario of IPsec rules must use the
same pre-shared key.
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Table 66 VPN Gateway: Add/Edit

LABEL

DESCRIPTION

Certificate

In order to use Certificate for IPsec authentication, you need to add new host
certificates in the Firewall / Security > Certificate screen.

Select this to have the VPN2S and remote IPsec router use certificates to
authenticate each other when they negotiate the IKE SA. Then select the certificate
the VPN2S uses to identify itself fo the remote IPsec router.

This certificate is one of the certificates in Certificate. If this certificate is self-signed,
import it info the remofte IPsec router. If this certificate is signed by a CA, the remote
IPsec router must tfrust that CA.

Note: The IPsec routers must trust each other’s certificates.
The VPN2S uses one of its Trusted CA to authenficate the remote IPsec router’s

certificate. The trusted certificate can be a self-signed certificate or that of a trusted
CA that signed the remote IPsec router’s certificate.

Advanced

Local ID Type

This field is read-only if the VPN2S and remote IPsec router use certificates to identify
each other. Select which type of identification is used to identify the VPN2S during
authentication. Choices are:

IPv4 - the VPN2S is identified by an IP address.
DNS - the VPN2S is identified by a domain name.
Email Address - the VPN2S is identified by the string specified in the Content field.

My Address - the VPN2S is identified by he IP address specified in the My Address
field.

Content

This field is read-only if the VPN2S and remote IPsec router use certificates to identify
each other. Type the identity of the VPN2S during authentication. The identity
depends on the Local ID Type.

IPv4 - type an IP address. This is not recommended in the following situations:

* There is a NAT router between the VPN2S and remote IPsec router.
* You want the remote IPsec router to be able to distinguish between IPsec SA
requests that come from IPsec routers with dynamic WAN IP addresses.

In these situations, use a different IP address, or use a different Local ID Type.

DNS - type the fully qualified domain name (FQDN). This value is only used for
identification and can be any string that matches the peer ID string.

Email Address - the VPN2S is identified by the string you specify here; you can use up
to 63 ASCII characters including spaces, although trailing spaces are truncated. This
value is only used for identification and can be any string.

Peer ID Type

Select which type of identification is used to identify the remote IPsec router during
authentication. Choices are:

IPv4 - the remote IPsec router is identified by an IP address.
DNS - the remote IPsec router is identified by a domain name.
Email Address - the remote IPsec router is identified by the string specified in this field.

Any - the VPN2S does not check the identity of the remote IPsec router If the VPN2S
and remote IPsec router use certificates, there is one more choice.
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Table 66 VPN Gateway: Add/Edit

LABEL

DESCRIPTION

Content

This field is disabled if the Peer ID Type is Any. Type the identity of the remote IPsec
router during authentication. The identity depends on the Peer ID Type.

If the VPN2S and remote IPsec router do not use certificates,
IPv4 - type an IP address; see the note at the end of this description.

DNS - type the fully qualified domain name (FQDN). This value is only used for
identification and can be any string that matches the peer ID string.

Email Address - the remote IPsec router is identified by the string you specify here;
you can use up to 31 ASCIl characters including spaces, although trailing spaces are
truncated. This value is only used for identification and can be any string.

Note: If Peer ID Type is IPv4, please read the rest of this section.
If you type 0.0.0.0, the VPN2S uses the IP address specified in the Secure Gateway
Address field. This is not recommended in the following situations:

¢ There is a NAT router between the VPN2S and remote IPsec router.

* You want the remote IPsec router to be able to distinguish between IPsec SA
requests that come from IPsec routers with dynamic WAN IP addresses.

In these situations, use a different IP address, or use a different Peer ID Type.

Phase 1 Settings

Phase 1 Encryption and Authentication can have up to 3 algorithm pairs. You
cannot use phase 1 Encryption, Authentication, and Key Group pairs that already
exist in other enabled IPsec rules.

When the default IPsec rule Default_L2TP_VPN_GW is enabled, if you want to add a
new Remote Access IPsec rule, you can use phase 1 Encryption, Authentication, and
Key Group pair 3DES and SHA1 or 3DES and SHA256, or any algorithm combination
with DH1 or DH5.

SA Life Time

Define the length of time before an IKE or IPsec SA automatically renegotiates in this
field. It may range from 180 to 3,000,000 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to update
the encryption and authentication keys. However, every time the VPN tunnel
renegotiates, all users accessing remote resources are temporarily disconnected.

Negotiation Mode by

Select the negotiation mode to use to negotiate the IKE SA. Choices are:

Initiator
Main - this encrypts the VPN2S's and remote IPsec router’s identities but fakes more
fime fo establish the IKE SA.
Aggressive - this is faster but does not encrypt the identities The VPN2S and the
remote IPsec router must use the same negotiation mode.
Note: This field is only available when you select IKEv1 in the IKE Version

field.

Advanced

Proposal Use this section fo manage the encryption algorithm and authentication algorithm
pairs the VPN2S accepts from the remote IPsec router for negotiating the IKE SA.

Add Click this to add phase 1 Encryption and Authentication.

Edit Select an entry and click the Edit to modify it.

Remove Select an entry and click Remove to delete it.

# This field is a sequential value, and it is not associated with a specific proposal. The

sequence of proposals should not affect performance significantly.
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Table 66 VPN Gateway: Add/Edit

LABEL

DESCRIPTION

Encryption

Select which key size and encryption algorithm to use in the IKE SA. Choices are:
3DES - a 168-bit key with the DES encryption algorithm

AES128 - a 128-bit key with the AES encryption algorithm

AES192 - a 192-bit key with the AES encryption algorithm

AES256 - a 256-bit key with the AES encryption algorithm

The VPN2S and the remote IPsec router must use the same algorithms and keys.
Longer keys require more processing power, resulting in increased latency and
decreased throughput.

#

This is the Authentication index number.

Authentication

Select which hash algorithm to use to authenticate packet data in the IPsec SA.
Choices are SHA1, SHA256, and SHA512.

The remote IPsec router must use the same authentication algorithm.

Key Group

Select which Diffie-Hellman key group (DHx) you want to use for encrypftion keys.
Choices are:

None - disable DHx.

DH2 - use a 1024-bit random number.
DHS5 - use a 1536-bit random number.
DH14 - use a 2048-bit random number.

The longer the key, the more secure the encryption, but also the longer it takes to
encrypt and decrypt information. Both routers must use the same DH key group.

NAT Traversal

Select this if any of these conditions are safisfied.

* This IKE SA might be used to negotiate IPsec SAs that use ESP as the active
protocol.

¢ There are one or more NAT routers between the VPN2S and remote IPsec router,
and these routers do not support IPsec pass-thru or a similar feature.

The remote IPsec router must also enable NAT fraversal, and the NAT routers have to

forward packets with UDP port 500 and UDP 4500 headers unchanged.

This field applies for IKEv1 only. NAT Traversal is always performed when you use
IKEv2.

Dead Peer Detection
(DPD)

Select this check box if you want the VPN2S to make sure the remote IPsec router is
there before it transmits data through the IKE SA. The remote IPsec router must
support DPD. If there has been no fraffic for at least 15 seconds, the VPN2S sends a
message to the remote IPsec router. If the remote IPsec router responds, the VPN2S
fransmits the data. If the remote IPsec router does not respond, the VPN2S shuts
down the IKE SA.

If the remote IPsec router does not support DPD, see if you can use the VPN
connection connectivity check.

This field applies for IKEv1 only. Dead Peer Detection (DPD) is always performed
when you use IKEv2.

X Auth / Extended
Authentication Protocol

This part of the screen displays X-Auth when using IKEvl and Extended
Avuthentication Protocol when using IKEv2.

X-Auth

This displays when using IKEv1. When different users use the same VPN tunnel to
connect to the VPN2S (telecommuters sharing a funnel for example), use X-auth to
enforce a user name and password check. This way even though telecommuters all
know the VPN tunnel’s security settings, each still has to provide a unique user name
and password.
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Table 66 VPN Gateway: Add/Edit

LABEL DESCRIPTION
Enable Extended When multiple IPsec routers use the same VPN tunnel to connect to a single VPN
Authentication funnel (telecommuters sharing a tunnel for example), use extended authentication

to enforce a user name and password check. This way even though they all know
the VPN tunnel’s security settings, each still has to provide a unique user name and
password.

Select the check box if one of the routers (the VPN2S or the remote IPsec router)
verifies a user name and password from the other router using the local user
database and/or an external server.

Allowed Auth Method This displays when using IKEv2. Select the authentication method, which specifies
how the VPN2S authenticates this information.

Server Mode Select this if the VPN2S authenticates the user name and password from the remote
IPsec router. You also have to select the AAA server to use for authentication if you
use IKEv1.

AAA Method This displays when using IKEv2. Select the AAA server to use to authenticate the user

name and password from the remote IPsec router.

Client Mode Select this radio button if the VPN2S provides a username and password to the
remote IPSec router for authentication. You also have to provide the Username and
the Password.

Username This field is required if the VPN2S is in Client Mode for extended authentication. Type
the user name the VPN2S sends to the remote IPSec router. The user name can be 1-
64 ASCII characters. It is case-sensitive, but spaces are not allowed.

Password This field is required if the VPN2S is in Client Mode for extended authentication. Type
the password the VPN2S sends to the remote IPSec router. The password can be 4-31
ASCIl characters. It is case-sensitive, but spaces are not allowed.

Retype to Confirm Type the exact same password again here to make sure an error was not made
when typing it originally.
oK Click OK to save your seftings and exit this screen.
Cancel Click Cancel fo exit this screen without saving.

11.5.2 VPN Connection: Add/Edit

Click Add to create a new VPN Connection. You can also double click a VPN Connection or select one
and click Edit to go to the following screen.
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Figure 128 VPN Connection: Add/Edit
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The following table describes the labels in this screen.

Table 67 VPN Connection:

Add/Edit

LABEL

DESCRIPTION

General Seftings

Enable

Select the check box to activate this VPN connection.

Connection Name

Type the name used to identify this IPsec SA. You may use 1-48 alphanumeric
characters, underscores (_), or dashes (-), but the first character cannot be a
number. This value is case-sensitive.

Nailed Up

Select this if you want the VPN2S to automatically renegotiate the IPsec SA when the
SA life time expires.

VPN Gateway
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Table 67 VPN Connection:

Add/Edit

LABEL

DESCRIPTION

Application Scenario

Select the scenario that best describes your intended VPN connection.

Site-to-site - Choose this if the remote IPsec router has a static IP address or a
domain name. This VPN2S can initiate the VPN funnel.

Site-to-site with Dynamic Peer - Choose this if the remote IPsec router has a dynamic
IP address. Only the remote IPsec router can initiate the VPN tunnel.

Remote Access (Server Role) - Choose this to allow incoming connections from IPsec
VPN clients. The clients have dynamic IP addresses and are also known as dial-in
users. Only the clients can initiate the VPN tunnel.

Remote Access (Client Role) - Choose this to connect to an IPsec server. This VPN2S
is the client (dial-in user) and can initiate the VPN tunnel.

VPN Gateway

Select the VPN gateway this VPN connection is o use.

Policy

Local policy

Type the IP address of a computer on your network. You can also specify a subnet.
This must match the remote IP address configured on the remote IPsec device.

Remote Policy

Type the IP address of a computer behind the remote IPsec device. You can also
specify a subnet. This must match the local IP address configured on the remote
IPsec device.

Full Tunnel

Select this check box if you need the VPN2S to send packets through the VPN
Tunnel.

Phase 2 Settings

SA Life Time Type the maximum number of seconds the IPsec SA can last. Shorter life fimes
provide better security. The VPN2S automatically negotiates a new IPsec SA before
the current one expires, if there are users who are accessing remote resources.

Advanced

Encapsulation

Select which type of encapsulation the IPsec SA uses. Choices are:
Tunnel - this mode encrypts the IP header information and the data.
Transport - this mode only encrypts the data.

The VPN2S and remote IPsec router must use the same encapsulation.

Proposal Use this section fo manage the encryption algorithm and authentication algorithm
pairs the VPN2S accepts from the remote IPsec router for negoftiating the IPsec SA.

Add Click this to create a new enfry.

Edit Select an entry and click this to be able to modify it.

Remove Select an entry and click this to delete it.

# This field is a sequential value, and it is not associated with a specific proposal. The

sequence of proposals should not affect performance significantly.
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Table 67 VPN Connection: Add/Edit

LABEL

DESCRIPTION

Encryption

This field is applicable when the Active Protocol is ESP. Select which key size and
encryption algorithm to use in the IPsec SA. Choices are:

None - no encryption key or algorithm

3DES - a 168-bit key with the DES encryption algorithm
AES128 - a 128-bit key with the AES encryption algorithm
AES192 - a 192-bit key with the AES encryption algorithm
AES256 - a 256-bit key with the AES encryption algorithm

The VPN2S and the remote IPsec router must both have at least one proposal that
uses use the same encryption and the same key.

Longer keys are more secure, but require more processing power, resulting in
increased latency and decreased throughput.

Authentication

Select which hash algorithm to use to authenticate packet data in the IPsec SA.
Choices are SHA1, SHA256, and SHA512.

The VPN2S and the remote IPsec router must both have a proposal that uses the
same authentication algorithm.

Perfect Forward Secrecy
(PFS)

Select whether or not you want to enable Perfect Forward Secrecy (PFS) and, if you
do, which Diffie-Hellman key group to use for encryption. Choices are:

DH2 - enable PFS and use a 1024-bit random number
DHS5 - enable PFS and use a 1536-bit random number
DH14 - enable PFS and use a 2048-bit random number

PFS changes the root key that is used to generate encryption keys for each IPsec SA.
The longer the key, the more secure the encryption, but also the longer it takes to
encrypt and decrypt information. Both routers must use the same DH key group.

OK

Click OK to save your changes.

Cancel

Click Cancel to restore your previously saved setftings.

11.5.3 The Default L2TP_ VPN _GW IPsec VPN Rule

A default IPsec VPN rule (Default_L2TP_VPN_GW) is predefined. It can be edited but cannot be
removed. This rule is used for L2TP VPN exclusively and is disabled by default.

The following table lists the defaulf settings for the Default_L2TP_VPN_GW IPsec VPN.

Table 68 Default settings for Default_L2TP_VPN_GW

GENERAL AUTHENTICATION
Enabled No Pre-Shared Key none
Nailed-up No Certificate none
NAT Traversal Yes Local ID Type IP
Application Scenario Remote Access Content 0.0.0.0
My Address Any Remote ID Type Any

PHASE 1 PHASE 2
Life time 86400 Life time 3600
Negotiation Mode Main Tunnel Mode ESP
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Table 68 Default settings for Default_L2TP_VPN_GW (continued)

GENERAL AUTHENTICATION
Encryption 3DES Encryption 3DES
AES192 AES192
AES256 AES256
Authentication SHA1 Authentication SHAT
SHA256 SHA256
SHA512 SHA512
Key Group DH2 Perfect Forward Secrecy No
(PFS)
Dead Peer Detection Yes Encapsulation Transport
(DPD)
XAUTH No

11.5.4 PPTP VPN Troubleshooting Tips

This section lists the common troubleshooting tips for PPTP VPN.

1 A PPTP client device (such as a PC, smart phone, tablet) cannot connect to the VPN2S.
TIP: This could be due to one of the following reasons:
a. The client device is not connected to the Internet successfully.
Action: Check the client device’s Internet connection.
b. Incorrect server address configured on the client device.
(1) If the Local WAN Interface is “Any”:

From the VPN2S's GUI, click Status. The client device should be configured with one of the WAN
inferface IP addresses.

(2) If the Local WAN Interface is an interface (IP address shown to the right):
Use that IP address for the client device to connect.
c. The WAN interface which the VPN2S's PPTP VPN is using is not connected.

Action: From the VPN2S's GUI, click Status. Check if the WAN interface the client device is connected
has an IP address present.

d. The PPTP VPN is not enabled.

Action: From the VPN2S's GUI, click VPN > PPTP VPN. Check Enable check box and click Apply.
e. PPTP is not configured correctly on the client device.

Action: Check the PPTP VPN configuration on the client device.

f. The client entered an incorrect username or password.
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Action: From the VPN2S's GUI, click Maintenance > User Account. The client should use one of the
accounts to make the connection.

g. The VPN2S has already reached the maximum number of concurrent PPTP VPN connections.
Action: There are too many clients connected. Wait a while and then retry.
2 A PPTP client is disconnected unexpectedly.
Tip: A PPTP connection will be dropped when one of the followings occurs on the VPN2S:
a. The client has no activity for a period of time.
b. The client loses connectivity to the VPN2S for a period of tfime.
c. PPTP VPN is disabled on the VPN2S.

d. When any one of these configuration changes is applied on the VPN2S: WAN interface used for PPTP
VPN, IP address pool, access group.

e. The VPN2S's WAN interface on which the PPTP connection is established is disconnected.

3 A PPTP client is connected successfully but cannot access the local host or server behind the VPN2S.
Tip: This may be caused by one of the followings:
a. The local host or server is disconnected.

b. The access group is not configured correctly. From the VPN2S's GUI, go to VPN > PPTP VPN fo check.
Note that all local hosts are by default accessible unless access group is configured.

c. IP Address Pool for PPTP VPN conflicts with any WAN, LAN, DMZ, WLAN, or L2TP VPN subnet configured
on the VPN2S. Note that the IP Address Pool for PPTP VPN has a 24-bit netmask and should not conflict
with any others listed above even if they are not in use.

4 A PPTP client is connected successfully but cannot browse the Internet.
Tip: From the VPN2S's GUI, click VPN > PPTP VPN. Check if DNS Server is configured. A client cannot
browse the Internet without DNS resolved. Note that when a new DNS server is configured, the client
must disconnect then reconnect in order for the new DNS Server to take effect.

5 An Android device cannot connect to the VPN2S's PPTP VPN.

Tip: Devices running an Android OS older than version 4.1 have issues with PPTP/MPPE encryption. Avoid
using devices that run an Android OS older than version 4.1 for PPTP VPN connection.

11.6 The PPTP VPN Screen

Use this screen to configure settings for a Point to Point Tunneling Protocol (PPTP) server.

Click Configuration > VPN > PPTP VPN to open the following screen.
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Figure 129 Configuration > VPN > PPTP VPN
PPTP VPN

PPTP Setup
Enable

IP Address Pool: 10.7.1.33 - 10.7.1.64 (Subnet Mask :255.255.255.0)

Access LAN Group [Opfional)

Group 1 IP Address: Subnet Mask:
Croup 2 IP Address: Subnet Mask:
" Note

1. Firewall /Security = Device Service must be configured fo allow PPTP VPN access from the WAN.

2. The maximum number of IP address is limited to 32.

3. Each PPTP connection will use two IP addresses from the IP Address Pool. The maximum numiber of
concurrent PPTP connections is 16.

4. The IP Address Pool has a 24-bit netmask and should not conflict with any WAN, LAN, DMZ, WLAN, or L2TP
VPN subnet even If they are not in use.

5. Modifying Local WAN Interface. IP Address Pool, Access LAN Group will disconnect all existing PPTP VPN
connections.

4. If no Access LAN Group is configured, by default all LAN groups can be accessed.

Keep Alive Timer: 40 (1-180)
DNS Server 1 (Optional): None -
DNS Server 2 (Optional): None -

WINS Server (Optional):

" Note

1. A modificafion in the Keep Alive Timer will not take effect until you restart the PPTP WPN.
2. A modification in the DNS Server and WINS Server will be applied to new PPTP VPN connections only.

Apply | | Reset

The following table describes the labels in this screen.

Table 69 Configuration > VPN > PPTP VPN

LABEL DESCRIPTION
PPTP Setup
Enable Use this field to turn the VPN2S's PPTP VPN function on or off.

IP Address Pool

Enter the pool of IP addresses that the VPN2S uses to assign to the PPTP VPN clients.

Note: This is with a 24-bit netmask and should not conflict with any configured
WAN, LAN, DMZ, WLAN, or L2TP VPN subnet even if they are not in use.

Access LAN Group
(optional)

Specify up to 2 LAN groups (subnets) which a PPTP VPN client is allowed to access. If none
is specified, all LAN groups can be accessed. Enter the IP address and Subnet Mask for
the LAN group(s).

Keep Alive Timer

The VPN2S sends a Hello message after waiting this long without receiving any tfraffic from
the remote user. The VPN2S disconnects the VPN funnel if the remote user does not
respond.

Preferred DNS Server
(Optional)

Specify the IP addresses of DNS servers to assign to the remote users.

You can choose from one of the DNS servers from the list, or choose User Defined to enter
the static IP addresses for the first and second DNS servers manually.

Alternative DNS Server
(Optional)

Specify the second DNS server address.
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Table 69 Configuration > VPN > PPTP VPN

LABEL DESCRIPTION

WINS Server (Optional) | The WINS (Windows Internet Naming Service) server keeps a mapping table of the
computer names on your network and the IP addresses that they are currently using.

Type the IP addresses of up to two WINS servers to assign to the remote users.

Apply Click Apply to save your changes back to the VPN2S.

Reset Click Reset to restore your previous settings.

11.6.1 PPTP VPN Troubleshooting Tips

This section lists the common troubleshooting tips for PPTP VPN.

1 A PPTP client device (such as a PC, smart phone, tablet) cannot connect to the VPN2S.
TIP: This could be due to one of the following reasons:
a. The client device is not connected to the Internet successfully.
Action: Check the client device's Internet connection.
b. Incorrect server address configured on the client device.
(1) If the Local WAN Interface is “Any”:
(2) If the Local WAN Interface is an interface (IP address shown to the right):
Use that IP address for the client device to connect.
c. The WAN inferface which the VPN2S's PPTP VPN is using is not connected.

Action: From the VPN2S's GUI, click Status. Check if the WAN interface the client device is connected
has an IP address present.

d. The PPTP VPN is not enabled.

Action: From the VPN2S's GUI, click VPN > PPTP VPN. Check Enable check box and click Apply.
e. PPTP is not configured correctly on the client device.

Action: Check the PPTP VPN configuration on the client device.

f. The client entered an incorrect username or password.

Action: From the VPN2S's GUI, click Maintenance > User Account. The client should use one of the
accounts to make the connection.

g. The VPN2S has already reached the maximum number of concurrent PPTP VPN connections.
Action: There are too many clients connected. Wait a while and then refry.
2 A PPTP client is disconnected unexpectedly.

Tip: A PPTP connection will be dropped when one of the followings occurs on the VPN2S:
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a. The client has no activity for a period of fime.
b. The client loses connectivity to the VPN2S for a period of fime.
c. PPTP VPN is disabled on the VPN2S.

d. When any one of these configuration changes is applied on the VPN2S: WAN interface used for PPTP
VPN, IP address pool, access group.

e. The VPN2S's WAN interface on which the PPTP connection is established is disconnected.

3 A PPTP client is connected successfully but cannot access the local host or server behind the VPN2S.
Tip: This may be caused by one of the followings:
a. The local host or server is disconnected.

b. The access group is not configured correctly. From the VPN2S's GUI, go to VPN > PPTP VPN fo check.
Note that all local hosts are by default accessible unless access group is configured.

c. IP Address Pool for PPTP VPN conflicts with any WAN, LAN, DMZ, WLAN, or L2TP VPN subnet configured
on the VPN2S. Note that the IP Address Pool for PPTP VPN has a 24-bit netmask and should not conflict
with any others listed above even if they are not in use.

4 A PPTP client is connected successfully but cannot browse the Internet.
Tip: From the VPN2S's GUI, click VPN > PPTP VPN. Check if DNS Server is configured. A client cannot
browse the Internet without DNS resolved. Note that when a new DNS server is configured, the client
must disconnect then reconnect in order for the new DNS Server to take effect.

5 An Android device cannot connect to the VPN2S's PPTP VPN.

Tip: Devices running an Android OS older than version 4.1 have issues with PPTP/MPPE encryption. Avoid
using devices that run an Android OS older than version 4.1 for PPTP VPN connection.

11.7 The L2TP VPN Screen

Click Configuration > VPN > L2TP VPN to open the following screen. Use this screen to configure the
VPN2S L2TP VPN settings.

11.7.1 L2TP Setup - Server

The following screen displays when you select Server in the Type field.
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Figure 130 Configuration > VPN > L2TP VPN > Server

L2TP VPN

L2TP Setup

Type:
Enable

IPsec:

IP Adidress Pool:

use.

Keep Alive Timer:

DNS Server 1 [Optional):
DNS Server 2 [Optional):
WINS Server (Optional):

.
Note:

Access LAN Group (Optional)

Group 1 IP Address: Subnet Mask:
Group 2 IP Address: Subnet Mask:
% Note:

1. The maximum number of IP address is limited to 32,
2. Bach L2TP connection will use two IP addresses from the IP Address Pool. The maximum number of concurent L2TP connections is 16,
3. The IP Address Pool has a 24-bit netmask and should not conflict with any WAN, LAN, DMZ, WLAN, or L2TP VPN subnet even if they are notin

4. Modifying Local WAN Interface, IP Address Pool, Access LAN Group will disconnect all existing L2TP VPN cennections.
5. If no Access LAN Group is configured, by default all LAN groups can be accessed.

1. A medification in the Keep Alive Timer will net take effect until you restart the L2TP WPM.
2. A modification in the DNS Server and WINS Server will be applied to new L2TP VPN connections cnly.

Server -

Default_L2TP_WPN_Connection(WAN Interface: Any)

10.8.1.33 10.8.1.64 (Subnet Mask :255.255.255.0)

60 11-180)
None -
None -

The following table describes the fields in this screen.

Table 70 Configuration > VPN > L2TP VPN > Server

LABEL DESCRIPTION

L2TP Setup

Type Select Server to have the VPN2S Series act as a L2TP VPN server . Also, the screen varies
depending on which option you select here.

Enable Select the check box to enable the VPN2S's L2TP VPN function as a server.

IPsec

IP Address Pool

Enter the pool of IP addresses that the VPN2S uses to assign to the L2TP VPN clients.

Note: These addresses use a 24-bit netmask and should not conflict with any WAN,
LAN, DMZ, WLAN, or PPTP VPN subnet even if they are not in use.

Access LAN Group
(optional)

Specify up to 2 LAN groups (subnets) which a L2TP VPN client is allowed to access. If none is
specified, all LAN groups can be accessed. Enter the IP address and Subnet Mask for the LAN
group(s).

Keep Alive Timer

The VPN2S sends a Hello message after waiting this long without receiving any fraffic from the
remote user. The VPN2S disconnects the VPN tunnel if the remote user does not respond.

DNS Server 1
(Optional)

Specify the IP addresses of DNS servers to assign to the remote users.

You can choose from one of the DNS servers from the list, or choose User Defined to enter the
static IP addresses for the first and second DNS servers manually.

DNS Server 2

Specify the second DNS server address.

(Optional)
WINS Server The WINS (Windows Internet Naming Service) server keeps a mapping table of the computer
(Optional) names on your network and the IP addresses that they are currently using.

Type the IP addresses of up to two WINS servers to assign to the remote users.
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Table 70 Configuration > VPN > L2TP VPN > Server

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the VPN2S.
Reset Click Reset fo restore your previous settings.

11.7.2 L2TP Setup - Client

The following screen displays when you select Client in the Type field.

Figure 131 Configuration > VPN > L2TP VPN > Client
L2TP VPN

L2TP Setup
Type: Client -
Encble
¥ Default Route Enable
Nailed-up Enable
Nailed-up Period: &0 (10-180 seconds)
Server |P Address or Name: [L2TF/IPsec inactive)
|Psec|Default_L2TP_YPN_Connection] Disabled
Management IP Address: [Optional)
Local Host Name: SBG2310 (up to 64 characters)

Tunnel Auth

PPP Setup

MPPE Enable
Auth Type M PapP ¥ CHAP
Username:

Password:

Interface Group NAT Setup

Default [LAN] 192.148.1.1/255.255.255.0 None NAT () Addrass Mapping

| Apply ‘ ‘ Reset |

The following table describes the labels in this screen.

Table 71 Configuration > VPN > L2TP VPN > Client

LABEL DESCRIPTION

Type Select Client to have the VPN2S act as a L2TP VPN client. Also, the screen varies
depending on which option you select here.

Enable Select the check box to enable the VPN2S's L2TP VPN function as a client.

Default Route Enable Select the check box to use the L2TP VPN connection as the system default route.

Nailed-up Enable Select this if you want the VPN2S to automatically reconnect when the L2TP VPN

connection is down. The attempt to reconnect will confinue until the L2TP VPN
connection is up again.

Nailed-up Period Enter a value in seconds for the VPN2S to wait before re-initiating L2TP VPN
connections. The valid range for the period is 10-180 seconds.

Server IP Address or Name Enter the IP address or domain name of the LNS (L2TP Network Server).
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Table 71

Configuration > VPN > L2TP VPN > Client

LABEL

DESCRIPTION

Management IP Address

Enter the VPN2S's public routable IP address for management purposes, and an
administrator will be able to reach the VPN2S via L2TP VPN connection and the
address input here.

Local Host Name

Enter the L2TP local host name.

Tunnel Auth

When performing funnel authentication on the LNS (L2TP Network Server), please
select the check box to enable tunnel authentication, and enter a valid Tunnel
Secret in the next column.

Tunnel Secret

Enter a valid Tunnel Secret consisting of 4-64 characters, and the following special
characters are not allowed: '/\=".

PPP Setup

MPPE Enable

Click the check box to use MPPE, Microsoft Point to Point Encryption. It enables 40-bit
encryption as well as 128-bit encryption.

Note: PPP CHAP must be enabled as well.

Auth Type

Select PAP or/and CHAP as your authentication method(s).

PAP (Password Authentication Protocol ) - The L2TP server will crosscheck the
username and password sent by the client with the database for authentication
purposes.

CHAP (Challenge Handshake Authentication Protocol) - When it’s enabled, MS-
CHAP and MS-CHAP-v2 are both supported. Also, CHAP needs to be enabled if you
wish to activate MPPE.

Username

Enter the username for PPP authentication. It must be consistent with the
configuration made on LNS (L2TP Network Server). Otherwise the L2TP VPN
connection will not be established.

Password

Enter the password for PPP authentication. It must be consistent with the
configuration made on LNS (L2TP Network Server). Otherwise the L2TP VPN
connection will not be established.

Interface Group NAT Setup

Default

Select None, NAT, or Address Mapping fo apply to the L2TP VPN connection.
None - NAT is not applied to the L2TP VPN connection.
NAT - Select this option to turn on the NAT function on the VPN connection.

Address Mapping - Select this option to apply the specified address mapping rule(s)
to the VPN connection. The address mapping rules are configured using the
Configuration > NAT > Address Mapping screen.

Apply

Click Apply to save your changes back to the VPN2S.

Reset

Click Reset to restore your previous settings.

11.7.3 L2TP VPN Troubleshooting Tips

This section lists the common troubleshooting tips for L2TP VPN.

A L2TP client device (such as a PC, smart phone, tablet) cannot connect to the VPN2S.

TIP: This could be due to one of the following reasons:

a. The client device is not connected to the Internet successfully.

Action: Check the client device’s Internet connection.
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b. Incorrect server address configured on the client device.
Action: From the VPN2S's GUI, click VPN > IPsec VPN.
(1) If the Local Gateway Address for Default_L2TP_VPN_GW is set to “Any”:
(2) If the Local Gateway Address for Default_L2TP_VPN_GW is an IP address:
Use that IP address for the client device to connect.
c. The WAN inferface which the VPN2S's L2TP VPN is using is not connected.
Action: From the VPN2S's GUI, click Status. Check if the WAN interface used by L2TP VPN is connected.
d. The client device has an incorrect IPsec pre-shared key configured.

Action: From the VPN2S's GUI, click VPN > L2TP VPN. The client device should use the same pre-shared
key.

e. The L2TP VPN is not fully enabled.

Action: From the VPN2S's GUI,

(1) Click VPN > L2TP VPN. Select the Enable check box and click Apply.
(2) Click VPN > L2TP VPN. Select the Enable check box and click Apply.
f. L2TP or IPsec is not configured correctly on the client device.

Action: Check the L2TP VPN configuration on the client device.

g. The client entered an incorrect user name or password.

Action: From the VPN2S's GUI, click Maintenance > User Account. The client should use one of the
accounts to make the connection.

h. The VPN2S exceeds the maximum number of concurrent L2TP VPN connections.

Action: There are too many clients connected. Wait a while and then retry.

A windows L2TP client fails to connect to the VPN2S with an "invalid certificate" message.

Tip: Windows sometimes may show this error even if the client device has been configured with a
correct pre-shared key for authentication. This usually happens at the first connection attempt after a
new connection profile is created. Reconfigure the pre-shared key on the client Windows device and
retry the connection.

An L2TP client device cannot reconnect after it is disconnected.

Tip: If a client reconnects right after it is disconnected, the reconnection may fail. Wait 60 seconds
before reconnecting.

An L2TP client is disconnected unexpectedly.

Tip: An L2TP connection will be dropped when one of the followings occurs on the VPN2S:
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(1) Client has no activity for a period of fime.

(2) Client loses connectivity to the VPN2S for a period of time.

(3) Any IPsec VPN configuration change is applied on the VPN2S.

(4) Either Default_L2TP_VPN_GW IPsec configuration or L2TP VPN is disabled on the VPN2S.

(5) When any one of these configuration changes is applied on the VPN2S: WAN Interface used for L2TP
VPN, IP Address Pool, Access Group.

(6) The VPN2S WAN interface on which the L2TP connection established is disconnected.

An L2TP client is connected successfully but cannot access the local host or server behind the VPN2S.
Tip: This may be caused by one of the followings:

(1) The local host or server is disconnected.

(2) The Access Group is not configured correctly. From the VPN2S's GUI, go to the VPN > L2TP VPN screen
to check. Note that all local hosts are by default accessible unless Access Group is configured.

(3) IP Address Pool for L2TP VPN is conflicting with any WAN, LAN, DMZ, WLAN, or PPTP VPN subnet
configured on the VPN2S. Note that IP Address Pool for L2TP VPN has 24-bit netmask and should not
conflict with any others listed above even if they are not in use.

An L2TP client is connected successfully but cannot browse Internet.

Tip: From the VPN2S's GUI, click VPN > L2TP VPN. Check if DNS Server is configured. A client cannot
browse Internet without DNS resolved. Note that when a new DNS Server is configured, the client must
disconnect then reconnect in order for the new DNS Server to take effect.

The L2TP client can no longer connect to VPN2S after the Encryption or Authentication for the
Default_L2TP_VPN_GW IPsec VPN rule is changed.

Tip: A user usually do not need change the default Encryption or Authentication algorithms in the
Default_L2TP_VPN IPsec VPN rule. The default Encryption and Authentication algorithms should support
the built-in L2TP/IPsec client software in the popular operating systems (Windows (XP, Vista, 7), Android,
and iOs).

Refer to Table 67 on page 167 for the default setting of the Default_L2TP_VPN_GW IPsec VPN rule.

As areference, Table 72 on page 179 lists the IPsec proposals provided by a built-in L2TP client in the
popular operating systems during IPsec phase 1 negotiation. The first proposal that can be supported by
the phase 1 sefting in the Default_L2TP_VPN_GW IPsec VPN rule will be accepted by the VPN2S. The
algorithms in red in Table 72 on page 179 indicate the ones that will be accepted based on Table 68 on
page 169.

Table 72 Phase 1 IPsec proposals provided by the built-in L2TP client in popular operating systems
(Encryption/Authentication/Key Group)

WINDOWS XP WINDOWS VISTA WINDOWS 7 108 5.1 ANDROID 4.1
3DES/SHA1/DH15 | 3DES/SHAT/DH15 | AES/SHAT/DHI15 AES/SHA1/DH2 AES/SHA1/DH2
3DES/SHA1/DH2 3DES/SHA1/DH2 3DES/SHA1/DH15 | AES/MD5/DH2 AES/MDS5/DH2

3DES/MD5/DH2

3DES/SHA1/DH2

3DES/SHA1/DH2

3DES/SHA1/DH2
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Table 72 Phase 1 IPsec proposals provided by the built-in L2TP client in popular operating systems
(Encryption/Authentication/Key Group)

WINDOWS XP WINDOWS VISTA WINDOWS 7 10§ 5.1 ANDROID 4.1
4 DES/SHA1/DH1 3DES/MD5/DH2 3DES/MD5/DH2
5 DES/MD5&/DHI DES/SHAT1/DH2
6 DES/MD5/DH2

After phase 1 tunnelis established, IPsec phase 2 negotiations begin. Table 73 on page 180 lists the IPsec
phase 2 proposals provided by a built-in L2TP client in the popular operating systems. The first proposal

that can be supported by the phase 2 setting in the Default_L2TP_VPN_GW IPsec VPN rule will be
accepted by the VPN2S. The algorithms in red in Table 73 on page 180 indicate the ones that will be
accepted based on Table 68 on page 169.

Table 73 Phase 2 IPsec proposals provided by the built-in L2TP client in popular operating systems
(Tunnel Mode/Encryption/Authentication) [Encapsulation = Transport]

WINDOWS XP WINDOWS VISTA WINDOWS 7 108 5.1 ANDROID 4.1
1 ESP/3DES/MDS5 ESP/AES/SHA1 ESP/AES/SHA1 ESP/AES/SHA1 ESP/AES/SHA1
ESP/3DES/SHAI ESP/AES/MD5S ESP/AES/MD5S
ESP/3DES/SHA1 ESP/3DES/SHA1
ESP/3DES/MD5 ESP/3DES/MD5
ESP/DES/SHA1
ESP/DES/MDS5
2 AH/-/SHAT and ESP/3DES/SHA1 ESP/3DES/SHA1
ESP/3DES/-
3 AH/-/MDS5 and AH/-/SHA1 and ESP/DES/SHA1
ESP/3DES/- ESP/AES/-
4 AH/-/SHAT and AH/-/SHA1 and ESP/-/SHA1
ESP/3DES/SHAI ESP/3DES/-
5 AH/-/MDS5 and AH/-/SHA1 and AH/-/SHAT
ESP/3DES/MD5 ESP/3DES/SHA1
6 ESP/DES/MDS ESP/ | ESP/-/SHA1
DES/SHA1
AH/-/SHA1

11.8 The L2TP Client Status Screen

Use the L2TP Client Status screen to view details about the L2TP clients. Click Configuration > VPN > L2TP

Client Status to open the following screen.
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Figure 132 Configuration > VPN > L2TP Client Status

L2TP Client Status

L2TP Status Updated in 12 seconds
Status Up Time Server Name Server WAN IP Client WAN IP Server L2TP P Client L2TP IP
00:00:00
Last disconnection: LZTF VPN in Server Mode [05/12/17 06:0%:22]

L2TP Statistics
Rx Data Packets Rx Data Bytes Rx Em... Tx Data Packets Tx Data Bytes Tx Emors
o 0 0 0 o 0]

The following table describes the labels in this screen.

Table 74 Configuration > VPN > L2TP Client Status

LABEL DESCRIPTION

L2TP Status

Status This field displays whether the L2TP VPN is active or not. A yellow bulb signifies that
this VPN is active. A gray bulb signifies that this VPN is not active.

Up Time This field displays the period of time this connection has been up.

Server Name

This field displays the name of the L2TP Network Server.

Server WAN [P

This field displays the WAN IP address of the L2TP Network Server.

Client WAN IP This field displays the WAN IP address of the L2TP client.

Server L2TP IP This field displays the assigned L2TP IP address of the L2TP network server.
Client L2TP IP This field displays the assigned L2TP IP address of the L2TP client.

L2TP Statistics

Rx Data Packets

This indicates the number of packets received in this L2TP connection.

Rx Data Bytes

This indicates the number of bytes received in this L2TP connection.

Rx Errors

This indicates the number of received packet errors in this L2TP connection.

Tx Data Packets

This indicates the number of packets fransmitted in this L2TP connection.

Tx Data Bytes

This indicates the number of bytes fransmitted in this L2TP connection.

Tx Errors

This indicates the number of transmitted packet errors in this L2TP connection.

11.9 The GRE VPN Screen

Use the GRE VPN screen to configure the Generic Routing Encapsulation (GRE) VPN settings. GRE VPN
can encase network layer protocols inside a VPN tunnel. However, GRE VPN does not use encryption
like IPSec VPN, so it is not as secure. Click Configuration > VPN > GRE VPN to open the following screen.

Figure 133 Configuration > VPN > GRE VPN
GRE VPN

C}A::
# Status Tunnel Name WAN Interface Local IP Address Remote Peer IP Address

Page of 0 Show | 20 iterns Mo data to display
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The following table describes the labels in this screen.

Table 75 Configuration > VPN > GRE VPN

LABEL DESCRIPTION

Add Click this to configure a new entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can
modify the enftry’s settings.

Remove To remove an existing entry, select it and click Remove.

Multiple Entries On

Select one or more GRE VPN policies, and click this to enable them.

Multiple Entries Off

Select one or more GRE VPN policies, and click this to disable them.

#

This column lists the index numbers of the GRE VPN connection.

Status

This field displays whether the GRE VPN connection is active or not. A green ON

button signifies that this GRE VPN connection is active. A gray OFF button signifies
that this GRE VPN connection is not active.

Tunnel Name This field displays the identification name for this GRE VPN policy.

WAN Interface This field displays the WAN interface this GRE VPN policy uses.

Local IP Address This displays the WAN interface IP address.

Remote Peer IP Address

This displays an IP address of the remote device terminating the GRE VPN tunnel.

11.9.1 GRE VPN: Add/Edit

Click Add to create a new GRE VPN. You can also double click an existing GRE VPN or select one and
click Edit to go to the following screen.

Figure 134 GRE VPN: Add/ Edit

© GRE VPN - Add 21X

Enable

Tunnel Name: | |0

Interface IP Address: | |0

Interface Subnet Mask: | |o

Local WAN Interface: WANT -

Remote Peer IP Address: | |o

Ping Remote Target: (Optional)

Routing
Destination Subnet: | |0
Destination Subnet Mask: | |o

The following table describes the labels in this screen.

Table 76 GRE VPN > Add / Edit

LABEL DESCRIPTION

Enable Select this check box to activate this GRE VPN connection.

Tunnel Name Specify an identification name for this GRE VPN connection.

Interface IP Address Specify an IPv4 IP address for the GRE VPN connection.
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Table 76 GRE VPN > Add / Edit

LABEL DESCRIPTION

Interface Subnet Mask Specify a subnet mask for the interface IP address the GRE VPN connection.

Local WAN Interface Select the WAN interface used to establish this VPN connection.

Remote Peer IP Address Specify an IP address of the remote peer to which you are connecting through the
GRE VPN tunnel.

Ping Remote Target Specify an IP address to ping behind the GRE VPN connection.

Routing

Destination Subnet Specify the destination IP address of this GRE VPN connection.

Destination Subnet Mask Specify the IP network subnet mask of the GRE remote subnet.

oK Click OK to save your changes.

Cancel Click Cancel fo restore your previously saved settings.

11.10 Technical Reference

This section provides some technical background information about the fopics covered in this chapter.

11.10.1 IPsec Architecture

The overall IPsec architecture is shown as follows.

Figure 135 IPsec Architecture

IPSec

i Algorithms \_

ESP Protocol AH Protocol

(RFC 2406) \:RFC 2402)
. DES . B e— _l HMAC-MD5
= Encryption Authentication '::(RFC 2403)
3DES Algorithm Algorithm HMAC-SHA-1
(RFC 2404)

i
AEs | | None | \ /

IKE Key

Management
Manual '—v

IPsec Algorithms

Y
F

The ESP (Encapsulating Security Payload) Protocol (RFC 2406) and AH (Authentication Header) protocol
(RFC 2402) describe the packet formats and the default standards for packet structure (including
implementation algorithms).
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11.10.2

The Encryption Algorithm describes the use of encryption fechniques such as DES (Data Encrypfion
Standard) and Triple DES algorithm:s.

The Authentication Algorithms, HMAC-MDS5 (RFC 2403) and HMAC-SHA-1 (RFC 2404, provide an
authentication mechanism for the AH and ESP protocols.

Key Management

Key management allows you to determine whether to use IKE (ISAKMP) or manual key configuration in
order to set up a VPN.

Encapsulation

The two modes of operation for IPsec VPNs are Transport mode and Tunnel mode. At the time of writing,
the VPN2S supports Tunnel mode only.

Figure 136 Transport and Tunnel Mode IPsec Encapsulation

Original IP TCP Data
IP Packet | Header Header
Transport Mode IPSec IP TCP Data
Protected Packet | Header Header Header
Tunnel Mode P | IPsec | IP TCP ‘ et
Protected Packet | Header Header Header Header |

Transport Mode

Transport mode is used to protect upper layer protocols and only affects the data in the IP packet. In
Transport mode, the IP packet contains the security protocol (AH or ESP) located after the original IP
header and options, but before any upper layer protocols contained in the packet (such as TCP and
UDP).

With ESP, protection is applied only to the upper layer protocols contained in the packet. The IP header
information and options are not used in the authentication process. Therefore, the originating IP address
cannot be verified for integrity against the data.

With the use of AH as the security protocol, protection is extended forward into the IP header to verify
the integrity of the entire packet by use of portions of the original IP header in the hashing process.

Tunnel Mode

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel mode is required for
gateway services to provide access to internal systems. Tunnel mode is fundamentally an IP tunnel with
authentication and encryption. This is the most common mode of operation. Tunnel mode is required for
gateway to gateway and host to gateway communications. Tunnel mode communications have two
sets of IP headers:

¢ Outside header: The outside IP header contains the destination IP address of the VPN gateway.
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¢ Inside header: The inside IP header contains the destination IP address of the final system behind the
VPN gateway. The security protocol appears after the outer IP header and before the inside IP
header.

11.10.3 IKE Phases

There are two phases to every IKE (Internet Key Exchange) negofiation — phase 1 (Authentication) and
phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA and the second one uses that SA to
negofiate SAs for IPsec.

Figure 137 Two Phases to Set Up the IPsec SA

IPSec SA

)

In phase 1 you must:

* Choose a negotiation mode.

* Authenticate the connection by entering a pre-shared key.

¢ Choose an encryption algorithm.

* Choose an authentication algorithm.

* Choose a Diffie-Hellman public-key cryptography key group (DH1 or DH2).

¢ Set the IKE SA lifetime. This field allows you to determine how long an IKE SA should stay up before it
times out. An IKE SA times out when the IKE SA lifetime period expires. If an IKE SA times out when an
IPsec SA is already established, the IPsec SA stays connected.

In phase 2 you must:

* Choose an encryption algorithm.
¢ Choose an authentication algorithm
* Choose a Diffie-Hellman public-key cryptography key group.

» Set the IPsec SA lifetime. This field allows you to determine how long the IPsec SA should stay up
before it times out. The VPN2S automatically renegotiates the IPsec SA if there is traffic when the IPsec
SA lifetime period expires. If an IPsec SA times out, then the IPsec router must renegotiate the SA the
next time someone attempts to send traffic.
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11.10.4

11.10.5

Negotiation Mode

The phase 1 Negotiation Mode you select determines how the Security Association (SA) will be
established for each connection through IKE negotiations.

¢ Main Mode ensures the highest level of security when the communicating parties are negotiating
authentication (phase 1). It uses 6 messages in three round trips: SA negotiation, Diffie-Hellman
exchange and an exchange of nonces (a nonce is a random number). This mode features identity
protection (your identity is not revealed in the negotiation).

* Aggressive Mode is quicker than Main Mode because it eliminates several steps when the
communicating parties are negotiating authentication (phase 1). However the trade-off is that faster
speed limits its negoftiating power and it also does not provide identity protection. It is useful in remote
access situations where the address of the initiator is not know by the responder and both parties
want to use pre-shared key authentication.

IPsec and NAT

Read this section if you are running IPsec on a host computer behind the VPN2S.

NAT is incompatible with the AH protocol in both Transport and Tunnel mode. An IPsec VPN using the AH
protocol digitally signs the outbound packet, both data payload and headers, with a hash value
appended fo the packet. When using AH protocol, packet contents (the data payload) are not
encrypted.

A NAT device in between the IPsec endpoints will rewrite either the source or destination address with
one of its own choosing. The VPN device at the receiving end will verify the integrity of the incoming
packet by computing its own hash value, and complain that the hash value appended to the received
packet doesn't match. The VPN device at the receiving end doesn't know about the NAT in the middle,
so it assumes that the data has been maliciously altered.

IPsec using ESP in Tunnel mode encapsulates the entire original packet (including headers) in a new IP
packet. The new IP packet's source address is the outbound address of the sending VPN gateway, and
its destination address is the inbound address of the VPN device at the receiving end. When using ESP
protocol with authentication, the packet contents (in this case, the entire original packet) are
encrypted. The encrypted contents, but not the new headers, are signed with a hash value appended
to the packet.

Tunnel mode ESP with authentication is compatible with NAT because integrity checks are performed
over the combination of the "original header plus original payload," which is unchanged by a NAT
device.

Transport mode ESP with authentication is not compatible with NAT.

Table 77 VPN and NAT

SECURITY PROTOCOL MODE NAT
AH Transport N
AH Tunnel N
ESP Transport N
ESP Tunnel Y
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11.10.6 VPN, NAT, and NAT Traversal

NAT is incompatible with the AH protocol in both transport and tunnel mode. An IPsec VPN using the AH
protocol digitally signs the outbound packet, both data payload and headers, with a hash value
appended to the packet, but a NAT device between the IPsec endpoints rewrites the source or
destination address. As a result, the VPN device at the receiving end finds a mismatch between the
hash value and the data and assumes that the data has been maliciously altered.

NAT is not normally compatible with ESP in transport mode either, but the VPN2S’'s NAT Traversal feature
provides a way to handle this. NAT traversal allows you to set up an IKE SA when there are NAT routers
between the two IPsec routers.

Figure 138 NAT Router Between IPsec Routers

p— ——=- |nfernet ——-=

NAT Router

A B

Normally you cannot set up an IKE SA with a NAT router between the two IPsec routers because the NAT
router changes the header of the IPsec packet. NAT traversal solves the problem by adding a UDP port
500 header to the IPsec packet. The NAT router forwards the IPsec packet with the UDP port 500 header
unchanged. In the above figure, when IPsec router A tries to establish an IKE SA, IPsec router B checks
the UDP port 500 header, and IPsec routers A and B build the IKE SA.

For NAT traversal to work, you must:

* Use ESP security protocol (in either transport or funnel mode).
¢ Use IKE keying mode.

¢ Enable NAT traversal on both IPsec endpoints.

» Set the NAT router to forward UDP port 500 to IPsec router A.

Finally, NAT is compatible with ESP in tunnel mode because integrity checks are performed over the
combination of the "original header plus original payload," which is unchanged by a NAT device. The
compatibility of AH and ESP with NAT in tunnel and transport modes is summarized in the following table.

Table 78 VPN and NAT

SECURITY PROTOCOL MODE NAT
AH Transport N
AH Tunnel N
ESP Transport Y*
ESP Tunnel Y

Y* - This is supported in the VPN2S if you enable NAT traversal.
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11.10.7

11.10.7.1

ID Type and Content

With aggressive negotiation mode (see Section 11.10.4 on page 186), the VPN2S identifies incoming SAs
by ID type and content since this identifying information is not encrypted. This enables the VPN2S to
distinguish between multiple rules for SAs that connect from remote IPsec routers that have dynamic
WAN IP addresses.

Regardless of the ID type and content configuration, the VPN2S does not allow you to save multiple
active rules with overlapping local and remote IP addresses.

With main mode (see Section 11.10.4 on page 186), the ID type and content are encrypted fo provide
identity protection. In this case the VPN2S can only distinguish between different incoming SAs that
connect from remote IPsec routers that have dynamic WAN IP addresses. The VPN2S can distinguish
incoming SAs because you can select between three encryption algorithms (DES, 3DES and AES), two
authentication algorithms (MD5 and SHAT1) and eight key groups when you configure a VPN rule (see
Section 11.6 on page 171). The ID type and content act as an exira level of identification for incoming
SAs.

The type of ID can be a domain name, an IP address or an e-mail address. The content is the IP address,
domain name, or e-mail address.

Table 79 Local ID Type and Content Fields
LOCAL ID TYPE= | CONTENT=

IP Type the IP address of your computer.
FQDN Type a domain name (up to 31 characters) by which to identify this VPN2S.
User-FQDN Type an e-mail address (up to 31 characters) by which to identify this VPN2S.

The domain name or e-mail address that you use in the Local ID Content field is used
for identification purposes only and does not need fo be a real domain name or e-
mail address.

ID Type and Content Examples

Two IPsec routers must have matching ID type and content configuration in order to set up a VPN
tunnel.

The two VPN2Ss in this example can complete negotiation and establish a VPN funnel.

Table 80 Matching ID Type and Content Configuration Example

VPN2S A VPN2S B

Local ID type: User-FQDN Local ID type: IP

Local ID content: tom@yourcompany.com Local ID content: 1.1.1.2

Remote ID type: IP Remote ID type: E-mail

Remote ID content: 1.1.1.2 Remote ID content: tom@yourcompany.com

The two VPN2Ss in this example cannot complete their negotiation because VPN2S B's Local ID type is IP,
but VPN2S A’s Remote ID type is set fo E-mail. An “ID mismatched” message displays in the IPSEC LOG.

Table 81 Mismatching ID Type and Content Configuration Example

VPN2S A VPN2S B
Local ID type: IP Local ID type: IP
Local ID content: 1.1.1.10 Local ID content: 1.1.1.2
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Table 81 Mismatching ID Type and Content Configuration Example

VPN2S A VPN2S B
Remote ID type: User-FQDN Remote ID type: IP
Remote ID content: aa@yahoo.com Remote ID content: 1.1.1.0

11.10.8 Pre-Shared Key

A pre-shared key identifies a communicating party during a phase 1 IKE negotiation (see Section 11.10.3
on page 185 for more on IKE phases). It is called “pre-shared” because you have to share it with another

party before you can communicate with them over a secure connection.

11.10.9 Diffie-Hellman (DH) Key Groups

Diffie-Hellman (DH) is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communications channel. Diffie-Hellman is used within IKE SA setup to
establish session keys. 768-bit, 1024-bit 1536-bit, 2048-bit, and 3072-bit Diffie-Hellman groups are
supported. Upon completion of the Diffie-Hellman exchange, the two peers have a shared secret, but
the IKE SA is not authenticated. For authentication, use pre-shared keys.
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Bandwidth Management

12.1 Overview

Quality of Service (QoS) refers to both a network’s ability to deliver data with minimum delay, and the
networking methods used to control the use of bandwidth. Without QoS, all fraffic data is equally likely
to be dropped when the network is congested. This can cause a reduction in network performance and
make the network inadequate for time-critical application such as video-on-demand.

Configure QoS on the VPN2S to group and prioritize application traffic and fine-tune network
performance. Setting up QoS involves these steps:

1 Configure classifiers to sort fraffic into different flows.
2 Assign priority and define actions to be performed for a classified fraffic flow.

The VPN2S assigns each packet a priority and then queues the packet accordingly. Packets assigned a
high priority are processed more quickly than those with low priority if there is congestion, allowing time-
sensitive applications to flow more smoothly. Time-sensitive applications include both those that require
a low level of latency (delay) and a low level of jitter (variations in delay) such as Voice over IP (VoIP) or
Infernet gaming, and those for which jitter alone is a problem such as Internet radio or streaming video.

This chapter contains information about configuring QoS and editing classifiers.

12.1.1 What You Can Do in this Chapter

* The General screen lets you enable or disable QoS and set the upstream bandwidth (Section 12.2 on
page 192).

* The Queue Setup screen lets you configure QoS queue assignment (Section 12.3 on page 193).
* The Classification Setup screen lets you add, edit or delete QoS classifiers (Section 12.4 on page 196).
¢ The Policer Setup screen lets you add, edit or delete QoS policers (Section 12.5 on page 200).

* The Shaper Setup screen lefs you limit outgoing traffic tfransmission rate on the selected interface
(Section 12.6 on page 202)

12.1.2 What You Need to Know

The following tferms and concepts may help as you read through this chapter.

QoS versus Cos

QoS is used to prioritize source-to-destination traffic flows. All packets in the same flow are given the
same priority. CoS (class of service) is a way of managing fraffic in a network by grouping similar types of
fraffic fogether and tfreating each type as a class. You can use CoS to give different priorities to different
packet types.
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CoS technologies include IEEE 802.1p layer 2 tagging and DiffServ (Differentiated Services or DS). IEEE
802.1p tagging makes use of three bits in the packet header, while DiffServ is a new protocol and
defines a new DS field, which replaces the eight-bit ToS (Type of Service) field in the IP header.

Tagging and Marking

In a QoS class, you can configure whether to add or change the DSCP (DiffServ Code Point) value, IEEE
802.1p priority level and VLAN ID number in a matched packet. When the packet passes through a
compatible network, the networking device, such as a backbone switch, can provide specific
freatment or service based on the tag or marker.

Traffic Shaping
Bursty traffic may cause network congestion. Traffic shaping regulates packets to be transmitted with a
pre-configured data fransmission rate using buffers (or queues). Your VPN2S uses the Token Bucket

algorithm to allow a certain amount of large bursts while keeping a limit at the average rate.

Traffic Rate Traffic Rate

Traffic

L -

Time Time

(Before Traffic Shaping) (After Traffic Shaping)

Traffic Policing
Traffic policing is the limiting of the input or output tfransmission rate of a class of traffic on the basis of
user-defined criteria. Traffic policing methods measure traffic flows against user-defined criteria and

identify it as either conforming, exceeding or violating the criteria.

Traffic Rate Traffic Rate

Time Time
(Before Traffic Policing) (After Traffic Policing)

The VPN2S supports three incoming traffic metering algorithms: Token Bucket Filter (TBF), Single Rate Two
Color Maker (srTCM), and Two Rate Two Color Marker (frTCM). You can specify actions which are
performed on the colored packets. See Section 12.7 on page 204 for more information on each
metering algorithm.
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12.2 The General Screen

Click Configuration > Bandwidth Management > General to open the screen as shown next.

Use this screen to enable or disable QoS and setf the upstream bandwidth. See Section 12.1 on page 190
for more information.

Figure 139 Configuration > Bandwidth Management > General

General

General Settings

Enable
WAN Managed Upstream Bandwidth: 0 (kbps) (0.1000~1048578), 0:Not limit
LAN Managed Downstream Bandwidth: 0 (kbps) (0.1000~1048576), O:Mot limit
Upstream Traffic Priority Assigned By: None -
9 Note:

1. You can assign the upsfream bandwidth manually.

2. If the figld is empty. the CPE sets the value automatically.

3. If QoS is enabled, choose a default DSCP mark fo qutomatically mark incoming fraffic without reference to a particular classifier.

4. If the WAN Managed Upstream Bandwidth is greater than the current WAN interface linkup rate, then the WAN Managed Upstream
Bandwidth will become cumrent WAN interface linkup rate.

Session Control
Defoult Session per Host: 4098 (0~8192), O:Not limit

| Apply ‘ | Reset |

The following table describes the labels in this screen.

Table 82 Configuration > Bandwidth Management > General

LABEL DESCRIPTION

Enable Select the Enable check box to turn on QoS to improve your network performance.

WAN Managed | Enter the amount of upstream bandwidth for the WAN interfaces that you want to allocate using
Upstream QoS.

Bandwidth

The recommendation is to sef this speed to match the interfaces’ actual fransmission speed. For
example, set the WAN interfaces’ speed to 100000 kbps if your Internet connection has an
upstream transmission speed of 100 Mbps.

You can set this number higher than the interfaces’ actual tfransmission speed.

You can also set this number lower than the interfaces’ actual transmission speed. This will cause
the VPN2S to not use some of the interfaces’ available bandwidth.

If you leave this field blank, the VPN2S automatically sets this number to be 95% of the WAN
interfaces’ actual upstream transmission speed.

VPN2S User's Guide
192



Chapter 12 Bandwidth Management

Table 82 Configuration > Bandwidth Management > General (contfinued) (continued)

LABEL DESCRIPTION

LAN Managed Enter the amount of downstream bandwidth for the LAN interfaces (including WLAN) that you
Downstream want to allocate using QoS.

Bandwidth

The recommendation is to set this speed to match the WAN interfaces’ actual transmission
speed. For example, sef the LAN managed downstream bandwidth to 100000 kbps if you use a
100 Mbps wired Ethernet WAN connection.

You can also set this number lower than the WAN interfaces’ actual transmission speed. This will
cause the VPN2S to not use some of the interfaces’ available bandwidth.

If you leave this field blank, the VPN2S automatically sefs this to the LAN interfaces’ maximum
supported connection speed.

Upstream traffic
priority Assigned
by

Select how the VPN2S assigns priorities to various upstream traffic flows.

* None: Disables auto priority mapping and has the VPN2S put packets into the queues
according to your classification rules. Traffic which does not match any of the classification
rules is mapped into the default queue with the lowest priority.

* Ethernet Priority: Automatically assign priority based on the [EEE 802.1p priority level.

* |IP Precedence: Automatically assign priority based on the first three bits of the TOS field in the
IP header.

* Packet Length: Automatically assign priority based on the packet size. Smaller packets get
higher priority since control, signaling, VolIP, internet gaming, or other real-time packets are
usually small while larger packets are usually best effort

e data packefs like file fransfers.

Session Control

Default Session
per Host

Enter a session limit for each host.

Use the field to set a common limit to the number of concurrent NAT/firewall sessions each client
device can have.

If only a few clients use peer to peer applications, you can raise this number to improve their
performance, With heavy peer to peer application use, lower this number to ensure no single
client uses foo many of the available NAT sessions.

Apply

Click Apply fo save your changes.

Reset

Click Reset to restore your previously saved settings.

12.3 The Quevue Setup Screen

Click Configuration > Bandwidth Management > Queue Setup to open the screen as shown next.

Use this screen to configure QoS queue assignment.
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Figure 140 Configuration > Bandwidth Management > Queue Setup

Queve Setup

Q@ Add

ARRARARA:

o e

Fage

Name Interface Priority Weight Buffer Management Rate Limit(kkbps)
Default queve WAN 8 1 o1 0]
PriQ1 WAN 1 1 DT 0
PriQ2 WAN 2 1 o1 o
PriQ3 WAN 3 1 DT 0
PriQ4 WAN 4 1 o1 0
PriQ5 WAN 5 1 DT o
PriQé WAN & 1 DT 0
PriQ7 WAN 7 1 DT 0
1 of 1 Show 20 iterns Displaying 1 -8 of 8

The following table describes the labels in this screen.

Table 83 Network Setting > QoS > Queue Setup

LABEL DESCRIPTION

Add Click this button to create a new queue entry.

Edit Double-click a queue entry or select it and click Edit to open a screen where you can modify
the queue’s seftings.

Remove To remove an existing queue entry, select it and click Remove. Note that subsequent rules move

up by one when you take this action.

Multiple Entries
Turn On

Select a queue and click this to enable it.

Multiple Entries

Select a queue and click this to disable it.

Turn Off

# This is the index number of the queue entry.

Status This field displays whether the queue is active or not. A green ON button signifies that this queue
is active. A gray OFF button signifies that this queue is not active.

Click the slide button to turn on or turn off the queue.

Name This shows the descriptive name of this queue.

Interface This shows the name of the VPN2S's interface through which traffic in this queue passes.

Priority This shows the priority of this queue.

Weight This shows the weight of this queue.

Buffer This shows the queue management algorithm used for this queue.

Management . . .
Queue management algorithms determine how the VPN2S should handle packets when it
receives foo many (network congestion).

Rate Limit This shows the maximum fransmission rate allowed for traffic on this queue.
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12.3.1 QoS Queve: Add/Edit

Click Add or the select an existing queue and click Edit icon in the Queue Setup screen to configure a

quevue.

Figure 141 Queue Setup: Add/Edit

" Queve Setup - Edit X
™ Enable
Name: PricQ1
Interface: WAN -
Pricrity: 1{Highest) -
Weight: 1 -
Dropping Algorithm: Drop Tail(DT) -
Rate Limit: 0 (kiops)
| OK | | Cancel

The following table describes the labels in this screen.

Table 84 Queue Setup: Add/Edit

LABEL

DESCRIPTION

Enable

Select to enable or disable this queue.

Name

Enter the descriptive name of this queue. You can use up to 31 alphanumeric characters, it must
begin with a letfter. The valid characters are [0-9][a-z] [A-Z][_-].

This field is not configurable if you are editing an existing queue.

Interface

Select the interface to which this queue is applied.

This field is read-only if you are editing the queue.

Priority

Select the priority level (from 1 to 8) of this queue.

The smaller the number, the higher the priority level. Traffic assigned to higher priority queues
gets through faster while traffic in lower priority queues is dropped if the network is congested.

Weight

Select the weight (from 1 fo 8) of this queue.

If two queues have the same priority level, the VPN2S divides the bandwidth across the queues
according o their weights. Queues with larger weights get more bandwidth than queues with
smaller weights.

Dropping
Algorithm

This field displays Drop Tail (DT). Drop Tail (DT) is a simple queue management algorithm that
allows the VPN2S buffer to accept as many packets as it can until it is full. Once the buffer is full,
new packets that arrive are dropped until there is space in the buffer again (packets are
fransmitted out of it).

Rate Limit

Specify the maximum transmission rate (in Kbps) allowed for traffic on this queue.

OK

Click OK to save your changes.

Cancel

Click Cancel to exit this screen without saving.
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12.4 The Classification Setup Screen

Use this screen to add, edit or delete QoS classifiers. A classifier groups traffic into data flows according
to specific criteria such as the source address, destination address, source port number, destination port
number or incoming interface. For example, you can configure a classifier to select traffic from the
same protocol port (such as Telnet) to form a flow.

You can give different priorities to traffic that the VPN2S forwards out through the WAN interface. Give
high priority to voice and video to make them run more smoothly. Similarly, give low priority fo many
large file downloads so that they do not reduce the quality of other applications.

Click Configuration >

Bandwidth Management > Classification Setup to open the following screen.

Figure 142 Configuration > Bandwidth Management > Classification Setup

Classification Setup

Add [ edit W Remove

Status Class Name

1 class]

Page 1 of 1

& Multiple Entries Turmn On & Mulfiple Entries Tum Off

Classification Criteria DSCF Mark 802.1F Mark | VLANIDT... | To Queue

From Intf: LAN
Ether Type: NA

Unchange Unchange Unchange Default queue

w20 Displaying 1- 1 of

ifems

The following table describes the labels in this screen.

Table 85 Configuration > Bandwidth Management > Classification Setup

LABEL DESCRIPTION

Add Click this to create a new classifier.

Edit Double-click a classifier or select it and click Edit fo open a screen where you can modify
the classifier’s settings.

Remove To remove an existing classifier, select it and click Remove. Note that subsequent rules move

up by one when you take this action.

Multiple Entries Turn

Select one or more classifier and click this to enable them.

On

Multiple Entries Turn | Select one or more classifier and click this to disable them.

Off

# This field displays the order in which this classifier is applied.

Status This field displays whether the classifier is active or not. A green ON button signifies that this
classifier is active. A gray OFF button signifies that this classifier is not active.
Click the slide button to turn on or turn off the classifier.

Class Name This is the name of the classifier.

Classification

This shows criteria specified in this classifier, for example the interface from which traffic of

Criteria this class should come and the source MAC address of fraffic that matches this classifier.
DSCP Mark This is the DSCP number added to traffic of this classifier.

802.1P Mark This is the IEEE 802.1p priority level assigned fo traffic of this classifier.

VLAN ID Tag This is the VLAN ID number assigned fo fraffic of this classifier.

To Queue This is the name of the queue in which fraffic of this classifier is put.
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12.4.1 QoS Class: Add/Edit

Click Add in the Classification Setup screen or the Edit icon next to a classifier to open the following
screen.

Figure 143 Classification Setup: Add/Edit

@ Classification Setup - Add

x]

Classification Setup
~ Enable
Class Name: |0

Order: 1 -

Basic Criteria Configuration

From Interface: |pcql -

Ether Type: IP (0x0800) -

Source Criteria Configuration

/ MAC Address: |:|o MAC Mask: |:|0 Exclude

Destination Criteria Configuration

¥ MACAddres: [ |@ MAC Mask: ) Exclude

Other Criteria Configuration

4 Service: Age of Empires - Exclude

4 IP Pratocol: TCP - Exclude

~  DHCP: Vendor Class ID (DHCP Option 60) v Exclude
| o

v Packetlength: Do - Eo Exclude
¥ DSCPCoder [ |@0-63) Exclude

v TCP ACK Exclude
DSCP Marking: Unchange M
VLAN ID: Unchange -

Class Routing

Forward Interface:  Unchange M

Outgoing Queue

To Queue: Default qusue -

Cancel

The following table describes the labels in this screen.

Table 86 Classification Setup: Add/Edit

LABEL DESCRIPTION

Classification Setup

Enable Select this to enable this classifier.
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Table 86 Classification Setup: Add/Edit (contfinued)

LABEL DESCRIPTION

Class Name Enter a descriptive name for the classifier. You can use up to 31 alphanumeric characters, it
must begin with a letter. The valid characters are [0-9][o-Z] [A-Z][_-].

Order Select an existing number for where you want to put this classifier to move the classifier fo the
number you selected after clicking OK. Ordering your classifiers is important because the VPN2S
applies the classifiers in the order that you specify.

Basic Criteria Configuration

From Interface If you want fo classify the traffic by an ingress interface, select an interface from the From
Interface drop-down list box.

Ether Type Select a predefined application to configure a class for the matched traffic.

If you select IP, you also need to configure source or destination MAC address, IP address,
DHCP options, DSCP value or the protocol type.

If you select 802.1Q, you can configure an 802.1p priority level.

Source Criteria Configuration

Address Select the check box and enter the source IP address in dotted decimal notation. A blank
source |P address means any source IP address.

Subnet Enter the source subnet mask.

Netmask

Starting Port | Enter the starting port of the source.

Ending Port Enter the ending port of the source,

MAC Address | Select the check box and enter the source MAC address of the packet.

MAC Mask Type the mask for the specified MAC address to determine which bits a packet’s MAC address
should match.

Enter “f" for each bit of the specified source MAC address that the traffic’s MAC address should
match. Enter “0” for the bit(s) of the matched traffic’'s MAC address, which can be of any
hexadecimal character(s). For example, if you set the MAC address to 00:13:49:00:00:00 and
the mask to ff:ff:ff:00:00:00, a packet with a MAC address of 00:13:49:12:34:56 matches this
criteria.

Exclude Select this option to exclude the packets that match the specified criteria from this classifier.

Destination Criteria Configuration

Address Select the check box and enter the source IP address in dotted decimal notation. A blank
source IP address means any source IP address.

Subnet Enter the source subnet mask.

Netmask

Starting Port | Enter the starting port of the source.

Ending Port Enter the ending port of the source,

MAC Address | Select the check box and enter the source MAC address of the packet.

MAC Mask Type the mask for the specified MAC address to determine which bits a packet’s MAC address
should match.

Enter “f" for each bit of the specified source MAC address that the traffic’s MAC address should
match. Enter “0" for the bit(s) of the matched traffic's MAC address, which can be of any
hexadecimal character(s). For example, if you set the MAC address to 00:13:49:00:00:00 and
the mask to ff:ff:ff:00:00:00, a packet with a MAC address of 00:13:49:12:34:56 matches this
criteria.

Exclude Select this option to exclude the packets that match the specified criteria from this classifier.

Other Criteria Configuration

VPN2S User's Guide
198



Chapter 12 Bandwidth Management

Table 86 Classification Setup: Add/Edit (contfinued)

LABEL

DESCRIPTION

Service

This field is available only when you select IP in the Ether Type field.

This field simplifies classifier configuration by allowing you to select a predefined application.
When you select a predefined application, you do not configure the rest of the filter fields.

IP Protocol

This field is available only when you select IP in the Ether Type field.

Select this option and select the protocol (service type) from TCP, UDP, ICMP or IGMP. If you
select User defined, enfer the protocol (service type) number.

DHCP

This field is available only when you select IP in the Ether Type field.
Select this option and select a DHCP option.

If you select Vendor Class ID (DHCP Option 60), enfer the Vendor Class Identifier (Option 60) of
the matched traffic, such as the type of the hardware or firmware.

If you select Client ID (DHCP Option é1), enter the Identity Association IDentifier (IAD Option 61)
of the matched traffic such as the MAC address of the device.

If you select User Class ID (DHCP Option 77), enter a string that identifies the user’'s category or
application type in the matched DHCP packets.

If you select Vendor Specific Info (DHCP Option 125), enter the vendor specific information of
the matched traffic, such as the Enterprise Number, Manufacture OUI, Serial Number and
Product Class of the device.

Packet
Length

This field is available only when you select IP in the Ether Type field.

Select this option and enter the minimum and maximum packet length (from 46 to 1500) in the
fields provided.

DSCP Code

This field is available only when you select IP in the Ether Type field.

Select this option and specify a DSCP (DiffServ Code Point) number between 0 and 63 in the
field provided.

802.1P

This field is available only when you select 802.1Q in the Ether Type field.
Select this option and select a priority level (between 0 and 7) from the drop-down list box.

0" is the lowest priority level and "7" is the highest.

VLAN ID

This field is available only when you select 802.1Q in the Ether Type field.

Select this option and specify a VLAN ID number.

TCP ACK

This field is available only when you select IP in the Ether Type field.

If you select this option, the matched TCP packets must contain the ACK (Acknowledge) flag.

Exclude

Select this option to exclude the packets that match the specified criteria from this classifier.

DSCP Marking

This field is available only when you select IP in the Ether Type field.

If you select Mark, enter a DSCP value with which the VPN2S replaces the DSCP field in the
packets.

If you select Unchange, the VPN2S keep the DSCP field in the packets.

VLAN ID

If you select Remark, enter a VLAN ID number with which the VPN2S replaces the VLAN ID of the
frames.

If you select Remove, the VPN2S deletes the VLAN ID of the frames before forwarding them out.
If you select Add, the VPN2S treat all matched traffic untagged and add a second VLAN ID.
If you select Unchange, the VPN2S keep the VLAN ID in the packets.

802.1P Marking

Select a priority level with which the VPN2S replaces the IEEE 802.1p priority field in the packets.
If you select Unchange, the VPN2S keep the 802.1p priority field in the packets.
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Table 86 Classification Setup: Add/Edit (contfinued)

LABEL DESCRIPTION

Class Routing

Forward Select a WAN interface through which traffic of this class will be forwarded out. If you select
Interface Unchange, the VPN2S forward traffic of this class according to the default routing table.

Outgoing Queue

To Queuve Select a queue that applies to this class.

You should have configured a queue in the Queue Setup screen already.

OK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

12.5 The Policer Setup Screen

Use this screen to configure QoS policers that allow you fo limit the fransmission rate of incoming traffic.
Click Configuration > Bandwidth Management > Policer Setup. The screen appears as shown.

Figure 144 Configuration > Bandwidth Management > Policer Setup

Policer Setup

Q Add
Status Name Regulated Classes Meter Type Rule Action

Fage of 0 Show 20 items No data to display

The following table describes the labels in this screen.

Table 87 Network Setting > QoS > Policer Setup

LABEL DESCRIPTION
Add Click this to create a new policer.
Edit Double-click a policer or select it and click Edit to open a screen where you can modify the

policer’s settings.

Remove To delete an existing policer, select it and click Remove. Note that subsequent rules move up by
one when you take this action.

Multiple Entries Select one or more policers and click this to enable them.
Turn On

Multiple Entries Select one ore more policers and click this to disable them.

Turn Off

# This is the index number of the policer.

Status This field displays whether the policer is active or not. A green ON button signifies that this policer
is active. A gray OFF button signifies that this policer is not active.
Click the slide button to turn on or turn off the policer.

Name This field displays the descriptive name of this policer.

Regulated This field displays the name of a QoS classifier.

Classes

Meter Type This field displays the type of QoS metering algorithm used in this policer.
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Table 87 Network Setting > QoS > Policer Setup (confinued)

LABEL DESCRIPTION

Rule These are the rates and burst sizes against which the policer checks the traffic of the member
QoS classes.

Action This shows the how the policer has the VPN2S treat different types of traffic belonging to the
policer's member QoS classes.

12.5.1 QoS Policer:

Add/Edit

Click Add in the Policer Setup screen or select a policer and click Edit next to a policer to show the

following screen.

Figure 145 Policer Setup: Add/Edit

@ Policer Setup - Add

Policer Sefting
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Name:

Meter Type:

Committed Rate:

Excess Burst Size:

Available

class]

Committed Burst Size: 0 oy

Conforming Action: DSCF Mark. - I:lo 0~43
Partial Conforming Action: Drop :
Non-Conforming Action: Drop -

Regulated Classes Member Setting

[ e

Single Rate Three Color -

—T
T

Member

Cancel

The following table describes the labels in this screen.

Table 88 Policer Setup: Add/Edit

LABEL

DESCRIPTION

Policer Sefting

Enable

Select the check box to activate this policer.

Name

Enter the descriptive name of this policer. You can use up to 31 alphanumeric characters, it must
begin with a letfter. The valid characters are [0-9][a-z] [A-Z][_-].
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Table 88 Policer Setup: Add/Edit (continued)

LABEL DESCRIPTION

Meter Type This shows the traffic metering algorithm used in this policer.

The Simple Token Bucket algorithm uses tokens in a bucket to control when traffic can be
fransmitted. Each token represents one byte. The algorithm allows bursts of up fo b bytes which is
also the bucket size.

The Single Rate Three Color Marker (srTCM) is based on the token bucket filter and identifies
packets by comparing them to the Committed Information Rate (CIR), the Committed Burst Size
(CBS) and the Excess Burst Size (EBS).

Committed Specify the committed rate. When the incoming fraffic rate of the member QoS classes is less
Rate than the committed rate, the device applies the conforming action to the tfraffic.

Committed Specify the committed burst size for packet bursts. This must be equal to or less than the peak
Burst Size burst size (two rate three color) or excess burst size (single rate three color) if it is also configured.

This is the maximum size of the (first) token bucket in a tfraffic metering algorithm.

Excess Burst Size | Specify the burst size of packet bursts above which the VPN2S will perform the non-conforming

action.
Conforming Specify what the VPN2S does for packets within the committed rate and burst size (green-
Action marked packets).

¢ Pass: Send the packets without modification.
¢ DSCP Mark: Change the DSCP mark value of the packets. Enter the DSCP mark value fo use.

Partial Specify what the VPN2S does for packets that exceed the committed rate and burst size but are
Conforming within the excess burst size or peak rate and burst size (yellow-marked packets).
Action

e Drop: Discard the packets.
¢ Pass: Send the packets without modification.

¢ DSCP Mark: Change the DSCP mark value of the packets. Enter the DSCP mark value to use.
The packets may be dropped if there is congestion on the network.

Non- Specify what the VPN2S does for packets that exceed the excess burst size or peak rate and
Conforming burst size (red-marked packets).
Action

e Drop: Discard the packets.

¢ DSCP Mark: Change the DSCP mark value of the packets. Enter the DSCP mark value fo use.
The packets may be dropped if there is congestion on the network.

Regulated Classes Member Setting

Available Select a QoS classifier to apply this QoS policer to traffic that matches the QoS classifier.
Member Highlight a QoS classifier in the Available box and use the — button to move it to the Member
box.

To remove a QoS classifier from the Member box, select it and use the « button.

OK Click OK to save your changes.

Cancel Click Cancel to exit this screen without saving.

12.6 The Shaper Setup Screen

This screen shows that you can use the token bucket algorithm to allow a certain amount of large bursts
while keeping a limit for processing outgoing fraffic at the average rate. Click Configuration >
Bandwidth Management > Shaper Setup. The screen appears as shown:
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Figure 146 Configuration > Bandwidth Management > Shaper Setup

Shaper Setup

Q add

# Status Qutgoing Interface Rate Limit(kbps)

Page of 0 Show 20 ifems

Mo data to display

The following table describes the labels in this screen.

Table 89 Configuration > Bandwidth Management > Shaper Setup

LABEL DESCRIPTION

Add Click this to create a new shaper.

Edit Double-click a shaper or select it and click Edit fo open a screen where you can
modify the shaper’s setftings.

Remove To remove an existing shaper, select it and click Remove. Note that subsequent rules

move up by one when you take this action.

Multiple Entries Turn On

Select one or more shapers and click this to enable them.

Multiple Entries Turn Off

Select one or more shapers and click this to disable them.

#

This is the index number of the entry.

Status

This field displays whether the shaper is active or not. A green ON button signifies that
this shaper is active. A gray OFF button signifies that this shaper is not active.

Click the slide button fo turn on or turn off the shaper.

Outgoing Interface

This shows the name of the VPN2S’s interface through which traffic in this shaper
applies.

Rate Limit (kbps)

This shows the average rate limit of traffic bursts for this shaper.

12.6.1 QoS Shaper: Add/Edit

Click Add in the Shaper Setup screen or select a shaper and click Edit fo show the following screen.

Figure 147 Shaper Setup: Add/Edit

& Shaper Setup - Add X
Encble
CQutgoing Interface: ADSL -
Rate Lt [ lowems

The following table describes the labels in this screen.

Table 90 Shaper Setup: Add/Edit

LABEL

DESCRIPTION

Enable

Select the check box to activate this shaper.

Outgoing Interface

Select the VPN2S's interface through which traffic in this shaper applies.

Rate Limit

Enter the average rate limit of fraffic bursts for this shaper.
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Table 90 Shaper Setup: Add/Edit

LABEL DESCRIPTION
OK Click this button to save your changes to the VPN2S.
Cancel Click this button to exit this screen without saving.

12.7 Technical Reference

The following section contains additional fechnical information about the VPN2S features described in
this chapter.

IEEE 802.1Q Tag

The IEEE 802.1Q standard defines an explicit VLAN tag in the MAC header to identify the VLAN
membership of a frame across bridges. A VLAN tag includes the 12-bit VLAN ID and 3-bit user priority.
The VLAN ID associates a frame with a specific VLAN and provides the information that devices need to
process the frame across the network.

IEEE 802.1p specifies the user priority field and defines up o eight separate traffic types. The following
table describes the traffic types defined in the IEEE 802.1d standard (which incorporates the 802.1p).

Table 91 |EEE 802.1p Priority Level and Traffic Type

PRIORITY | TRAFFIC TYPE

Level 7 Typically used for network control fraffic such as router configuration messages.

Level 6 Typically used for voice traffic that is especially sensitive to jitter (jitter is the variations in delay).

Level 5 Typically used for video that consumes high bandwidth and is sensitive to jitter.

Level 4 Typically used for controlled load, latency-sensitive traffic such as SNA (Systems Network
Architecture) transactions.

Level 3 Typically used for “excellent effort” or better than best effort and would include important business
fraffic that can tolerate some delay.

Level 2 This is for “spare bandwidth™.

Level 1 This is typically used for non-critical “background” traffic such as bulk fransfers that are allowed but
that should not affect other applications and users.

Level O Typically used for best-effort traffic.

DiffServ

QoS is used to prioritize source-to-destination traffic flows. All packets in the flow are given the same
priority. You can use CoS (class of service) to give different priorities to different packet types.

DiffServ (Differentiated Services) is a class of service (CoS) model that marks packets so that they
receive specific per-hop treatment at DiffServ-compliant network devices along the route based on the
application types and traffic flow. Packets are marked with DiffServ Code Points (DSCPs) indicating the
level of service desired. This allows the intermediary DiffServ-compliant network devices to handle the
packets differently depending on the code points without the need to negotiate paths or remember
state information for every flow. In addition, applications do not have to request a particular service or
give advanced notice of where the tfraffic is going.
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DSCP and Per-Hop Behavior

DiffServ defines a new Differentiated Services (DS) field to replace the Type of Service (TOS) field in the IP
header. The DS field contains a 2-bit unused field and a é-bit DSCP field which can define up to 64
service levels. The following figure illustrates the DS field.

DSCP is backward compatible with the three precedence bits in the ToS octet so that non-DiffServ
compliant, ToS-enabled network device will not conflict with the DSCP mapping.

DSCP (6 bits) Unused (2 bits) |

The DSCP value determines the forwarding behavior, the PHB (Per-Hop Behavior), that each packet
gets across the DiffServ network. Based on the marking rule, different kinds of traffic can be marked for
different kinds of forwarding. Resources can then be allocated according to the DSCP values and the
configured policies.

IP Precedence

Similar to IEEE 802.1p prioritization at layer-2, you can use IP precedence to prioritize packets in a layer-3
network. IP precedence uses three bits of the eight-bit ToS (Type of Service) field in the IP header. There
are eight classes of services (ranging from zero to seven) in IP precedence. Zero is the lowest priority
level and seven is the highest.

Automatic Priority Queue Assignment

If you enable QoS on the VPN2S, the VPN2S can automatically base on the IEEE 802.1p priority level, IP
precedence and/or packet length to assign priority to traffic which does not match a class.

The following table shows you the internal layer-2 and layer-3 QoS mapping on the VPN2S. On the
VPN2S, traffic assigned to higher priority queues gets through faster while fraffic in lower index queues is
dropped if the network is congested.

Table 92 Internal Layer2 and Layer3 QoS Mapping

LAYER 2 LAYER 3
PRIORITY IEEE 802.1P USER
QUEUE PRIORITY TOS (IP o IP PACKET LENGTH
(ETHERNET PRECEDENCE) (BYTE)
PRIORITY)
0 1 0 000000
1 2
0 0 000000 >1100
3 3 1 001110 250~1100
001100
001010
001000
4 4 2 010110
010100
010010
010000
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Table 92 Internal Layer2 and Layer3 QoS Mapping

LAYER 2 LAYER 3
PRIORITY IEEE 802.1P USER
QUEUE PRIORITY TOS (IP DSCP IPPACKETLENGTH
(ETHERNET PRECEDENCE) (BYTE)
PRIORITY)
5 5 3 011110 <250
011100
011010
011000
6 6 4 100110
100100
100010
100000
5 101110
101000
7 7 6 110000
7 111000

Token Bucket

The token bucket algorithm uses tokens in a bucket to control when fraffic can be transmitted. The
bucket stores tokens, each of which represents one byte. The algorithm allows bursts of up to b bytes
which is also the bucket size, so the bucket can hold up to b tokens. Tokens are generated and added
intfo the bucket at a constant rate. The following shows how tokens work with packets:

¢ A packet can be transmitted if the number of tokens in the bucket is equal to or greater than the size
of the packet (in bytes).

» After a packet is fransmitted, a number of tokens corresponding to the packet size is removed from
the bucket.

 |f there are no tokens in the bucket, the VPN2S stops transmitting until enough tokens are generated.
* If not enough tokens are available, the VPN2S freats the packet in either one of the following ways:
In fraffic shaping:
* Holds it in the queue until enough tokens are available in the bucket.
In traffic policing:
e Drops it.
¢ Transmits it but adds a DSCP mark. The VPN2S may drop these marked packets if the network is
overloaded.

Configure the bucket size to be equal to or less than the amount of the bandwidth that the interface
can support. It does not help if you set it to a bucket size over the interface’s capability. The smaller the
bucket size, the lower the data transmission rate and that may cause outgoing packets to be dropped.
A larger fransmission rate requires a big bucket size. For example, use a bucket size of 10 kbytes to get
the transmission rate up to 10 Mbps.

Single Rate Three Color Marker
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The Single Rate Three Color Marker (srTCM, defined in RFC 2697) is a type of traffic policing that identifies
packets by comparing them to one user-defined rate, the Committed Information Rate (CIR), and two
burst sizes: the Committed Burst Size (CBS) and Excess Burst Size (EBS).

The siTCM evaluates incoming packets and marks them with one of three colors which refer to packet
loss priority levels. High packet loss priority level is referred to as red, medium is referred to as yellow and
low is referred to as green.

The sITCM is based on the foken bucket filter and has two token buckets (CBS and EBS). Tokens are
generated and added info the bucket at a constant rate, called Committed Information Rate (CIR).
When the first bucket (CBS) is full, new tokens overflow into the second bucket (EBS).

All packets are evaluated against the CBS. If a packet does not exceed the CBS it is marked green.
Otherwise it is evaluated against the EBS. If it is below the EBS then it is marked yellow. If it exceeds the
EBS then it is marked red.

The following shows how tokens work with incoming packets in srTCM:

* A packet arrives. The packet is marked green and can be transmitted if the number of tokens in the
CBS bucket is equal to or greater than the size of the packet (in bytes).

* After a packet is fransmitted, a number of tokens corresponding to the packet size is removed from
the CBS bucket.

* If there are not enough tokens in the CBS bucket, the VPN2S checks the EBS bucket. The packet is
marked yellow if there are sufficient tokens in the EBS bucket. Otherwise, the packet is marked red. No
tokens are removed if the packet is dropped.

Two Rate Three Color Marker

The Two Rate Three Color Marker (frTCM, defined in RFC 2698) is a type of fraffic policing that identifies
packets by comparing them to two user-defined rates: the Committed Information Rate (CIR) and the
Peak Information Rate (PIR). The CIR specifies the average rate at which packets are admitted to the
network. The PIR is greater than or equal to the CIR. CIR and PIR values are based on the guaranteed
and maximum bandwidth respectively as negotiated between a service provider and client.

The rTCM evaluates incoming packets and marks them with one of three colors which refer to packet
loss priority levels. High packet loss priority level is referred to as red, medium is referred to as yellow and
low is referred to as green. The ITCM is based on the token bucket filter and has two token buckets
(Committed Burst Size (CBS) and Peak Burst Size (PBS)). Tokens are generated and added into the two
buckets at the CIR and PIR respectively.

All packets are evaluated against the PIR. If a packet exceeds the PIR it is marked red. Otherwise it is
evaluated against the CIR. If it exceeds the CIR then it is marked yellow. Finally, if it is below the CIR then
it is marked green.

The following shows how tokens work with incoming packets in trTCM:

e A packet arrives. If the number of fokens in the PBS bucket is less than the size of the packet (in bytes),
the packet is marked red and may be dropped regardless of the CBS bucket. No tokens are removed
if the packet is dropped.

 |f the PBS bucket has enough tokens, the VPN2S checks the CBS bucket. The packet is marked green
and can be fransmitted if the number of tokens in the CBS bucket is equal to or greater than the size
of the packet (in bytes). Otherwise, the packet is marked yellow.
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Network Management

13.1 Overview

This chapter describes the VPN2S's Configuration > Network Management screens. Use these screens to
configure your VPN2S's SNMP.

13.1.1 What You Can Do in This Chapter

Use the SNMP screen to configure the VPN2S's SNMP settings (Section 13.2 on page 208)

13.2 The SNMP Screen

Simple Network Management Protocol is a protocol used for exchanging management information
between network devices. Your VPN2S supports SNMP agent functionality, which allows a manager
station to manage and monitor the VPN2S through the network. The VPN2S supports SNMP version one
(SNMPv1) and version two (SNMPv2c). The next figure illustrates an SNMP management operation.

Figure 148 SNMP Management Model

MANAGER

SNMP

v

[acen]

Managed Device Managed Device Managed Device

An SNMP managed network consists of two main types of component: agents and a manager.

An agent is a management soffware module that resides in a managed device (the VPN2S). An agent
franslates the local management information from the managed device into a form compatible with
SNMP. The manager is the console through which network administrators perform network management
functions. It executes applications that control and monitor managed devices.
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The managed devices contain object variables/managed objects that define each piece of
information to be collected about a device. Examples of variables include such as number of packets
received, node port status etc. A Management Information Base (MIB) is a collection of managed
objects. SNMP allows a manager and agents fo communicate for the purpose of accessing these

objects.

SNMP itself is a simple request/response protocol based on the manager/agent model. The manager
issues a request and the agent returns responses using the following protocol operations:

* Get - Allows the manager fo retrieve an object variable from the agent.

* GetNext - Allows the manager to retrieve the next object variable from a table or list within an agent.
In SNMPv1, when a manager wants to retrieve all elements of a table from an agent, it initiates a Get
operation, followed by a series of GetNext operations.

» Set - Allows the manager to set values for object variables within an agent.

* Trap - Used by the agent to inform the manager of some events.

Click Configuration > Network Management > SNMP to open the following screen. Use this screen to
configure the VPN2S SNMP settings.

Figure 149 Configuration > Network Management > SNMP

SNMP

SNMP Agent
Get Community:
Set Community:
Trap Community:
Systern Mame:
Systemn Location:
Systermn Contact:

Trap Destination:

public
private
public
VEMNZ2S

| Apply | | Reset

The following table describes the fields in this screen.

Table 93 Configuration > Network Management > SNMP

LABEL

DESCRIPTION

SNMP Agent

Select the check box to allow a manager station to manage and monitor the VPN2S
through the network via SNMP.

Get Community

Enter the password for the incoming Get and GetNext requests from the management
station. The default is public and allows all requests.

Set Community

Enter the Set community, which is the password for incoming Set requests from the
management station. The default is public and allows all requests.

Trap Community

Enter the Trap Community, which is the password sent with each trap to the SNMP manager.

System Name

Enter the system name of the VPN2S.

System Location

Specify the geographic location of the VPN2S.

System Contact

Enter the name of the person in charge of the VPN2S.

Trap Destination

Type the IP address of the station to send your SNMP traps to.
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Table 93 Configuration > Network Management > SNMP (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the VPN2S.
Reset Click Reset to restore your previously saved settings.
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CHAPTER 14
System

14.1 Overview

This chapter describes the VPN2S's Configuration > System screens. Use these screens to configure your
scheduler rules.

14.1.1 What You Can Do in This Chapter

Use the Scheduler Rule screen to view, add, or edit fime schedule rules. (Section 14.2 on page 212)

14.2 The Scheduler Rule Screen

Use the Scheduler Rule screen to define time periods and days during which the VPN2S performs
scheduled rules of certain features (such as a Firewall). Click Configuration > System > Scheduler Rule to
open this screen.

Figure 150 Configuration > System > Scheduler Rule

Scheduler Rule

© Add
# Rule Name Days Time Description

FPage of 0 Show 20 iterns MNo data to display

The following table describes the fields in this screen.

Table 94 Configuration > System > Scheduler Rule

LABEL DESCRIPTION

Add Click this to create a new scheduler rule. Select a rule and click Add to create a new rule
after the selected entry.

Edit Double-click a scheduler rule or select it and click Edit to open a screen where you can
modify the rule’s settings.

Remove To remove an existing scheduler rule, select it and click Remove.

Note: You cannot delete a scheduler rule once it is applied to a certain feature.

# This is the index number of the rule.
Rule Name This is the name of the rule.
Days This shows the day(s) on which this rule is enabled. Green days show when the rule is

enabled, Gray days show when the rule is disabled.
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Table 94 Configuration > System > Scheduler Rule

LABEL DESCRIPTION
Time This shows the period of time on which this rule is enabled.
Description This shows the description of this rule.

14.2.1 Scheduler Rule: Add/Edit

Click Add in the Scheduler Rule screen, or select a rule and click Edit to open the following screen. Use
this screen to configure a restricted access schedule.

Figure 151 Scheduler Rule: Add/Edit

@ Scheduler Rule - Add X
Rule Mame: | |o
Description:
Darys: Sun Mon Tue Wed Thu Fri Sat
Time of Day Range: From: To: (hhimm)

The following table describes the labels in this screen.

Table 95 Scheduler Rule: Add/Edit

LABEL DESCRIPTION

Rule Name Enter a name (up to 31 printable characters English keyboard characters, not including
spaces) for this schedule.

Description Enter a description for this scheduler rule.

Days Select the check boxes for the days that you want the VPN2S to perform this scheduler
rule.

Time of Day Range Enter the time period of each day, in 24-hour format, during which the rule will be
enforced.

OK Click OK to save your changes.

Cancel Click Cancel fo exit this screen without saving.
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CHAPTER 15
Log / Report

15.1 Overview

The web configurator allows you to choose which categories of events and/or alerts to have the VPN2S
log and then display the logs or have the VPN2S send them to an administrator (as e-mail) or to a syslog
server.

15.1.1 What You Can Do in this Chapter

¢ Use the Log Viewer screen to see the system logs (Section 15.2 on page 215).

* Use the Log Settings screen to specify settings for recording log messages and alerts, e-mailing them,
storing them on a connected USB storage device, and sending them to remote syslog servers(Section
15.3 on page 214).

15.1.2 What You Need To Know

The following tferms and concepts may help as you read this chapter.

Alerts and Logs

An alert is a type of log that warrants more serious attention. They include system errors, attacks (access
control) and attempted access to blocked web sites. Some categories such as System Errors consist of
both logs and alerts. You may differentiate them by their color in the View Log screen. Alerts display in
red and logs display in black.

Syslog Overview

The syslog protocol allows devices to send event notification messages across an IP network to syslog
servers that collect the event messages. A syslog-enabled device can generate a syslog message and
send it fo a syslog server.

Syslog is defined in RFC 3164. The RFC defines the packet format, content and system log related
information of syslog messages. Each syslog message has a facility and severity level. The syslog facility
identifies a file in the syslog server. Refer to the documentation of your syslog program for details. The
following table describes the syslog severity levels.

Table 96 Syslog Severity Levels
CODE SEVERITY

0 Emergency: The system is unusable.

1 Alert: Action must be taken immediately.

2 Critical: The system condition is critical.

3 Error: There is an error condition on the system.
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Table 96 Syslog Severity Levels

CODE SEVERITY

4 Warning: There is a warning condition on the system.

5 Notice: There is a normal but significant condition on the system.
6 Informational: The syslog contains an informational message.

15.2 The Log Viewer Screen

Use the Log viewer screen 1o see the system logs. Click Configuration > Log / Report > Log Viewer o
open the following screen.

Figure 152 Configuration > Log / Report > Log Viewer

Source Interface:

Protocol:

Email Log Now
# Time

1 2017-10...
2 2017-10...

w

2017-10...
2017-10...

[T

2017-10...

Page 1

Hide Filter
Display: All Logs Pricrity: any
Source IF: Destination IP:

@ Refresh & ClsarLog

Any - Destination Interface: Any -

any Keyword:

Priority Category = Message Source Destination Note:
efror myZyxel... Device registration has failed: Can't find token. REGISTR...
arror myZyxel... Device registration has failed: Can't find token. REGISTR...
error mylyxel... Device registration has failed: Can't find token. REGISTR...
efror myZyxel... Device registration has failed: Can't find token. REGISTR...
arror myZyxel... Device registration has failed: Can't find token. REGISTR...
of103| B M | show re‘ns Displaying 1- 5 of 512

The following table describes the fields in this screen.

Table 97 Configuration > Log / Report > Log Viewer

LABEL

DESCRIPTION

Show (Hide) Filter

Click this button to show or hide the filter settings.
If the filter settings are hidden only Display filter is available.

If the filter settings are shown, the Display, Priority, Source Address, Destination IP Address,
Source Interface, Destination Interface, Protocol, Keyword, Search and Reset fields are
available.

Display

or you can view the Debug Log.

Priority

This displays when you show the filter. Select the priority of log messages to display. The log
displays the log messages with this priority or higher. Choices are: any, emerg, alert, crit,

Display field is set fo Debug Log.

Source IP

This displays when you show the filter. Type the source IP address of the incoming packet
that generated the log message. Do not include the port in this filter.

Source Interface

generated the log message.
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Table 97 Configuration > Log / Report > Log Viewer

LABEL DESCRIPTION

Protocol This displays when you show the filter. Select a service protocol whose log messages you
would like fo see.

Destination IP This displays when you show the filter. Type the IP address of the destination of the incoming
packet when the log message was generated. Do not include the port in this filter.

Destination Interface | This displays when you show the filter. Type the interface of the destination of the incoming
packet when the log message was generated.

Keyword Type a keyword of the policy service available from VPN2S to search for a log.

Search This displays when you show the filter. Click this button to update the log using the current
filter settings.

Reset Click this to return the filters to its original settings.

Email Log Now Click this to send the log file(s) fo the E-mail address you specify in the Log Settings screen.

Refresh Click this to renew the log screen.

Clear Log Click this to delete all the logs.

# This field is a sequential value and is not associated with a specific entry.

Time This field displays the fime the log was recorded.

Priority This field displays the priority of the log message. It has the same range of values as the
Priority field above.

Category This field displays type of logs fo display.

Messages This field states the reason for the log.

Source This field displays the source IP address and the port number in the event that generated

the log message.

Destination This field displays the destination IP address and the port number of the event that
generated the log message.

Note This field displays any additional information about the log message.

15.3 Log Settings

The Log Settings screen controls log messages and alerts. A log message stores the information for
viewing or regular e-mailing later, and an alert is e-mailed immediately. Usually, alerts are used for
events that require more serious attention, such as system errors and attacks.

The Log Settings Edit screens control what information the VPN2S saves in each log. You can also specify
which log messages to e-mail for the system log, and where and how often to e-mail them. These
screens also set for which events to generate alerts and where to email the alerts.

To access this screen click Configuration > Log / Report > Log Settings.
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15.3.1

Figure 153 Configuration > Log / Report > Log Settings

Log Settings

# Status
1 USB

Name

2 Systern and Email

3 Remote

Log Format Summary

Internal USB Status: None

E-mail Server Email

Mail Server:

Mail Subject:

Send From:

Send Log to:

Send Alert to:

Schedule: Send log when full.

Internal

Server Address:
Log Facility: Local 1

WVRPT/Syslog

Show | 50 ifems Displaying 1 -3 of 3

| Apply | | Reset

The following table describes the labels in this screen.

Table 98 Configuration > Log / Report > Log Settings

LABEL

DESCRIPTION

Edit

Double-click an entry or select it and click Edit to open a screen where you can modify it.

Multiple Entries Turn
Oon

Select one or more entries and click this fo enable them.

Multiple Entries Turn
Off

Select one or more entries and click this to disable them.

# This field is a sequential value, and it is not associated with a specific log.

Status This field displays whether the log setting is active or not. A green ON signifies that this log
setting is active. A gray OFF signifies that this log setting is not active.
Click the slide button to turn on or turn off the entry.

Name This field displays the type of log setting entry (system log, logs stored on a USB storage device
connected fo the VPN2S, or one of the remote servers).

Log Format This field displays the format of the log.
Internal - system log; you can view the log on the View Log tab.
VRPT/Syslog - Zyxel's Vantage Report, syslog-compatible format.
CEF/Syslog - Common Event Format, syslog-compatible format.

Summary This field is a summary of the settings for each log.

Apply Click Apply to save your changes.

Reset Click Reset to restore your previously saved seftings.

Log on USB Settings: Edit

The Edit Log on USB Settings screen controls the detailed settings for saving logs to a connected USB
storage device. Go to the Log Settings screen (see Section 15.3 on page 216), and double-click the USB
setting or select it and click Edit fo open the following screen.
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Figure 154 Configuration > Log / Report > Log Settings > Edit (USB)

USB Log Setting - Edit ES)
USB Log Setfing ~
v Enable
Log Settings

&3 Selection

" Leg Category Selection

1 AAA Server

2 ADP

3 Bandwidth Management

4 Built-in Service

5 Connectivity Check

é Default

7  DHCP

8 Firewall

9 Free Radius

10 IKE

1T Interface

12 IPsec

13 L2TP

14 LoadBalance v
CK | | Cancel

The following table describes the labels in this screen.

Table 99 Configuration > Log / Report > Log Settings > Edit (USB)

LABEL

DESCRIPTION

USB Log Setting

Enable Select the check box to turn on the USB Log Sefting.

Log Settings

Selection Use the Selection drop-down list to change the log settings for all of the log categories.
disable all logs (red X) - do not send the remote server logs for any log category.
enable normal logs (green check mark) - send the remote server log messages and alerts
for all log categories.
enable normal logs and debug logs (yellow check mark) - send the remote server log
messages, alerts, and debugging information for all log categories.

# This field is a sequential value, and it is not associated with a specific entry.

Log Category

This field displays each category of messages. The Default category includes debugging
messages generated by open source software.

Selection

Select what information you want to log from each Log Category (except All Logs; see
below). Choices are:

disable all logs (red X) - do not log any information from this category

enable normal logs (green check mark) - log regular information and alerts from this
category

enable normal logs and debug logs (yellow check mark) - log regular information, alerts,
and debugging information from this category
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Table 99 Configuration > Log / Report > Log Settings > Edit (USB)

LABEL DESCRIPTION
oK Click this to save your changes and return to the previous screen.
Cancel Click this to return fo the previous screen without saving your changes.

15.3.2 System and Email: Edit

The Log Settings Edit scre

en controls the detailed settings for each log in the system log (which includes
the e-mail profiles). Double-click a log setting or select it and click Edit to open the following screen.

Figure 155 Configuration > Log / Report > Log Settings > Edit (System and Email)

Email Server - Edit

Emaiil Server

¥ Enable
Mail Server:
Mail Server Port:
Security:
Mail Subject:
Alert Mail Subject:
Send From:
Send Log to:
Send Alerts to:

Sending Log:

VI SIMTP Authentication
Username:
Password:

Retype te Confirm:

Log Consolidation
¥ Enable

Log Ceonsolidation Interval
(seconds):

Log Settings

Email Server

&8 System Log

# Log Category

1 AAA Server

2 ADP

X

~

I:lo (Qutgeing SMTP Server Name or IP Address)

25 MITLS Security
STARTILS

— T
[ oereses

(Email Address)

-

When Full

{10 - 400)

Systern Log Email Server
29 20

oo
oo

Cancel

The following table describes the labels in this screen.

Table 100 Configuration

> Log / Report > Log Settings > Edit (System and Email)

LABEL

DESCRIPTION

E-mail Server

Enable Select this fo send log messages and alerts according to the information in this
section. You specify what kinds of log messages are included in log information and
what kinds of log messages are included in alerts in the Log Settings sectfion.

Mail Server Type the name or IP address of the outgoing SMTP server.

Mail Server Port

Enter the same port number here as is on the mail server for mail fraffic.
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Table 100 Configuration > Log / Report > Log Settings > Edit (System and Email)

LABEL

DESCRIPTION

TLS Security

Select the check box if you want encrypted communications between the mail
server and the VPN2S.

Security Select SSL/TLS to use Secure Sockets Layer (SSL) or Transport Layer Security (TLS).
Select STARTILS to upgrade a plain text connection to a secure connection using
SSL/TLS.

Mail Subject Type the subject line for the outgoing e-mail.

Alert Mail Subject

Type the subject line for the outgoing alert e-mail.

Send From Type the e-mail address from which the outgoing e-mail is delivered. This address is
used in replies.
Send Log fo Type the e-mail address o which the outgoing e-mail is delivered.

Send Alerts to

Type the e-mail address to which alerts are delivered.

Sending Log

Select how often log information is e-mailed. Choices are: When Full, Hourly and
When Full, Hourly and When Full, Daily and When Full, and Weekly and When Full.

Day for Sending Log

This field is available if the log is e-mailed weekly. Select the day of the week the log
is emailed.

Time for Sending Log

This field is available if the log is e-mailed weekly, daily or hourly. Select the fime of
day (hours and minutes) when the log is e-mailed. Use 24-hour notation.

SMTP Authentication

Select this check box if it is necessary to provide a user name and password to the
SMTP server.

Username This box is effective when you select the SMTP Authentication check box. Type the
user name to provide to the SMTP server when the log is e-mailed.
Password This box is effective when you select the SMTP Authentication check box. Type the

password to provide to the SMTP server when the log is e-mailed.

Retype to Confirm

Type the password again fo make sure that you have entered is correctly.

Log Consolidation

Enable

Select this to activate log consolidation. Log consolidation aggregates multiple log
messages that arrive within the specified Log Consolidation Interval. In the Log
Viewer tab, the text “[count=x]", where x is the number of original log messages, is
appended at the end of the Message field, when multiple log messages were
aggregated.

Log Consolidation Interval
(seconds)

Type how often, in seconds, to consolidate log information. If the same log message
appears multiple times, it is aggregated into one log message with the text
“[count=x]", where x is the number of original log messages, appended at the end
of the Message field.

Log Settings

System Log

Use the System Log drop-down list to change the log settings for all of the log
categories.

disable all logs (red X) - do not log any information for any category for the system
log or e-mail any logs to e-mail server 1 or 2.

enable normal logs (green check mark) - create log messages and alerts for all
categories for the system log. If e-mail server 1 or 2 also has normal logs enabled, the
VPN2S will e-mail logs to them.

enable normal logs and debug logs (yellow check mark) - create log messages,
alerts, and debugging information for all categories. The VPN2S does not e-mail
debugging information, even if this setting is selected.

VPN2S User's Guide
220




Chapter 15 Log / Report

Table 100 Configuration > Log / Report > Log Settings > Edit (System and Email)

LABEL

DESCRIPTION

E-mail Server

Use the E-Mail Server drop-down list to change the settings for e-mailing logs to e-
mail server for all log categories.

Using the System Log drop-down list to disable all logs overrides your e-mail server
settings.

enable normal logs (green check mark) - e-mail log messages for all categories to e-
mail server.

enable alert logs (red exclamation point) - e-mail alerts for all categories to e-mail
server.

#

This field is a sequential value, and it is not associated with a specific address.

Log Category

This field displays each category of messages. It is the same value used in the Display
and Category fields in the Log Viewer tab. The Default category includes debugging
messages generated by open source software.

System Log

Select which events you want to log by Log Category. There are three choices:
disable all logs (red X) - do not log any information from this category

enable normal logs (green check mark) - create log messages and alerts from this
category

enable normal logs and debug logs (yellow check mark) - create log messages,
alerts, and debugging information from this category; the VPN2S does not e-mail
debugging information, however, even if this setting is selected.

E-mail Server

Select whether each category of events should be included in the log messages
when it is e-mailed (green check mark) and/or in alerts (red exclamation point) for
the e-mail settings specified in E-Mail Server. The VPN2S does not e-mail debugging
information, even if it is recorded in the System log.

OK

Click this to save your changes and return to the previous screen.

Cancel

Click this to return to the previous screen without saving your changes.

15.3.3 Remote Server Log Settings: Edit

The Log Settings Edit screen controls the detailed settings for each log in the remote server (syslog). Go
to the Log Settings screen (Section 15.3 on page 216), select a remote server and click Edit.
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Figure 156 Configuration > Log / Report > Log Settings > Edit (Remote)

#

LSS ]

~ o ot

o

Remote Server - Edit

Log Settings for Remote Server
Enacble
Log Format:
Server Address:

Log Facility:

Log Settings

Selection

Log Category

AAA Server

ADF

Bandwidth Management
Built-in Service
Connectivity Check
Default

DHCP

Firewall

Free Radius

IKE

Interface

IPsec

L21P

| nad Ralance

x]
~

VRPT/Syslog -

Server
Local 1 -
Selection
[x]]
W
oK | | Cancel

The following table describes the labels in this screen.

Table 101

Configuration > Log / Report > Log Settings > Edit (Remote)

LABEL

DESCRIPTION

Log Settings for Remote Server

Enable Select this check box to send log information according to the information in this
section. You specify what kinds of messages are included in log information in the
Log Settings section.

Log Format This field displays the format of the log information. It is read-only.

VRPT/Syslog - Zyxel's Vantage Report, syslog-compatible format.

CEF/Syslog - Common Event Format, syslog-compatible format.

Server Address

Type the server name or the IP address of the syslog server to which to send log
information.

Log Facility Select alog facility. The log facility allows you to log the messages to different files in
the syslog server. Please see the documentation for your syslog program for more
information.

Log Settings
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Table 101 Configuration > Log / Report > Log Settings > Edit (Remote)

LABEL

DESCRIPTION

Selection

Use the Selection drop-down list to change the log settings for all of the log
categories.

disable all logs (red X) - do not send the remote server logs for any log category.

enable normal logs (green check mark) - send the remote server log messages and
alerts for all log categories.

enable normal logs and debug logs (yellow check mark) - send the remote server
log messages, alerts, and debugging information for all log categories.

#

This field is a sequential value, and it is not associated with a specific address.

Log Category

This field displays each category of messages. It is the same value used in the
Display and Category fields in the Log Viewer tab. The Default category includes
debugging messages generated by open source software.

Selection

Select what information you want to log from each Log Category (except All Logs;
see below). Choices are:

disable all logs (red X) - do not log any information from this category

enable normal logs (green check mark) - log regular information and alerts from this
category

enable normal logs and debug logs (yellow check mark) - log regular information,
alerts, and debugging information from this category

OK

Click this to save your changes and return to the previous screen.

Cancel

Click this to return to the previous screen without saving your changes.
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CHAPTER 16
Service / License

Use the Service / License screen to display the status of your service registrations. To activate or extend
a standard service subscription, purchase an iCard and enter the iCard’s PIN number (license key) at

myZyxel.com.

16.2 The License Screen

Click Maintenance > Service / License to open the following screen.

Figure 157 Maintenance > Service / License

Service / License

Service / License Status

# Service Status Registration Type Expiration Date
1 Firmwars Upgrade Status Not Activat... N/A
Page 1 of 1 Show 20 items

Service / License Refresh

Service License Refresh

Y Note
Update the device license information from the myZyXEL.com server. If you want to activate a license, go to
portal.myzyxel.com

Count

Displaying 1-1of 1

The following table describes the labels on this screen.

Table 102 Maintenance > Service / License

LABEL DESCRIPTION

Service / License Status

# This is the entry’s position in the list.

Service This lists the services that are available on the VPN2S.
Status This field displays the status of your service registration.

Not Activated displays if you have not successfully registered and activated the
service.

Expired displays if your subscription to the service has expired.

Licensed displays if you have successfully registered the VPN2S and activated the
service.

Registration Type

This field displays whether you applied for a frial application (Trial) or registered a
service with your iCard's PIN number (Standard). This field is blank when a service is
not activated. It always displays Standard for a default service.
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Table 102 Maintenance > Service / License

LABEL

DESCRIPTION

Expiration Date

This field displays the date your service expires. This field is blank when a service does
not expire.

Count

This field displays the maximum number of users that may connect to the VPN2S at
the same time or how many managed APs the VPN2S can support with your current
license.

It displays 0 if this field does not apply to a service.

Service / License Refresh

Service License Refresh

Click this button to renew service license information (such as the registration status
and expiration day).
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17.1 Overview

CHAPTER 17
Device Name

Use the Device Name screen to change the VPN2S's name in the network.

17.2 The Device Name Screen

Click Maintenance > Device Name to view the following screen.

Figure 158 Maintenance > Device Name

Device Name

General Settings

Host Name:

Domain Name:

Device Information

Serial Mumiber:

MAC Address:

VPMNZS

S170Y48011032

SCE2:8C:D3:TA:24

| Apply | | Reset

The following table describes the labels in this screen.

Table 103 Maintenance > Device Name

LABEL

DESCRIPTION

General Seftings

Host Name

Enter a descriptive name to identify your VPN2S. This name can be up to 64
alphanumeric characters long. Spaces are not allowed, but dashes (-) underscores
(_) and periods (.) are accepted.

Domain Name

Enter the domain name (if you know it) here. This name is propagated to DHCP
clients connected to interfaces with the DHCP server enabled. This name can be up
fo 254 alphanumeric characters long.

Device Information

Serial Number

This displays the serial number of the VPN2S.

MAC Address

This displays the MAC address of the VPN2S.
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Table 103 Maintenance > Device Name

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the VPN2S.
Reset Click Reset to renew this screen.
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CHAPTER 18
Host Name List

18.1 Overview

Use the Host Name List screen to add connected devices to the VPN2S's host list. Configure these

devices to furn on with the Wake on LAN screen, see Section 6.6 on page 84.

18.2 The Host Name List Screen

Click Maintenance > Host Name List to view the following screen. Use this screen to view and manage

the clients that you added to the host list.

Figure 159 Maintenance > Host Name List

Host Name List

9#;:-:

# Description MAC Address

1 test 00:A40:C5:01:23:88
2 172.16.3.254 00:00:52:00:01:02

v 20 items

0
]

Page 1 of 1

Displaying 1-2of 2

The following table describes the labels in this screen.

Table 104 Maintenance > Host Name List

LABEL DESCRIPTION

Add Click Add to create a new host.

Remove Select a host and click Remove to delete it.

# This is the index number of the host.

Description This field displays a descriptive name for the host.
MAC Address This field displays the host’'s MAC Address.

18.2.1 Add Host Name

Click Add to create a new host. The screen appears as shown.
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Figure 160 Maintenance > Host Name List: Add

@ Host Name List - Add

Refer To:

Member List:

Description:

MAC Address:

X
MAC Filter List -
Userd -
UserA

00:00:c5:01:23:45

OK | | Cancel

The following table describes the labels in this screen.

Table 105 Maintenance > Host Name List: Add

LABEL

DESCRIPTION

Refer To

Select MAC Filter List if you want to select the devices that you added in the MAC
Filter List.

Select ARP Table to view the IPv4 or IPvé devices that are connected to an VPN2S's
port,

Select Manual Type MAC to enter the MAC address of the host device manually.
You can also enter a device's IP address and click Get to obtain its MAC address.

Member List

Select a member device from the drop-down list.

Get MAC Address From IP

Enter the IP address of a device connected to the VPN2S, click Get and the VPN2S
will automatically obtain the MAC address of the device with this IP address.

Description Enter a description for this host.

MAC Address Enter the host’s MAC address, This field is configured automatically if you enter the
device’s IP address in the Get MAC Address From IP field and click Get.

OK Click OK to save your changes back to the VPN2S.

Cancel Click Cancel fo exit this screen without saving.
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CHAPTER 19
Date / Time

19.1 Overview

This chapter shows you how to configure system related settings, such as system fime and the daylight
saving sefup.

19.2 The Date / Time Screen

To change your VPN2S's time and date, click Maintenance > Date / Time. The screen appears as shown.
Use this screen to configure the VPN2S's time based on your local fime zone.
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Figure 161 Maintenance > Date / Time

Date / Time

Current Date / Time
Current Time: 03:30:05 [GMT-00:00] Greenwich Mean Time: Edinburgh, London

Current Date: 2017-10-26

Time and Date Setup

Time Protocol: SNTP (RFC-1769)

Time Server 1: pool.ntp.org -

Time Server 2: Other - fime.nist.gov
Time Server 3: None -

Time Server 4; None -

Time Server 5: None -

Time Zone Setup
Time Zone: [GMT-00:00) Greenwich Mean Time: Edinkurgh, Lendon -

Daylight Saving Setup

~ Enable
Start
Month: March -
Day:
s Second - Sunday h
Time: 02 - |00 -
End
Manih: Movemier -
Day:
: First - Sunday -
Time: 02 ~ 100 -

The following table describes the labels in this screen.

Table 106 Maintenance > Date / Time

LABEL DESCRIPTION

Current Date / Time

Current Time This field displays the time of your VPN2S.
Each time you reload this page, the VPN2S synchronizes the time with the time
server.
Current Date This field displays the date of your VPN2S.
Each time you reload this page, the VPN2S synchronizes the date with the time
server.
Time and Date Setup
Time Protocol This displays the protocol currently used by your VPN2S to obtain date and fime.
Time Server (1-5) Select an NTP fime server from the drop-down list box.

Otherwise, select Other and enter the IP address or URL (up to 29 extended ASCII
characters in length) of your time server.

Select None if you don’t want to configure the time server.

Check with your ISP/network administrator if you are unsure of this information.

Time Zone Setup
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Table 106 Maintenance > Date / Time

LABEL

DESCRIPTION

Time Zone

Choose the time zone of your location. This will set the time difference between your
fime zone and Greenwich Mean Time (GMT).

Daylight Saving Setup

Daylight Saving time is a period from late spring to early fall when many countries set
their clocks ahead of normal local time by one hour to give more daytime light in
the evening.

Enable

Select Enable if you use Daylight Saving time.

Start

Configure the day and time when Daylight Saving time starts if you enabled Daylight
Saving. You can select a specific date in a particular month or a specific day of a
specific week in a particular month. The Time field uses the 24 hour format. Here are
a couple of examples:

Daylight Saving fime starts in most parts of the United States on the second Sunday
of March. Each time zone in the United States starts using Daylight Saving Time af 2
A.M.local time. So in the United States, set the day to Second, Sunday, the month to
March and the fime to 02:00 in the Time field.

Daylight Saving Time starts in the European Union on the last Sunday of March. All of
the time zones in the European Union start using Daylight Saving time at the same
moment (1 A.M. GMT or UTC). So in the European Union you would set the day to
Last, Sunday and the month to March. The time you select in the Time field depends
on your time zone. In Germany for instance, you would select 02:00 in the Time field
because Germany's fime zone is one hour ahead of GMT or UTC (GMT+1).

End

Configure the day and time when Daylight Saving fime ends if you enabled Daylight
Saving. You can select a specific date in a particular month or a specific day of a
specific week in a particular month. The Time field uses the 24 hour format. Here are
a couple of examples:

Daylight Saving Time ends in the United States on the first Sunday of November. Each
fime zone in the United States stops using Daylight Saving Time at 2 A.M. local time.
So in the United States you would set the day to First, Sunday, the month to
November and the time to 02:00 in the Time field.

Daylight Saving Time ends in the European Union on the last Sunday of October. All
of the time zones in the European Union stop using Daylight Saving Time at the same
moment (1 A.M. GMT or UTC). So in the European Union you would set the day to
Last, Sunday, and the month to October. The fime you select in the Time field
depends on your time zone. In Germany for instance, you would select 02:00 in the
Time field because Germany's time zone is one hour ahead of GMT or UTC (GMT+1).

Apply

Click Apply to save your changes back to the VPN2S.

Reset

Click Reset to restore your previously saved setftings.

VPN2S User's Guide
232




Chapter 20 User Account

CHAPTER 20
User Account

20.1 Overview

Use the User Account screen to manage user accounts, which includes configuring the username,
password, retry times, and users timeout period.

20.2 What You Can Do in this Chapter

Use the User Account screen to view and manage all user accounts (Section 20.3 on page 233).

20.3 The User Account Screen

Click Maintenance > User Account to open the following screen.

Figure 162 Maintenance > User Account

User Account

e Add
# Username Retry Times Idle Timeout Lock Pericd Group
1 admin 0 10 15 Administrator
Page 1 of 1 Show | 20 items Displaying 1-10of 1

The following table describes the labels in this screen.

Table 107 Maintenance > User Account

LABEL DESCRIPTION

Add Click this to configure a new user account.

Edit Select an existing user account and click this to modify its seftings.

Remove Click this o delete a user account.

# This is the index number of the user.

Username This field displays the name of the user.

Retry Times This field indicates how many fimes a user can re-enter his/her account information before
the VPN2S locks the user out.

Idle Timeout This field indicates the number of minutes that the system can idle before being logged out.
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Table 107 Maintenance > User Account (continued)

LABEL

DESCRIPTION

Lock Period

This field indicates the number of minutes for the lockout period. A user cannot log into the
VPN2S during the lockout period, even if he/she enters correct account information.

An account will be locked if the account password is entered incorrectly too many times.
You can specify how many times a password can be re-entered in the Retry Times field.

Group

This field displays the login account type of the user.

Different login account types have different privilege levels. The web configurator screens
and privileges vary depending on which account type you use to log in.

20.3.1 Users Account: Add/Edit

Use this screen to add or edit a users account. Click Add in the User Account screen or the select an
existing user account and click Edit. The screen shown next appears.

Figure 163 Users Configuratfion: Add/Edit

0 Uzer Account - Add

Username:
Group:
Password:
Werify Password:
Retry Times:

Idle Timeout:

Lock Period:

[ e
Administrator -

[ e
[ e

0 {0~5). 0 : Not limit
5 Minute(s) (1~60)
15 Minute(s) (15~90)

Cancel

The following table describes the labels in this screen.

Table 108 Users Configuration: Add/Edit

LABEL

DESCRIPTION

User Name

This field is read-only if you are editing the user account.

Enter a descriptive name for the user account. The user name can be up fo 15
alphanumeric characters (0-9, A-Z, a-z, -, _ with no spaces). With advanced account
security enabled, the user names must be a minimum length of six characters and include
both letters and numbers.

Group

This field is read-only if you are editing the user account.

Select a type of login account. The web configurator screens and privileges vary
depending on which account type you use to log in. Administrator accounts can configure
the VPN2S while User accounts can only view some status information.

Users logged in with either type of account can access the Internet.

Password

Specify the password associated to this account. The password can be 6 to 15
alphanumeric characters (0-2, A-Z, a-z, -, _ with no spaces), not containing the user name. It
must contain both letters and numbers.

The characters are displayed as asterisks (*) in this field.

Verify Password

Enter the exact same password that you just entered in the above field.
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Table 108 Users Configuration: Add/Edit (confinued)

LABEL DESCRIPTION
Retry Times The VPN2S can lock a user out if you use a wrong user name or password to log in the
VPN2S.

Enter up to how many times a user can re-enter his/her account information before the
VPN2S locks the user out.

Idle Timeout Enter the number of minutes that the system can idle before being logged out.

Lock Period Enter the number of minutes for the lockout period. A user cannot log into the VPN2S during
the lockout period, even if he/she enters correct account information.

OK Click OK to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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CHAPTER 21
USB Storage

21.1 Overview

Use the USB Storage screen to share files on a USB memory stick or hard drive connected to your VPN2S
with users on your network.

The following figure is an overview of the VPN2S's file server feature. Computers A and B can access files
on a USB device (C) which is connected to the VPN2S.

Figure 164 File Sharing Overview

B

21.1.1 What You Need To Know

The following terms and concepts may help as you read this chapter.

Workgroup name

This is the name given to a set of computers that are connected on a network and share resources such
as a printer or files. Windows automatically assigns the workgroup name when you set up a network.

Shares

When settings are set to default, each USB device connected fo the VPN2S is given a folder, called a
“share”. If a USB hard drive connected to the VPN2S has more than one partition, then each partition
will be allocated a share. You can also configure a “share” to be a sub-folder or file on the USB device.
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File Systems

A file system is a way of storing and organizing files on your hard drive and storage device. Often
different operating systems such as Windows or Linux have different file systems. The file sharing feature
on your VPN2S supports File Allocation Table (FAT) and FAT32.

Common Internet File System

The VPN2S uses Common Internet File System (CIFS) protocol for its file sharing functions. CIFS compatible
computers can access the USB file storage devices connected to the VPN2S. CIFS protocol is supported
on Microsoft Windows, Linux Samba and other operating systems (refer to your systems specifications for
CIFS compatibility).

21.1.2 Before You Begin

Make sure the VPN2S is connected to your network and turned on.

1 Connect the USB device to one of the VPN2S's USB port. Make sure the VPN2S is connected to your
network.

2 The VPN2S detects the USB device and makes its contents available for browsing. If you are connecting
a USB hard drive that comes with an external power supply, make sure it is connected to an appropriate
power source that is on.

Note: If your USB device cannot be detected by the VPN2S, see the froubleshooting for
suggestions.

21.2 The USB Storage Screen

Use this screen to set up file sharing through the VPN2S. The VPN2S's LAN users can access the shared
folder (or share) from the USB device inserted in the VPN2S. To access this screen click Maintenance >
USB Storage.
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Figure 165 Maintenance > USB Storage

USB Storage

Configuration
V! Enable USB Storage Sharing

USB Information

# Volume

1 usb 1 _sdal
Page of 1
Share Directory List
@ add
# Status Share Name
1 [oN @ Test
Page of 1

Capacity Used Space
3840 MB 1221 MB
Show 20 items Displaying 1-1of 1
Share Path Share Description Allowed User
J/mnt/usb1_sdal/Test admin
Show 20 items Displaying 1-1of 1

The following table des

cribes the labels in this screen.

Table 109 Maintenance > USB Storage

LABEL

DESCRIPTION

Configuration

Enable USB Storage
Sharing

Click the check box to activate file sharing through the VPN2S.

USB Information

This section is available o

nly when a USB device is connected and detected by the VPN2S.

#

This is the index number of the USB.

Volume This is the volume name the VPN2S gives to an inserted USB device.
Capacity This is the total available memory size (in megabytes) on the USB device.
Used Space This is the memory size (in megabytes) already used on the USB device.

Share Directory List

This table is available when you connect a USB to the VPN2S.

Add

Click Add to create a new share.

Edit

Select a share and click Edit to modify it.

Remove

Select a share and click Remove to delete it.

Multiple Entries Turn On

Select one or more shares and click this to enable them.

Multiple Entries Turn Off

Select one or more shares and click this to disable them.

#

This is the index number of the share.

Status This field displays whether the share is active or not. A green ON button signifies that this
share is active. A gray OFF button signifies that this share is not active.
Click the slide button to turn on or turn off the share.

Share Name This field displays the name of the file you shared.

Share Path This field displays the location in the USB of the file you shared.

Share Description

This field displays a description of the file you shared.

Allowed User

This field displays which username(s) can access this share (Admin or any username
added in the Maintenance > User Account screen). This field will be empty if the file is
Public and anybody connected to the VPN2S can access it.
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Table 109 Maintenance > USB Storage

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the VPN2S.
Reset Click Reset to restore your previously saved settings.

21.2.1 Add a USB Share

If a USB is connected to the USB port in the VPN2S you can view the Share Directory List table. Click Add
to add a shared file to the VPN2S's network. The following screen will display.

Figure 166 USB Storage: Add

© Share Directory List - Add ]
Wolume: usk1_sdal -
Share Path: . -
Description:
Access Level: Security -
Allowed User admin
| QK ‘ ‘ Cancel

The following table describes the labels in this screen.

Table 110 USB Storage: Add

LABEL DESCRIPTION

Volume Select the name of the USB where the file you want to share is located.
Share Path Select a file drop-down list to share.

Description Enter a descriptive name for this file.

Access Level Select Security if you want to specify the user names that can access this file.

Select Public so anyone connected to the VPN2S can access this file.

Allowed User This option displays when you select Security in Access Level. Select the check box
of the user names you want to grant access to this file.

OK Click OK to save your changes back to the VPN2S.

Cancel Click Cancel to exit this screen without saving.
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22.1 Overview

CHAPTER 22
Diagnostic

The Diagnostic screens display information to help you identify problems with the VPN2S.

22.1.1 What You Can Do in this Chapter

* The Network Tools screen lets you ping an IP address or trace the route packets take to a host

(Section 22.2 on page 240).

¢ The Packet Capture screen to capture packets going through the VPN2S (Section 22.3 on page 241).

22.2 The Network Tools Screen

Use this screen fo ping, fraceroute, or nslookup an IP address. Click Maintenance > Diagnostic > Network

Tools to open the screen shown next.

Figure 167 Maintenance > Diagnostic > Network Tools

Network Tools

Result

-info-

Fing / TraceRoute Test

Bound Interface: LAN [ br0 )

Pv4 [ IPvé Mode: o IPv4 Pué

Address / Domain Name:

Mame Service Lookup

Domain Nome:
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The following table describes the fields in this screen.

Table 111 Maintenance > Diagnostic > Network Tools

LABEL

DESCRIPTION

Ping / TraceRoute Test

Bound Interface

Choose a connected interface from the drop-down list (LAN, WAN) to perform the ping/
fracer route test.

IPv4 / IPvé Mode

Select IPv4 if you want to ping and IPv4 address.

Select IPvé if you want to ping an IPvé address.

Address Type the URL or IP address of a computer that you want fo perform ping, fraceroute, or
nslookup in order to test a connection.

Ping Click this to ping the IP address that you entered.

TraceRoute Click this button to perform the traceroute function. This determines the path a packet

takes to the specified computer.

Name Service lookup

Domain name

Type a domain name in this field for the name service lookup.

Nslookup

Click this button to perform a DNS lookup on the IP address of a computer you enter.

22.3 The Packet Capture Screen

Use this screen to capture network traffic going through the VPN2S's interfaces. Studying these packet
captures may help you identify network problems. Click Maintenance > Diagnostic > Packet Capture to
open the packet capture screen.

Note: New capfture files overwrite existing files of the same name. Change the File Suffix field's
setting tfo avoid this.
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Figure 168 Maintenance > Diagnostic > Packet Capture

Packet Capture

Status: USB not found

Interface: Any

File Name: |0-DCGD
Setting

e Capture Unftil Stop
Count Packet
Capture Duration

Capture File Size

Filter

Host IP
Host Port
Protocol Type ICMP
IGMP
ARP
TCP
UDP

Check Status

The following table describes the labels in this screen.

Table 112 Maintenance > Diagnostic > Packet Capture

LABEL DESCRIPTION

Status This displays USB not found if there is no USB detected in the port.

This displays Ready when the USB is ready for capture.

This displays Unmount USB fo confirm you can remove your USB drive safely.
This displays Capturing when the packet is in process of being captured.

This displays Completed when the packet capture process is finished.

Interface Enabled interfaces appear under Interface. Select interfaces for which to capture
packefs.

File Name Enter the label that identifies the file. The file name format is interface name-file
suffix.pcap.

Setting
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Table 112 Maintenance > Diagnostic > Packet Capture

LABEL

DESCRIPTION

Capture Until Stop

Click this check box to have the VPN2S capture packets according to the settings
configured here.

You can configure the VPN2S while a packet capture is in progress although you
cannot modify the packet capture settings.

The VPN2S's throughput or performance may be affected while a packet capture is
in progress.

After the VPN2S finishes the capture it saves a separate capture file for each
selected interface. The total number of packet capture files that you can save
depends on the file sizes and the available flash storage space. Once the flash
storage space is full, adding more packet captures will fail.

Count Packet

Specify a maximum number of individual packet for each capture files. After a
packet capture file reaches this number, the VPN2S won't start another capture.

Capture Duration

Set a tfime limit in seconds for the capture. The VPN2S stops the capture and
generates the capture file when either this period of time has passed.

Capture File Size

Specify a maximum size limit in megabytes for individual packet capture files. After a
packet capture file reaches this size, the VPN2S won't start another capture, but
replaces the existing packet capture file.

Filter
Host IP Select a host IP address object for which to capture packets.
Host Port Specify the port number or port range of traffic to capture.

Protocol Type

Select the protocol of traffic for which to capture packets.

Start Capture

After applying the desired filters click Start Capture for the VPN2S to capture network
traffic on the interfaces.

Stop Capture

Click Stop Capture so the VPN2S ends the capture process.

Check Status

Click Check Status to refresh the USB status in Status.

Unmount USB

Click Unmount USB to remove your USB drive safely.
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CHAPTER 23
Firmware Upgrade

23.1 Overview

This chapter explains how to upload new firmware package, to update USB 3G/4G dongle support, to
your VPN2S. You can download new firmware releases and USB 3G/4G dongle support packages from
your nearest Zyxel FTP site (or www.zyxel.com) to use to upgrade your device's performance.

Only use firmware for your device’s specific model. Refer to the label on
the bottom of your VPN2S.

23.2 The Firmware Screen

Click Maintenance > Firmware Upgrade to open the following screen. The upload process uses HTTP

(Hypertext Transfer Protocol) and may fake up fo two minutes. After a successful upload, the system will
reboot.

Do NOT turn off the VPN2S while firmware upload is in progress!

Figure 169 Maintenance > Firmware Upgrade

Firmware Upgrade

Firmware Status

# Status Model Version Released Date Upgrade
1 Running VPNZS W1.12{ABLN.O? 2018-05-19 355:51 E’
Cloud Firmware Information
3 Note
Register your device at portal.myzyxel.com to receive auvtomatic nofifications of firmware update.
Latest Version: Check Now

Released Date:

Relzase Mote: Release Notes Document

Firmware Upgrade Service Status

Service Stafus: Mot Activated
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The following table describes the labels in this screen.

Table 113 Maintenance > Firmware Upgrade

LABEL

DESCRIPTION

Firmware Status

#

This is a sequential value, and it is not associated with the entry.

Status This indicates whether the firmware is Running, or not running but already uploaded to the
VPN2S and is on Standby. It displays N/A if there is no firmware uploaded to that system
space.

Model This shows the model name of this Zyxel device.

Version This is the VPN2S's present firmware version.

Released Date

This shows the date the present firmware was released.

Upgrade

Click the Upgrade icon to open a new screen, where you Browse the location of the .bin file
you want fo Upload to the VPN2S. Remember that you must decompress compressed (.zip)
files before you can upload them. The upgrade process may take up to two minutes.

Note: Do not turn off the VPN2S while firmware upgrade is in progress.

Cloud Firmware Information

Latest Version

This is the firmware’s latest version. Click Check Now for the VPN2S to check for new
firmware releases.

Released Date

This is the date that the latest version of the firmware was created.

Release Note

This is a comment associated with the latest firmware.

Firmware Upgrade License Status

Service / License
Status

This is the current status of the license.

After you see the firmware updating screen, wait two minutes before logging into the VPN2S again.

Figure 170 Firmware Uploading

Please do not turn off the power.

Firmware upgrade in progress...

The VPN2S automatically restarts in this fime causing a tfemporary network disconnect. In some
operating systems, you may see the following icon on your desktop.
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Figure 171 Network Temporarily Disconnected

\[ \i) Local Area Connection

MNetwork cable unplugged e

! 10:44

After two minutes, log in again and check your new firmware version in the Status screen.

If the upload was not successful, the following screen will appear. Click OK to go back to the Firmware
Upgrade screen.

Figure 172 Error Message

Warning X

The uploaded file may be domaged or this file/firmware does not apply to this
model.

23.3 The Mobile Profile Screen

Use this screen to update the mobile profile on the VPN2S. The mobile profile is a WWAN package that
contains configuration to identify and activate the supported 3G/4G USB dongles.

Note: To update the supported 3G/4G USB dongle list, download the latest mobile profile
from the ZyXEL website and upload it to the VPN2S.

Click Maintenance > Firmware Upgrade > Mobile Profile to open the following screen. The upload
process uses HTTP (Hypertext Transfer Protocol) and may take up fo two minutes.

Do NOT turn off the VPN2S while profile upload is in progress!

Figure 173 Maintenance > Firmware Upgrade > Mobile Profile

Mobile Profile

Mobile Frofile Status
# Version Upgrade

1 V1.8 @

The following table describes the labels in this screen.

Table 114 Maintenance > Firmware Upgrade > Mobile Profile

LABEL DESCRIPTION
Mobile Profile Status
# This is a sequential value, and it is not associated with the entry.
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Table 114 Maintenance > Firmware Upgrade > Mobile Profile

LABEL DESCRIPTION
Version This is the version of the VPN2S's present mobile profile.
Upgrade Click the Upgrade icon to open a new screen, where you Browse the location of the file you

want to Upload fo the VPN2S.

Note: Do not turn off the VPN2S while profile upgrade is in progress.
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CHAPTER 24
Backup / Restore

24.1 Overview

The Backup / Restore screen allows you to backup and restore device configurations. You can also

reset your device settings back to the factory default.

24.2 The Backup / Restore Screen

Click Maintenance > Backup / Restore. Information related to factory defaults, backup configuration,

and restoring configuration appears in this screen, as shown next.

Figure 174 Maintenance > Backup / Restore

Backup / Restore

Backup Configuration

Click Backup to save the current configuration of your system o your computer.

Restore Configuration

You can save the current settings in a backup file on your computer, or restore previous seftings from a backup file.
You can also reset the device back fo its factory default state.

File Path:

Back to Factory Default Settings

Click Reset to clear all user-entered configuration infarmation and return to factory default seftings. After resefting,
the

- LAN IP address will be 192.168.1.1
- DHCP will be reset to default setting

Backup Configuration

Backup Configuration allows you to back up (save) the VPN2S's current configuration to a file on your
computer. Once your VPN2S is configured and functioning properly, it is highly recommended that you
back up your configuration file before making configuration changes. The backup configuration file will

be useful in case you need to return to your previous settings.
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Click Backup to save the VPN2S's current configuration to your computer.

Restore Configuration

Restore Configuration allows you to upload a new or previously saved configuration file from your
computer to your VPN2S.

Table 115 Restore Configuration

LABEL DESCRIPTION
File Path Type in the location of the file you want fo upload in this field or click Choose File to find it.
Browse Click this to find the file you want to upload. Remember that you must decompress compressed

(.ZIP) files before you can upload them.

Upload Click this to begin the upload process.

Do not turn off the VPN2S while configuration file upload is in progress.

After the VPN2S configuration has been restored successfully, the login screen appears. Login again fo
restart the VPN2S.

The VPN2S automatically restarts in this fime causing a femporary network disconnect. In some
operating systems, you may see the following icon on your desktop.

Figure 175 Network Temporarily Disconnected

‘[ Ki) Local Area Connection

Metwork cable unplugged

If you uploaded the default configuration file you may need to change the IP address of your computer
to be in the same subnet as that of the default device IP address (192.168.1.1).

If the upload was not successful, the following screen will appear. Click OK to go back to the Backup /
Restore screen.

Figure 176 Configuration Upload Error
Error Z

Configuration uploading failed. The selected file contains an
illegal Configuration file.

oK|

Reset to Factory Defaults

Click the Reset button o clear all user-entered configuration information and return the VPN2S to its
factory defaults. The following warning screen appears.
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CHAPTER 25
Language

25.1 Overview

Use the Language screen to change the language in which the screen are displayed in the web
configurator.

25.2 The Language Screen

Click Maintenance > Language to open the following screen.

Figure 177 Maintenance > Language

Language

Language Setting: English -

| Apply ‘ | Reset |

Select the language of your preference and click Apply fo save your changes to the VPN2S. The
following screen will display. After clicking Yes the VPN2S will automatically change all the screens to the
selected language.

Figure 178 Maintenance > Language > Apply

Confirm

@ Are you sure you want to change language?
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CHAPTER 26
Restart / Shutdown

26.1 Overview

Use this screen to restart the device. Restart is different to reset; restart returns the device to its default
configuration.

26.2 The Restart / Shutdown Screen

System restart allows you to reboot the VPN2S remotely without turning the power off. You may need to
do this if the VPN2S hangs, for example.

Click Maintenance > Restart / Shutdown. Click Restart to have the VPN2S reboot. This does not affect the
VPN2S's configuration. If you applied changes in the Web configurator, these were saved automatically
and do not change when you reboot.

Figure 179 Maintenance > Restart / Shutdown

Restart / Shutdown

Restart

Click the Restart button to reboot the device.
Shutdown

Click the Shutdown button to turn off the device. Shutdown
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Troubleshooting

This chapter offers some suggestions to solve problems you might encounter. The potential problems are
divided into the following categories.

e Power, Hardware Connections, and LEDs

¢ VPN2S Access and Login

¢ Internet Access

¢ USB Device Connection

27.1 Power, Hardware Connections, and LEDs

The VPN2S does not turn on. None of the LEDs turn on.

1 Make sure the VPN2S is turned on.
2 Make sure you are using the power adaptor or cord included with the VPN2S.

3 Make sure the power adaptor or cord is connected to the VPN2S and plugged in to an appropriate
power source. Make sure the power source is turned on.

4 Turn the VPN2S off and on.

5 If the problem confinues, contact the vendor.

One of the LEDs does not behave as expected.

1 Make sure you understand the normal behavior of the LED. See Section 1.5 on page 15.
2 Check the hardware connections.

3 Inspect your cables for damage. Contact the vendor to replace any damaged cables.
4 Turn the VPN2S off and on.

5 If the problem confinues, contact the vendor.
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27.2 VPN2S Access and Login

| forgot the IP address for the VPN2S.

1 The default LAN IP address is 192.168.1.1.

2 If you changed the IP address and have forgotten it, you might get the IP address of the VPN2S by
looking up the IP address of the default gateway for your computer. To do this in most Windows
computers, click Start > Run, enfer cmd, and then enter ipconfig. The IP address of the Default Gateway
might be the IP address of the VPN2S (it depends on the network]), so enter this IP address in your Internet
browser.

3 If this does not work, you have fo reset the device to its factory defaults. See Section 1.6 on page 16.

| forgot the password.

1 The default admin password is 1234.

2 If this does not work, you have to reset the device to its factory defaults. See Section 1.6 on page 16.

| cannot see or access the Login screen in the web configurator.

1 Make sure you are using the correct IP address.
* The default IP address is 192.168.1.1.
* If you changed the IP address (Section 6.2 on page 75), use the new IP address.
¢ |f you changed the IP address and have forgotten it, see the troubleshooting suggestions for |
forgot the IP address for the VPN2S.

2 Check the hardware connections, and make sure the LEDs are behaving as expected. See Section 1.5
on page 15.

3 Make sure your Internet browser does not block pop-up windows and has JavaScripts and Java
enabled.

4 Ifitis possible fo log in from another interface, check the service control settings for HTTP and HTTPS
(Configuration > Firewall / Security > Device Service).

5 Reset the device to its factory defaults, and try to access the VPN2S with the default IP address. See
Section 1.6 on page 16.

6 If the problem continues, contact the network administrator or vendor, or fry one of the advanced
suggestions.
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Advanced Suggestions

* Make sure you have logged out of any earlier management sessions using the same user account
even if they were through a different interface or using a different browser.

¢ Try to access the VPN2S using another service, such as Telnet. If you can access the VPN2S, check the
remote management settings and firewall rules to find out why the VPN2S does not respond fo HTTP.

| can see the Login screen, but | cannot log in to the VPN2S.

1 Make sure you have entered the password correctly. The default admin password is 1234. The field is
case-sensitive, so make sure [Caps Lock] is not on.

2 You cannot login to the web configurator while someone is using Telnet to access the VPN2S. Log out of
the VPN2S in the other session, or ask the person who is logged in to log out.

3 Turn the VPN2S off and on.

4 If this does not work, you have to reset the device to its factory defaults. See Section 27.1 on page 252.

| cannot Telnet to the VPN2S.

See the froubleshooting suggestions for | cannot see or access the Login screen in the web configurator.
Ignore the suggestions about your browser.

| cannot use FTP to upload / download the configuration file. / | cannot use FTP to upload new
firmware.

See the froubleshooting suggestions for | cannot see or access the Login screen in the web configurator.
Ignore the suggestions about your browser.

27.3 Internet Access

| cannot access the Internet.

1 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide and Section 1.5 on page 15.

2 Make sure you entfered your ISP account information correctly in the Configuration > WAN / Internet >
WAN Setup or Mobile screen. These fields are case-sensitive, so make sure [Caps Lock] is not on.
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3 Disconnect all the cables from your device and reconnect them.

4  If the problem confinues, contact your ISP.

| cannot access the Internet anymore. | had access to the Internet (with the VPN2S), but my
Internet connection is not available anymore.

1 Your session with the VPN2S may have expired. Try logging into the VPN2S again.

2 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide and Section 1.5 on page 15.

3 Turn the VPN2S off and on.

4  If the problem continues, contact your ISP.

27.4 USB Device Connection

The VPN2S fails to detect my USB device.

1 Disconnect the USB device.
2 Reboot the VPN2S.

3 If you are connecting a USB hard drive that comes with an external power supply, make sure it is
connected to an appropriate power source that is on.

4 Re-connect your USB device to the VPN2S.
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In the event of problems that cannot be solved by using this manual, you should contact your vendor. If
you cannot contact your vendor, then contact a Zyxel office for the region in which you bought the
device.

See http://www.zyxel.com/homepage.shtml and also
http://www.zyxel.com/about_zyxel/zyxel_worldwide.shtml for the latest information.

Please have the following information ready when you contact an office.

Required Information
* Product model and serial number.
e Warranty Information.
¢ Date that you received your device.

* Brief description of the problem and the steps you took fo solve it.

Corporate Headquarters (Worldwide)

Asia

Taiwan

e Zyxel Communications Corporation

* http://www.zyxel.com

China

* Zyxel Communications (Shanghai) Corp.
Zyxel Communications (Beijing) Corp.
Zyxel Communications (Tianjin) Corp.

* hitp://www.zyxel.cn

India
¢ Zyxel Technology India Pvt Ltd

e hitp://www.zyxel.in

Kazakhstan
* Zyxel Kazakhstan

e http://www.zyxel.kz
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Europe

Korea
e Zyxel Korea Corp.

o hitp://www.zyxel.kr

Malaysia
e Zyxel Malaysia Sdn Bhd.

e http://www.zyxel.com.my

Pakistan
* Zyxel Pakistan (Pvt.) Ltd.

e http://www.zyxel.com.pk

Philippines
* Zyxel Philippines

e http://www.zyxel.com.ph

Singapore
e Zyxel Singapore Pte Ltd.

* http://www.zyxel.com.sg

Taiwan
e Zyxel Communications Corporation

e http://www.zyxel.com/tw/zh/

Thailand
* Zyxel Thailand Co., Ltd

e http://www.zyxel.co.th

Vietnam

e Zyxel Communications Corporation-Viethnam Office

* http://www.zyxel.com/vn/vi

Austria
e Zyxel Deutschland GmbH
e http://www.zyxel.de

Belarus
e Zyxel BY
o hitp://www.zyxel.by
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Belgium
e Zyxel Communications B.V.
» http://www.zyxel.com/be/nl/

* http://www.zyxel.com/be/fr/

Bulgaria
* Zyxel bvarapms

e http://www.zyxel.com/bg/bg/

Czech Republic
¢ Zyxel Communications Czech s.r.o

* http://www.zyxel.cz

Denmark
» Zyxel Communications A/S

e http://www.zyxel.dk

Estonia
* Zyxel Estonia

» http://www.zyxel.com/ee/et/

Finland
¢ Zyxel Communications

o hitp://www.zyxel.fi

France
e Zyxel France

e http://www.zyxel.fr

Germany

* Zyxel Deutschland GmbH
e hitp://www.zyxel.de

Hungary
* Zyxel Hungary & SEE
e http://www.zyxel.hu

Italy
e Zyxel Communications Italy

o http://www.zyxel.it/
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Latvia
* Zyxel Latvia

* http://www.zyxel.com/Iv/Iv/homepage.shtml

Lithuania

e Zyxel Lithuania

* http://www.zyxel.com/It/It/homepage.shtml

Netherlands
e Zyxel Benelux

e http://www.zyxel.nl

Norway
* Zyxel Communications

e hitp://www.zyxel.no

Poland

¢ Zyxel Communications Poland

e http://www.zyxel.pl

Romania
e Zyxel Romania

e http://www.zyxel.com/ro/ro

Russia
* Zyxel Russia

e hitp://www.zyxel.ru

Slovakia
e Zyxel Communications Czech s.r.o. organizacna zlozka

e http://www.zyxel.sk

Spain
e Zyxel Communications ES Ltd

e http://www.zyxel.es

Sweden
* Zyxel Communications

e hittp://www.zyxel.se

Switzerland
e Studerus AG
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e http://www.zyxel.ch/

Turkey
e Zyxel Turkey A.S.

e http://www.zyxel.com.ir

UK

e Zyxel Communicafions UK Ltd.

e http://www.zyxel.co.uk

Ukraine
* Zyxel Ukraine

e http://www.ua.zyxel.com

Latin America

Argentina
¢ Zyxel Communication Corporation

* http://www.zyxel.com/ec/es/

Brazil
e Zyxel Communications Brasil Ltda.

* https://www.zyxel.com/br/pt/

Ecuador
* Zyxel Communication Corporation

» http://www.zyxel.com/ec/es/

Middle East

Israel
* Zyxel Communication Corporation

e http://il.zyxel.com/homepage.shiml

Middle East

e Zyxel Communication Corporation

* http://www.zyxel.com/me/en/
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North America

USA

e Zyxel Communications, Inc. - North America Headquarters

e http://www.zyxel.com/us/en/

Oceania
Australia
e Zyxel Communications Corporation
e http://www.zyxel.com/au/en/
Africa

South Africa
¢ Nology (Pty) Ltd.

* http://www.zyxel.co.za
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APPENDIX B
Legal Information

Copyright © 2018 by Zyxel Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, franscribed, stored in a retrieval system, translated into any
language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of Zyxel Communications Corporation.

Published by Zyxel Communications Corporation. All rights reserved.

Disclaimer

Zyxel does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it convey any
license under its patent rights nor the patent rights of others. Zyxel further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without notice.

Regulatory Notice and Statement

UNITED STATES of AMERICA

CANADA

EUROPEAN

The following information applies if you use the product within USA area.

FCC EMC Statement

¢ The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired operation.

* Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
device.

This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable profection against harmful interference in a residential installation. This device generates, uses, and
can radiate radio frequency energy and, if not installed and used according to the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.

If this device does cause harmful interference to radio or television reception, which is found by turning the device off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna

¢ Increase the separation between the devices

* Connect the equipment to an outlet other than the receiver's

¢ Consult a dealer or an experienced radio/TV technician for assistance

The following information applies if you use the product within Canada area

Industry Canada ICES statement
CAN ICES-3 (B)/NMB-3(B)

UNION

The following information applies if you use the product within the European Union.
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List of national codes

COUNTRY 1ISO 3166 2 LETTER CODE COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Liechtenstein LI
Belgium BE Lithuania LT
Bulgaria BG Luxembourg LU
Croatia HR Malta MT
Cyprus CY Netherlands NL
Czech Republic CZ Norway NO
Denmark DK Poland PL
Estonia EE Portugal PT
Finland Fl Romania RO
France FR Serbia RS
Germany DE Slovakia SK
Greece GR Slovenia N
Hungary HU Spain ES
Iceland IS Switzerland CH
Ireland IE Sweden SE
Italy IT Turkey R
Latvia Lv United Kingdom GB
Safety Warnings

* Do not use this product near water, for example, in a wet basement or near a swimming pool.

* Do not expose your device to dampness, dust or corrosive liquids.

* Do noft store things on the device.

¢ Do not obstruct the device ventilation slots as insufficient airflow may harm your device. For example, do not place the device in an

enclosed space such as a box or on a very soft surface such as a bed or sofa.

Do not install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.

Connect ONLY suitable accessories to the device.

Do not open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks.

Only qualified service personnel should service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.

Always disconnect all cables from this device before servicing or disassembling.

Do not remove the plug and connect it to a power outlet by itself; always attach the plug to the power adaptor first before connecting it to

a power outlet.

¢ Do not allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power adaptor
or cord.

* Please use the provided or designated connection cables/power cables/ adaptors. Connect it to the right supply voltage (for example,
110V AC in North America or 230V AC in Europe). If the power adaptor or cord is damaged, it might cause electrocution. Remove it from the
device and the power source, repairing the power adapter or cord is prohibited. Contact your local vendor to order a new one.

¢ Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.

* CAUTION: Risk of explosion if battery is replaced by an incorrect type, dispose of used batteries according to the instruction. Dispose them at
the applicable collection point for the recycling of electrical and electronic devices. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or the store where you purchased the product.

¢ The following warning statements apply, where the disconnect device is not incorporated in the device or where the plug on the power
supply cord is infended to serve as the disconnect device,

- For permanently connected devices, a readily accessible disconnect device shall be incorporated external to the device;
- For pluggable devices, the socket-outlet shall be installed near the device and shall be easily accessible.

Environment Statement

ErP (Energy-related Products)

Zyxel products put on the EU market in compliance with the requirement of the European Parliament and the Council published Directive 2009/
125/EC establishing a framework for the setting of ecodesign requirements for energy-related products (recast), so called as "ErP Directive
(Energy-related Products directive) as well as ecodesign requirement laid down in applicable implementing measures, power consumption has
satisfied regulation requirements which are:

¢ Network standby power consumption < 8W, and/or

¢ Off mode power consumption < 0.5W, and/or

* Standby mode power consumption < 0.5W.

European Union - Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be disposed of separately from domestic
waste. If this product is end of life, take it to a recycling station designated by local authorities. At the time of disposal, the separate collection of
your product and/or its battery will help save natural resources and ensure that the environment is sustainable development.
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Die folgende Symbol bedeutet, dass Inr Produkt und/oder seine Batterie gemdaB den &értlichen Bestimmungen getrennt vom HausmUll entsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum Zeitpunkt der
Entsorgung wird die getrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natUrliche Ressourcen zu sparen und die Umwelt
und die menschliche Gesundheit zu schitzen.

El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberdn depositarse como basura separada de la
domeéstica. Cuando este producto alcance el final de su vida Util, llévelo a un punto limpio. Cuando llegue el momento de desechar el
producto, la recogida por separado éste y/o su bateria ayudard a salvar los recursos naturales y a proteger la salud humana y
medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie doivent étre éliminés séparément des ordures
ménageres. Lorsque ce produit atteint sa fin de vie, amenez-le & un centre de recyclage. Au moment de la mise au rebut, la collecte séparée
de votre produit et/ou de sa batterie aidera & économiser les ressources naturelles et protéger I'environnement et la santé humaine.

Il simbolo sotto significa che secondo i regolamenti locali il vostro prodotto e/o batteria deve essere smaltito separatamente dai rifiuti domestici.
Quando questo prodotto raggiunge la fine della vita di servizio portarlo a una stazione diriciclaggio. Al momento dello smaltimento, la raccolta
separata del vostro prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere I'ambiente e la salute umana.

Symbolen innebdr att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat frén hushdllsavfallet. Nar den hér produkten nér
slutet av sin livsiéngd ska du ta den fill en &tervinningsstation. Vid tiden fér kasseringen bidrar du till en béattre miljé och mdansklig hdlsa genom att
gora dig av med den pd ett atervinningsstdlle.
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About the Symbols

Various symbols are used in this product to ensure correct usage, to prevent danger to the user and others, and to prevent property damage.
The meaning of these symbols are described below. It is important that you read these descriptions thoroughly and fully understand the
contents.
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Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):
/\/ AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

DC if the unidirectional flow or movement of electric charge carriers.

Earth; ground:

A wiring terminal intended for connection of a Protective Earthing Conductor.

Class Il equipment:

I:l The method of protection against electric shock in the case of class Il equipment is either double insulation or
reinforced insulation.

Viewing Certifications

Go to http://www.zyxel.com to view this product's documentation and certifications.

Zyxel Limited Warranty

Zyxel warrants fo the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific period (the
Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the authorized Zyxel local
distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of purchase, should the product
have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of Zyxel. This warranty shall not apply if the product has been modified, misused, tampered with, damaged by
an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other warranties,
express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held
liable for indirect or consequential damages of any kind fo the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought the
device at http://www.zyxel.com/web/support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com for global products, or at
www.us.zyxel.com for North American products.

Trademarks

ZyNOS (Zyxel Network Operating System) and ZON (Zyxel One Network) are registered trademarks of Zyxel Communications, Inc. Other
trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective owners.

Open Source lLicenses

This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are provided
with the firmware package. You can download the latest firmware at www.zyxel.com. To obtain the source code covered under those Licenses,
please contact support@zyxel.com.tw to get it.
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Index

A

activation
SIP ALG 121

address groups
and content filtering 146

address objects
and content filtering 146

administrator password 19
AH 183
algorithms 183

applications
Internet access 14

applications, NAT 123

B

backup
configuration 248

blinking LEDs 16
broadcast 71

C

Canonical Format Indicator See CFl

certifications 263
viewing 265
CFl 71
client list 82
configuration
backup 248
reset 249
restoring 249
static route 107, 234
contact information 256
content filtering 146
and address groups 146
and address objects 146

and schedules 146
and user groups 146
and users 146

by category 146, 147
default policy 146
policies 146

copyright 262

CoS 204

CoS technologies 191
customer support 256

D

Dashboard 43

DDoS 127

default server address 120
Denials of Service, see DoS
DH 189

DHCP 74,93

Index

Differentiated Services, see DiffServ 204

Diffie-Hellman key groups 189

DiffServ 204
marking rule 205

disclaimer 262
DMZ 119
DNS 74,94

DNS server address assignment 72

Domain Name 124

Domain Name System, see DNS
Domain Name System. See DNS.

DoS 127
DS field 205

DS, dee differentiated services

DSCP 204

Dynamic Host Configuration Protocol, see DHCP
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Index

E

ECHO 124
Encapsulation 70
MER 70
PPP over Ethernet 70
encapsulation 47, 184
ESP 183

F

file sharing 15
Finger 124
firewalls 126
add protocols 136
DDoS 127
DoS 127
LAND attack 127
Ping of Death 127
SYN attack 127
firmware 244

forwarding ports 111

FTP 124
H
HTTP 124

ID type and content 188

I[EEE 802.1Q 71
IGA 122
IGMP 71

version 71
IKE phases 185
ILA 122

Inside Global Address, see IGA
inside header 185

Inside Local Address, see ILA
Internet

wizard setup 26
Internet access 14
wizard setup 26
Intfernet Key Exchange 185
Internet Protocol Security. See IPsec.
Internet Protocol version 6 48
Internet Service Provider, see ISP
IP address 74, 94
ping 240
private 95
WAN 47
IP Address Assignment 70
IP alias
NAT applications 124
IPsec 154
algorithms 183
architecture 183
NAT 186
IPsec. See also VPN.
IPv6 48
addressing 48, 72
prefix 48, 72
prefix delegatfion 49
prefix length 48, 72
ISP 47

L

L2TP VPN 156
LAN 73
client list 82
DHCP 74,93
DNS 74, 94
IP address 74, 76, 94
subnet mask 74, 94
LAND attack 127

Layer 2 Tunneling Protocol Virtual Private Network, see
L2TP VPN 156

login 18
passwords 18, 19

logs 214
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Index

M

Management Information Base (MIB)
managing the device
good habits 13
MTU (Multi-Tenant Unif) 71
multicast 71

N

NAT 110, 112, 122
applications 123
IP alias 124

example 123

global 122

IGA 122

ILA 122

inside 122

IPsec 186

local 122

outside 122

port forwarding 111

port number 124

services 124

SIPALG 121

activation 121

fraversal 187
NAT example 125
negotiation mode 186
Network Address Translation, see NAT
NNTP 124

O

outside header 184

P

passwords 18, 19

Per-Hop Behavior, see PHB 205
PHB 205

Ping of Death 127

Point-to-Point Tunneling Protocol 124
POP3 124

port forwarding 111

ports 16

PPP over Ethernet, see PPPOE

PPPoE 47,70
Benefits 70

PPTP 124

prefix delegation 49
pre-shared key 189
private IP address 95
product registration 265
protocol 47

Q

QoS 190, 204
marking 191
setup 190
tagging 191
versus CoS 190

Quality of Service, see QoS

R

registration
product 265

reset 16, 249

restart 251

restoring configuration 249

RFC 1058. See RIP.

RFC 1389. See RIP.

RFC 3164 214

RIP 108

router features 14

Routing Information Protocol. See RIP

S

schedules
and content filtering 146
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security associations. See VPN.
Security Parameter Index, see SPI
Services 124

setup
static route 107, 234

Simple Network Management Protocol, see SNMP
Single Rate Three Color Marker, see srTCM

SIPALG 121
activation 121
SMTP 124
SNMP 124, 208, 209
agents 208
Get 209
GetNext 209
Manager 208
managers 208
MIB 209
Set 209
Trap 209
versions 208
SNMP trap 124
SPI 127
SITCM 207
static route 96
configuration 107, 234
example 96
static VLAN
status 43
status indicators 16
subnet mask 74, 94
SYN attack 127
syslog
protocol 214
severity levels 214
system
firmware 244
passwords 18, 19
reset 16
status 43

T

Tag Control Information See TCI
Tag Protocol Identifier See TPID
TCl

The 47

TPID 71
frademarks 265
fransport mode 184
frTCM 207

tunnel mode 184

Two Rate Three Color Marker, see frTCM

U

unicast 71
upgrading firmware 244
USB features 15
user groups
and content filtering 146

users
and content filtering 146

Vv

VID
Virtual Local Area Network See VLAN
Virtual Private Network. See VPN.
VLAN 71
Introduction 71
number of possible VIDs
priority frame
static
VLANID 71
VLAN Identifier See VID
VLAN tag 71
VPN 154
established in two phases 155
IPsec 154
local network 155
remote IPsec router 155
remote network 155
security associations (SA) 155
VPN. See also IKE SA, IPsec SA.
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WAN
Wide Area Network, see WAN 46

warranty 265
note 265

web configurator 18
login 18
passwords 18, 19

wizard setup
Internet 26

Z

Zone Control 135
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